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ABSTRACT

Paper presents telecommunications security issues with
dynamically changing networking. Paper also presents
performance indicators of authentication as an integral part of
the approach to non-public information. Expected level of
security depend on relevant ITS services requirements,
different solutions require different levels of quality. Data
volumes transferred both in private data vehicle on board
networks as well as between vehicles and infrastructure or
other vehicles significantly and progressively grow. This trend
leads to increase of the fatal problems if security of the wide
area networks is not relevantly treated. Relevant
communications security treatment becomes crucial part of the
ITS telecommunications solution because probability of
hazards appearances grow if vehicles networks are integrated in
the dynamically organized wide area networks. Besides of
available “off shelf” security tools solution based on non-public
universal identifier with dynamical extension and data selection
according to actor role or category is presented including
performances indicators for the authentication process.

Keywords: Intelligent Transport System, Telematics, System
Performance, Authentication, Performance Indicator, Object
Identification, Data Security.

1. INTRODUCTION

The processes in the ITS architecture are defined by chaining
system components through the information links — see Fig. 1.
The system component carries the implicit system function
(like F1, F2, F3). The terminator (e.g. driver, consignee,
emergency vehicle) is often the initiator and also the terminator
of the selected process.

The chains of functions (processes) are mapped in physical
subsystems or modules. Second process is defined e.g. by
chaining the functions G1, G2 and G3 and information flows
between functions specify the communication links between
subsystems or modules. If time, performance or other
constrains are assigned to different functions and information
links, the result of presented analysis is represented by table of
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system requirements assigned to each physical subsystem
(module) and physical communication link between
subsystems.

It is feasible to consider creation of several subsystem classes
of the modular sub-system structure. In this case addition of
appropriate optional module can extend or improve system
parameters. The same principles are applied in the
communication solution design. Such decomposition also
simplifies analysis as well as synthesis of the systems where

In Vehicle
Management

subsystems

Fig. 1 ITS architecture

2. REQUIREMENTS OF TELEMATIC SUB-SYSTEM

The methodology for the definition and measurement of
following individual system parameters is being developed in
frame of the ITS architecture and it is described in [1] - [5].
Individual system parameters — performance indicators - were
accepted in frame of the ITS architecture:

- reliability

- availability

- integrity

- continuity

- accuracy

- safety
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Thanks to decomposition of system parameters the application

can follow-up analysis of telematic chains according to the

various criteria. It is obvious that quantification of
requirements on relevant telecommunication solutions within
telematic chains plays one of key roles in this process.

Following communications performance indicators quantify

communications service quality (see e.g. [6] - [10]):

- availability — (Service Activation Time, Mean Time to
Restore, Mean Time Between Failure and VC
availability)

- delay is an accumulative parameter and it is effected by
either interfaces rates, frame size or load/congestion of all
in line active nodes (switches)

- packet/frames loss (as a tool which not direct mean
network failure),

- security.

Performance indicators applied for such communications
applications must be transformable into telematic performance
indicators structure and vice versa. Indicators transformability
simplifies  system  synthesis. = Transformation  matrix
construction is dependent on the detailed communication
solution and its integration into telematic system. Probability of
each phenomena appearance in context of other processes is
not deeply evaluated in the introductory period, when specific
structure of transformation matrix is identified. In [7] - [10] are
presented details of proposed iterative method.

3. DATA SECURITY

Security performance indicator see e.g. [15] describes ability of
the system to ensure that no material damage or loss of human
life will occurs in cases of non-standard events (e.g. fake
transaction). It means that system detects the forgery on a
defined level of probability.

Plw,-m, |<s)2y 1

This equation describes that the absolute value of difference
between desired risk situation W; and real situations of risk

Wi does not exceed € on the probability level 7.

There are many in vehicle systems interconnected via CAN
which can be attacked by hackers with potential of even fatal
consequences. Reliable and secure identification of both
partners for remote communication represents between others
one of important security tools to prevent unauthorized
exchange of any data. It must be combined with other security
tools like encryption or more effective tunneling.
Authentication of two actors for mutual communication based
on identifier like VIN code or OBU-ID, however, is not
acceptable as sufficient tool and extended approach must be
applied.

Second security aspect which follows authentication is data
privacy and actors authorization to data content knowledge.
Authors” approach is based on selective data transmission
according to actor role/category. Security approach is covered
in two steps — reliable and secure authentication and the only
relevant to actor’s rights data exchange (data which can be
provide to defined actor). These tools must be combined with
other available security tools.
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Unique identifier

Presented approach is based on usage of Universal Identifier of
Vehicle (UIV) is generated as set of all important partial
vehicle identifiers where each of them describes non-
changeable part of the car detailed identification.

The ULV represents set of partial identifiers extended by unique
non-public part generated from agreed data by standard
cryptography algorithm to prevent possibility of UIV algorithm
identification in case set of identifiers is for any reason known
to the hacker. Check part at the end of identifier is connected
for fast check of identifier validity (like validity check of credit
card number).

It is not necessary to take care of UIV uniqueness because this
functionality is ensured by unique VIN code. Advantage of
such approach is that complex information about vehicle
integrated in the UIV can be used for different telematic
applications. Threat of sensitive data abuse is prevented by data
selection availability to user in dependence on service class
assignment to each one. System allows to use the only that
parts of identifier which is dedicated to identified service class
— like emergency, public and commercial services.

Communication and secure identification

Due to high sensitivity on data privacy exchanged between
vehicle and service infrastructure VID must be reasonably
protected against potential hackers attacks. In this paper will be
discussed identifier and data security for data transmission
only.

The communication channel can be secured by standard
cryptography methods (VPN or SSL). If this protection is
broken and the attack is successful than potential hacker can
misuse transferred data. Proposed approach to data security
yields in dynamical component extension (time and position
dependency) and symmetric or asymmetric encryption, which
is chosen depending on aplication.

In this solution the identifier is concatenated by actual time,
current GNSS coordinates (i.e. exclusively in direction from by
GNSS equipped vehicle to infrastructure) and finally by the
user ID. Identifier is than encrypted by either asymmetric or
symmetric cryptographic algorithm. Examples described on the
Fig. 2.

--------- Asymetriccryptography = = = = = = = = -
1
|
1
| TIME POSITION :
: ATTRIBUTE ATTRIBUTE
1

Fig. 2 Dynamic version of the identifier

Encryption of the UIV is described as follows:
M1 =EK (ULV || Ti || Pi), ?2)
where

UIV - Universal Identifier of the Vehicle,

EK - asymmetric encryption with public key K,

Ti - clock state in time of message generation

Pi - position in time of message generation,

ULV || Ti || Pi - identifier with link to current time and position

After receiving the request by system central system, the
message M1 is decrypted and UIV is read in ,static form* -
received time Ti and Pi are checked for validity. It means, that
the message is not older than n seconds and the message has
been sent from area with maximum of m meters tolerated
difference. Data message with identifier in dynamic format is

VOLUME 12 - NUMBER 2 - YEAR 2014 75



not impacted by this process and this approach doesn’t
influence usage of the other security tools.

The goal of this approach is to highly secure data against
attacks mainly like eavesdropping and usage of the data for
forgery.

Service categories

Proposed approach covers categorization of the telematic
services. Each category has defined set of data allowed to user
application. Because the unique identifier includes complex
information about vehicle there must be special tool
implemented on both sides (sender and receiver) which process
incoming identifier and transfers and publish the only relevant
data to user. On Fig. 3 this component is described as an
“Interface”. This component also covers “dynamisation” of the
message content as it was already described above.

Vehicle Customs system

[} Q
=3 ]
ic] £ &
Central logic E c
2 b}
£ £

Message

<message>

Nr.of Axels
<body> Emission class
<LicPla> 3H2 1919 </LicPla>
<Country~ CZ </Country-

<OBU ID> 1234567890 </OBU ID>

License plate Nr.
Country of origin
OBU ID

Interface
Interface

</body>
</message>

Fig. 3 Public service example — customs administration

Example on Fig. 3 describes public services support dedicated
for public institutions. Set of available data is identified by the
unique identifier. Hand reader operated by customs officer
generates request for identification and sends it to the vehicle
unit - encrypted message contains user Public Encryption Key
(PEK). Vehicle unit processes the request and sends relevant
service category data according to the rights of customs
administrations. Category is identified by PEK. User requires
for example emission class, number of axles, license plate
number, country of origin and OBU ID. Even though the other
“public class” data are included in a sent UIV, the interface
component splits the unique identifier and the only relevant
data are publish, i.e. in this case just emission class, number of
axles, license plate number, country of origin and OBU ID.
Remaining data from the identifier are suppressed and are kept
unreadable for the system.

4. AUTHENTICATION PROCESS

To access non-public information to competent persons only
the information systems used identification, authentication and
authorization. During authentication of user it is verified,
whether it is same entity, whose identity is proven. After
identification and authentication of the user's authorization is
done, this allowed him access to information.

Authentication the person may be based on knowledge of
"something", ownership "of something" or the user's biometric
characteristics. It is suitable to combine these three possible
approaches, but the authentication is in practice very often only
realized with a password.

The authentication system is an integral part of information
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systems. It allows access to data and functions of information
system only to authorized persons. Poorly functioning
authentication system affects the whole information system.
Different information systems may be different requirements
for the functioning of its authentication system. Determination
of the metrics makes it very easy to compare different
authentication systems and specify the required parameters for
authentication system.

Following authentication performance indicators quantify
authentication service quality.

Duration of Authentication Process

Duration of authentication, ie time interval between the client
request to the authentication and information on
successful/unsuccessful authentication from authenticator is
influenced by the complexity of the calculations, both the client
and the authenticator side, but also the volume of data
exchanged between the parties and mainly used
telecommunication connection between the client and the
authentication server.

The total duration of authentication can generally be divided
into sub-periods

- the processing on the client side ( duration _Z,)

- the processing time for the authenticator ( duration _Z )

- the communication time between the client and the
authenticator ( duration K, ).

duration _of _authentication = duration_ Z, 3)

+duration K, +duration Z,

All three times are sums of partial times and it is therefore
possible to write

J k
duration _of _authentication = Z dzK, + Z dkK4,
i=0 i=0 4

!
+Y dz4,
i=0

where
dzK, is duration of the i-th processing on the client side

dkKA4, is duration of the i-th communication between the client

and the authenticator
dzA; is duration of the i-th side processing on the

authenticator side

For those protocols that must be repeated several times
(generally 7 -times), to reduce the probability that an attacker
has successfully authenticates fraud, the

duration _of _authentication =

t-(zj:de[ +idkKAi +idzA[J
i=0 i=0 i=0

4

For those authentication protocols that must be repeated several
times in order to reduce the likelihood that an attacker fraud an
authenticating, their drawback is being longer duration
authentication (theoretically f-times). The total time of
authentication is to be viewed in the context of the overall time
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of the transaction. If the user took every request in the order of
seconds, it is acceptable if the authentication will take as a few
tenths of a second. It is therefore an important aspect

duration _of _authentication 6)

duration _of _transaction

If the authentication protocol is still based on trusted authority,
the total time authentication is affected by the processing time
on the trusted authority (duration Z b A) and time

communication with the authenticator (durationi K iy A) or

client (duration _ZK ,, ;. )-

duration _of _authentication = duration _Z,, ™

+duration _ K, +duration_Z , + duration_Z,,

+duration _K,,,, +duration K,

The duration as performance indicator may be approached from
the perspective of two requirements. The first request 1 call
static - it is determined the maximum required duration limit
authentication regardless of the load current authentication
system. Using this requirement the duration is the ability of
authentication system to serve request for authentication to a
certain specified maximum duration regardless of the load that
can be defined as the probability

P«tR,z _TR)SgDAP)27DAP (3

that the difference between the measured duration of i -th

authentication process [, and the specified maximum

duration T, g Will not exceed the value &,, on the

probability level ¥, ,p.

The second requirement I call a dynamic that takes into account
the current authentication system load (number of
authentication requests per time unit). For this requirement the
duration as performance indicator is the ability of
authentication system to serve the authentication request to a
specified maximum duration for the current load that can be
defined as the probability

P((tR,i - TR,(m,n])S 8DAP,(m,n])2 Y DaP (m.n] )
where m<n
m, n are positive integers

that the difference between the measured duration of I -th

authentication f,, and the specified maximum duration

T Ry(m.n] for a given load (expressed in an interval (m, n] of
the number of requests per time unit) will not exceed the value

SDAP’(m,n] on probability level }/DAP,(m,n]. So for different
load ranges (m,n] can be defined different threshold values
8DAP,(m’n] for the relevant probability level Y pap (m.n]> the
union would be appropriate probability level ), ,, and

threshold value &, ,, . Expression should therefore changed
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P((ZR,i _TR,(m,n])S gDAP)Z Y pap (10)

Performance indicator the duration may be determined from the
viewpoint of the client, but also of the server. For real use is
preferable to determine this from the viewpoint of the client.

For example when client and server were in the same network
(LAN) and it was used Fast Ethernet (100Mb/s) as
telecommunications access solution and Fiat-Shamir protocol
was repeated 4 times, the average duration of authentication
process was 567 miliseconds and standard deviation was 60
miliseconds. When we want to use performance indicator

“Duration” then for &, ,, equal zero and probability level

¥ pap €qual 99% the maximum duration 7} must not be

greater than 687 milliseconds (see graph on Fig. 4).
Duration of Fiat-Shamir authentication protocol
Ims] EthernetLAN

700
P{(t, -T)<0)299% A4

Amaximum duration for probabilty level 99%
Omaximum duration for probabilty level 95%
Oaverage duration

650

Pz, -T)<0)=95% Do

600 | average [ms] 567
median [ms] 578
minimum [ms] 422
maximum[ms] 703
maximum forlevel 5% [ms] 640 Q 567

maximum forlevel 99% [ms] 687

550 T
0 a

number of repetitions of the protocol
Fig. 4 Graph of measured duration of authentication with

specified maximum duration

Stability of Serviceability

Stability of serviceability is the ability of authentication system
to process the authenticate requests without loss up to the
allowable limit that can be defined as the probability

7
t,s
P p 2 Egp5 | 2V s0s an
t

1e(0,7)
Egs €(01)

that the percentage of served requests 7, ; and the total number
of requests 7, is greater or equal to &g ¢ on the probability

level ¥, ¢ for each time f interval from <O,T >

Thus in terms of the stability of serviceability ignores the
current workload of authentication system and therefore for

different intervals of workload (m, n] can be expressed by the

formula
P s > >
- gSoS,(m,n] = }/SoS (12)
t
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on condition a unified the probability level .

Loss Rates

Loss rates reflects the ability of an authentication system to
don’t serve only part of the authenticate requests to a maximum
allowable limit that can be defined as the probability

P((Q,((),T) - R(o,T> )S €1R )2 ViR 13)

that the difference between the number of really outstanding

requests ¥, ( and tolerated the maximum number of

0,T)

outstanding requests R< will not exceed the value £, on

0,7)

the probability level ), , during a time interval <0,T > .

Rate of Erroneously Accepted Authentications

The rate of erroneously accepted authentications reflects the
property authentication system erroneously authenticate to a
certain extent that can be defined as the probability

P r,— R,
y

S Erpaa | 2 Y REA4 (14

that the percentage of difference between the number of
erroneously accepted authentications r, and the number of

tolerated erroneously accepted authentications R f and the
total number of authentication requests 7, will not exceed the

value & pp,, on the probability level ¥ gy, -

Rate of Erroneously Rejected Authentications

The rate of erroneously rejected authentications reflects
property of authentication system reject authentication an
authorized person to a certain extent that can be defined as the
probability

r,— R
Pl| —= < Erpra | 2 ¥ RERA (15)

that the percentage of difference between the number of

erroneously rejected authentications 7; and the number of
tolerated erroneously rejected authentications Rd and the total
number of authentication requests 7; will not exceed the value

& ppr4 ON the probability level ¥ ppn .

5. CONCLUSION

Due to complexity of ITS services requiring typically mobile
services wide area coverage and selectable classes of services
we focused our afford on wireless access solution designed as
seamless combination of more independent access solutions of
the same or alternative technology.
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“Car to Infrastructure” (C2I) and “Car to Car” (C2C)
communication as well as vehicles on board data
communication via Controlled Area Network (CAN) bus are
areas with progressive growth of transferred data volumes. If
private on board network solution is not connected to any
communication cannel than it remains reasonably secure and
no additional security treatment is typically needed and
implemented. However, vehicle private data network security
and integrity can be violated in a moment when this network is
connected to any other device or network. CAN and OBU
interconnect is coming namely due to on network
representative data availability applicable for services like car
identity or car units integrity or functionality remote
identification. However, data security in such applications
represents sensitive issue to be carefully studied and treated.
Reliable and secure identification of both partners for remote
communication represents between others one of important
security tools to prevent unauthorized data exchange. It must
be, however, combined with other security tools.
Authentication of two actors for mutual communication based
on identifier like VIN code or OBU-ID is not acceptable as
sufficient tool. Identification based on newly designed
dynamical Unique Vehicle Identifier UIV is presented as
relevant alternative.

The authentication system is an integral part of information
systems. It allows access to data and functions of information
system only to authorized persons. Poorly functioning
authentication system affects the whole information system.
Different information systems may be different requirements
for the functioning of its authentication system.

Second security aspect which follows authentication is data
privacy and actors authorization to receive relevant data
content. Authors” approach is based on selective data
transmission and delivery in accordance to actor role/category.
These described principles are combined with available
security tools like in this case applied asymmetric data
encryption. Such combination of presented tools leads to
solution with relevant level of reached system security.
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