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ABSTRACT 1!

The process of awareness raising should be seen as an
important factor in enhancing knowledge of information
security issues and developing appropriate behavior in
response to them. In the project described here, this is
carried out by means of awareness training based on
experience-oriented learning scenarios, coaching, and
mentoring concepts. These have been partially modified
or newly developed on the basis of previous projects,
drawing on concrete everyday school situations, using
appropriate language, and applying three different levels
of difficulty. A total of about 600 pupils from five pilot
schools in Berlin and Brandenburg are participating in this
research project. In the classes involved, information
events, online surveys, trainings, and creative workshops
were offered.

Attempts are also being made to train teachers and provide
parents with information to help ensure an ongoing impact
in schools with long-term effects. Pupils were able to take
the exam for the IT security module of the International
Computer Driving License. One teacher per pilot school
was able to take part in the very extensive training and
certification to become an information security officer.
After all the trainings and experience-oriented measures
that have been carried out, it is clear that teachers have
developed and implemented new teaching ideas, and that
the important topic of information security has been made
more understandable for pupils.
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1. INTRODUCTION

The progress of information technology (IT) and informa-
tion communication technology (ICT) has accelerated
enormously over the last fifteen years. The world we live
in is becoming smarter. We benefit from our new smart

1 We would like to thank Simon Cowper for his comprehensive
and detailed peer-editing of this extended paper.
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world, which is taking rapid steps forward. Information
reaches us faster, and bookings and reservations can now
be handled in a few minutes: we are all networked. Our
lives are now permeated by digitization and its underlying
processes, which are influenced by IT and ICT. We speak
of digitization when the infrastructure of public and
private space is improved [8]. Schools and the school
system are also becoming smarter, although this varies
from country to country. By 2014, 82 percent of German
schools were using digital whiteboards [5], indicating that
modern Internet-based learning was taking place in class,
with content presented in digital form. Children and
young people today seem to be more independent in their
acquisition of knowledge because they can find answers
to a wide variety of questions on their smartphones, thanks
to the almost universal availability of the Internet. We all
use web services and apps in the belief that the Internet is
trustworthy. Yet the opposite is the case: the Internet is an
untrustworthy network, and everyone needs to learn to be
more aware of the hidden risks.

But what risks does digitization entail in daily life? Are
adults and pupils aware that they are obliged to share their
personal data when they use web services and apps? Can
parents and teachers convey a nuanced picture of the
threats, vulnerabilities, types of hazard, and possible
extent of damage? Can they give specific help to children
and teenagers? Do adults and pupils have enough
knowledge about and sensitivity to the potential impact of
thoughtless actions? How good is their knowledge of
security and their actual behavior in this context? Accord-
ing to an online survey in the German “SecAware4school”
project, more than half of the respondents in five pilot
schools are interested in the topic of information security
and would like to learn more about it. The results of the
survey indicate that there are significant differences in the
knowledge and user behavior of the respondents. Pupils
should learn how to use digital media safely and
independently, because nowadays children and young
people are confronted with a large number of different
media at an ever earlier age. Schools alone cannot meet
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this challenge, since even teachers need to acquire skills
in the field of information security. The research team
deals with the topic of information security at schools
within the project SecAware4school. The aim is to raise
awareness among pupils, teachers, and parents in relation
to the topic of information security.

This paper is based on the diverse and practically oriented
experience of a research group that has been dealing with
questions of awareness raising in various projects for a
number of years and looking at other courses with a view
to providing specific trainings that would increase aware-
ness of information security and data protection. This
paper is focused on raising awareness in daily school life
and briefly summarizes previous findings in the second
section. The third section shows the methodology, while
the fourth section discusses the game-based learning
concept. In order to illustrate the nature of the learning
scenarios, some examples will be presented in the fifth
section along with some comments. The sixth section
summarizes important findings and points to future areas
of focus.

2. RESEARCH PROJECT

The SecAware4school project was funded by the Horst
Gortz Foundation (HGS) from September 2018 to August
2020. It set out to raise awareness among pupils, teachers,
and parents on the topic of information security. The
interests of the target groups and concrete everyday
situations are foregrounded—making participants aware,
for example, of the need to handle personal data
consciously and carefully when using Internet services
and social networks. The fundamental idea is to train
young safety advisors from among the pupils at the five
pilot schools, so that after the project, with the support of
the teachers, they can use their knowledge and experience
to pass on what they have learned to other pupils,
especially in their own application of the experience-
oriented game-based learning scenarios. It was assumed
that at least 10 percent of the participating pupils would
successfully complete a certification test after being
explicitly trained, so that by the end of the project there
would be sixty young security advisors. However, the
Covid-19 pandemic reduced these expectations.
Nevertheless, after the project, many of the pupils will
also be able to share their knowledge and experience with
pupils from other classes and schools as necessary.
Another key idea was the focus on imparting basic
technical and organizational knowledge about informa-
tion security via experience-oriented analog learning
scenarios combined with diversified coaching and men-
toring concepts. Some cases were also being developed in
the digital format. For the target group of pupils, this
means that these learning scenarios must not only be
adapted to the concrete everyday situations and language
of the children and young people but must also be
developed in modular form at three different levels of
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difficulty according to the three age groups defined at the
pilot schools: sixth-, ninth-, and eleventh-grade level. At
the end of the project, in December 2020, the pupils will
have ten specific learning scenarios that meet their needs,
each at three different levels of difficulty, making a total
of thirty experience-oriented learning scenarios.

The project SecAwaredschool enabled a select group of
fifteen teachers at the pilot schools to receive further
training in the International Computer Driving License
(ICDL) module content “IT Security” in line with the
train-the-trainer concept and based on specific conditions,
so that they in turn can prepare their pupils for the relevant
exam themselves. However, the Covid-19 pandemic
reduced these expectations, too. Nevertheless, the project
enabled the pilot schools to implement a sustainable
measure that allowed five teachers (one per pilot school)
to complete a special, complex training over fifteen days
and take the certification as information security officers
free of charge. For this purpose, a handbook [2] was given
to these teachers as the basis for the training. They were
required to submit a practice-oriented project report and
sit a final two-hour, computer-based examination with
120 questions. The five-year certificate as an information
security officer is achieved if over 75 percent of the 120
questions are answered correctly. If further training in the
area of information security is carried out during the five-
year period of validity, then the certificate can be extended
without the need for another examination. The project
thus enables the pilot schools to achieve sustainable
information security measures, which was previously not
possible.

One of the biggest challenges in the project was the
organization and scheduling with the pilot schools. Owing
to a shortage of staff in German schools, teachers are
given few opportunities to address the topic of informa-
tion security—there are a great many other topics to focus
on. This fact creates organizational challenges and makes
communication with the schools more complicated. In
addition, each of the participating classes must be visited
several times by the project team, and these regular school
lessons were sometimes canceled because of other school
events. Moreover, creative workshops and awareness-
raising trainings—which enable the implementation of the
pupils’ own ideas and ensure a positive response—are
time consuming. Despite the challenging conditions, the
pilot schools on the project all agree that raising pupil
awareness of the important topic of information security
needs to be prioritized at schools.

3. METHODS

Game-based, accelerated, and authentic learning
approaches will be combined to achieve the goals outlined
above. In addition to being a varied and stimulating
didactic form [17], game-based learning (GBL) enables
pupils to focus on a set goal and provides them with direct

SYSTEMICS, CYBERNETICS AND INFORMATICS VOLUME 18 - NUMBER 5 - YEAR 2020 75



feedback [10]. Gamification means the interaction of
playful learning and thinking, game mechanics,
aesthetics, commitment, and the motivation to learn and
act, amplify the learning process, and solve problems [15].
The three different requirement levels of the game-based
learning scenarios promote the further development of the
participants without asking too much of them [7].
Accelerated learning (AccL), on the other hand, requires
the active creation of knowledge by pupils, beyond
passive perception [3] [18] [20] [6]. This approach seeks
to enable learners to internalize skills independently and
with long-term effect. A combination of the two methods
is applied in the SecAware4school project in the form of
experience-oriented learning scenarios in everyday school
life based on analog and digital games that provide
motivation and generate a sense of emotional engagement.
Authentic learning (AuL) focuses on the application of
knowledge in real contexts and situations. The key here is
to enable pupils to learn from experience, from real or
simulated problems, thus creating a meaningful collective
result. This is also necessary for team-based exchange on
the subject of information security [21] and thus supports
experiential learning in the scenarios.

The survey by Hamari et al. (2016) examined the impact
of challenges and engaged involvement on learning [13].
It was found that the challenge of the game has a positive
effect on learning, both directly and by increasing levels
of engagement. The challenge that the game presents [13]
is crucial to the learning effect. This is also supported by
the practice of the three requirement levels of the
SecAwaredschool project. Each level of requirement is
precisely adapted to the particular class. In the digital
learning scenario “Rights to Photos” and in the analog
learning scenario “Information Security: Rapid Guessing”
(see fig. 1), the majority of the classes participating in the
project noticed that the pupils strive for a greater
challenge and voluntarily try to reach higher levels in the
learning scenario. This creates a positive learning effect.
It is thus highly advantageous to create a game-based and
adaptive learning environment in the classroom [13].

Awareness trainings (AT) are designed to actively allow
participants to achieve real awareness through a process
of emotional engagement and motivation. In our
experience, this can be achieved very successfully with
analog learning scenarios and verbal exchanges, even in
the digital world, if the complexity of the topic can be
reduced to accord with the needs of the specific target
group. Originally developed for company employees [14]
[4], ATs also appear to be extremely useful in schools as
a means to raise awareness among pupils, teachers, and
parents. In the participating pilot schools, ATs represent
an unusual pedagogic approach that offers a contrast to
frontal teaching. They should be seen as a first step in
awareness raising. It is not just a matter of conveying
knowledge, since simple knowledge transfer does not give
people an emotional connection to the abstract topics of
information security [4], which is exactly the point of the
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exercise. All the more interested and brighter pupils take
part in the individual analog and digital learning stations.
This leads to stimulating discussions and an exchange of
views about content. There are various advantages to this,
such as the promotion of skills in the areas of
communication and cooperation, the forging of a
connection with the real problems the pupils face, and the
perceived reduction in complexity of challenging learning
material. At the same time, the ATs are used as an
opportunity to test the experience-oriented learning
scenarios and, if necessary, to further develop and adapt
them.

Fig. 1 Analog learning scenario “Information Security: Rapid
Guessing” in action

If people have understood the meaning of ATs by
practicing them themselves, they can suggest improve-
ments to the experience-oriented scenarios or develop
their own learning scenarios in creative workshops (CWs)
with help from the project team. In the CWs, the partici-
pants are asked to make suggestions on how to adapt
existing analog and digital experience-oriented learning
scenarios in order to better reflect the problems and needs
of their daily life. The ideas developed by the pupils and
teachers are then implemented by the project team and
given back to the target groups for testing. One teacher
took advantage of the opportunity to elaborate his own
analog learning scenario for his pupils, while another
established a new one-year elective course in which pupils
develop both analog and digital learning scenarios and can
thus immediately implement the programming skills they
have learned. This indicates in both cases that the teacher
is highly motivated to give information security and
experience-oriented learning methods a more sustainable
footing in classroom activities.
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Experience-based, game-based, and team-based learning
scenarios as awareness-raising measures allow learners to
make mistakes, experiment, and thus practice the right
way of doing things [23]. Participants work toward a goal,
choose and carry out actions, and experience the
consequences directly. The advantage of these activities
with young facilitators is that the transfer of knowledge
by near-peers is often perceived as more credible and
authentic than knowledge delivered by adults. The
approach of the entire project offers further advantages
such as the promotion of communication and cooperation
skills, the connection with real problems from the pupils’
lives, and a reduction in the complexity of challenging
learning content.

4. GAME-BASED LEARNING CONCEPT

During development of the game-based learning concept,
it is important to note that learners are motivated by
different game elements and that structured gamification
makes it possible to modify the game elements without
changing the system or redesigning the learning content.
Kapp (2013) and Stuart et al. (2019) identify three
successful levels of gamification abstraction: motivation
strategy, which includes rewards, time limits, and clear
goals for learning progress; the game elements that
contribute to implementation; and the game element
instances that correspond to the context and learning
profile [16][22]. These aspects were taken into account in
the development and implementation of the game-based
learning concept in the SecAware4school project.

The establishment of an elective course in one of the pilot
schools based on selected methods from the research
project has successfully led to pupils being made sensitive
to information security. Although this one-year seminar is
designed for grade 10, the degree of complexity can be
adapted to any class level. The concept has been
developed by the project team in cooperation with the
teacher responsible for computer sciences in the pilot
school. We recommend the following phases in the
process of refining the content and implementing a
seminar/course of this kind:

First Phase:

Creative Thinking Process

After an introduction to the topic of information security
by the teacher and some AT sessions with the pupils using
existing experience-oriented learning scenarios,? small
working groups are formed. The teams are now tasked
with developing a learning scenario for younger class
levels, which makes them aware of how their own data is
used. In the creative phase, the working groups have to
explore the possible topic and assemble a range of

2 In December 2020, the pilot schools involved will receive a set of
thirty-six learning scenarios at the end of the project. Other schools
can borrow scenarios from the university or hire the project team.
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different ideas. Methods such as design thinking in the
creative workshop are suitable for this. In the creative
thinking process, pupils and teachers are encouraged to
make suggestions about how to adjust and improve
existing analog and digital experience-based learning
scenarios and develop ideas for new learning scenarios
that reflect the problems and needs in their everyday lives
(see fig. 2). The further development and generation of
new learning scenarios with the help of various creative
methods is intended to enable participants to better
empathize with the moderation role later on and prepare
them to develop new learning scenarios independently (at
the end of the project).

Second Phase:

Conceiving and Developing the Idea

While developing a concept for the learning scenario, it is
important to document the individual steps in order to
establish a prototype for the learning scenario. Each of the
students” small work groups should appoint a team
coordinator—this is better than if the teacher takes on this
role. The team coordinator is a driving force for the
development of the learning scenario, moderating the
group dialogues and documenting decisions. The teacher
acts as a coach for all the individual student groups. In
particular, the documentation of precisely perceived
situations, group dynamics, interaction with team
coordinators, and non-verbal communication promotes
effective understanding of the goal of the learning
scenario further down the line (see fig. 2).

Third Phase:

Evaluation of the Prototype

The developed prototype should be tested several times
with different groups, especially with the defined target
groups—in our experience, at least three iterations are
necessary to obtain a finished learning scenario from the
successively improved prototype by the end of the school
year. It should be noted that digital learning scenarios also
require good programming skills, while the analog
learning scenarios can focus on the exchange processes
within the target groups involved in the game (see fig. 2).

Fourth Phase:

Outcome

The final learning scenario is developed on the basis of a
wide variety of exchanges within the students’
development group, with the supervising teacher, and
with the actual target groups. After these exchanges and
the iterative improvements to the learning scenario, the
development group (in our case, tenth-graders) is made
aware of the topic and is clearly motivated to use their
learning scenario. The pupils now act as multipliers in
their school, and each time they use their learning
scenario, they themselves gain greater competence in
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moderating the topic, which can also be reflected in their
private lives.

This way of establishing information security as a subject
in schools increases pupil awareness in a playful and
haptic or digital way. Pupils acquire knowledge through
self-research, working in groups—which promotes social
skills—and slipping into the role of trainers. This enables
them to develop a ready-made learning scenario for
ongoing use and to act as moderators, since this is where
the train-the-trainer method is applied. In their learning
scenarios, the older class levels help raise awareness
among the younger pupils. When this takes place in the
context of the regular curriculum, the pupils should be
supported with qualitative input to guide and coach them
as teachers. It is important for the work groups who have
decided to program a digital learning scenario to be taught
the necessary basics of programming and to receive
intensive support in the process of software development.
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Fig. 2 Steps in the development process (1 to 4) for the learning

scenario “Security Surfer: Hazards and Protective
Measures” devised by the project team

The literature review by Acquah & Katz (2020) shows six
key game features highlighted within the studies on digital
game-based learning tools that influenced the outcomes:
e ease of use

challenge

rewards and feedback

control or autonomy

goal-orientation

interactivity [1]

The overall findings presented by Acquah & Katz (2020)
show that digital game-based learning is an effective tool

within schools. However, future research should explore
how these findings can best be implemented in the class-
room setting [1].
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In their study of the learning progress and levels of
motivation among Portuguese teenagers in the use of new
media, Pereira et al. (2019) make the following observa-
tion: “The dissonance between what teenagers learn in
classrooms and their everyday lives is not a recent
phenomenon, but it is increasingly relevant as school
systems are unable to follow the evolution of media and
society beyond traditional concerns regarding the protec-
tion of young people.” [19] This is why the SecAware4-
school project uses a combination of game-based,
accelerated, and authentic learning approaches to achieve
the project’s goals.

The main research results of Pereira et al. (2019) confirm
the existence of a gap between formal and informal
education in different respects. First, informal education
is primarily motivated by the needs and peer influence of
the teenager [19]. This confirms the approach taken in our
project, whereby the active participation of pupils in the
development of their own learning scenario is of great
importance. Pupils moderate their learning scenarios for
and with other young target groups. Second, colleagues
and family appear—alongside the Internet and self-
discovery—to be important sources of knowledge [19].
This corroborates our strategy of educating and informing
the pupils’ caregivers (teachers and parents) about
information security. Third, a teenager’s informal learn-
ing contributes to the development of skills and compe-
tencies that are also useful from a school point of view
[19]. Conversely, it means that schools should specifically
promote such informal learning arrangements, as our
project has shown.

In addition, our project suggests that the successful and
modern activation of information security awareness has
been positively tested by the method of gamification. It is
of great importance for society and for the future to
prepare children, pupils, and young people for the smart,
digital world and to train them in information security
awareness. For implementation to be successful, every-
one, both government and society, must pull together to
counter the threats posed by digital crime. The possibility
of successfully implementing and establishing
information security as a topic and course component has
been illustrated in the SecAware4school project.

5. PRACTICAL EXAMPLES:
SELECTED LEARNING SCENARIOS

At the beginning of each learning scenario, the playing
time must be agreed in cases where the players do not
want to play according to the time recommended in the
instructions. In every learning scenario, a warm-up is
necessary to get the participants in the right mood for the
scenario.

In some of the scenarios, it is assumed that a moderator
who does not play the game himself will be appointed.
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This must also be clarified before the game starts. In
general, it is advisable to appoint a person in each learning
scenario to explain the rules, keep track of the playing
time, and point out the correct answers.

Information Security: Rapid Guessing (Analog)

In the learning scenario “Information Security: Rapid
Guessing,” the use of technical terms in the field of
information security is practiced. The increasing
availability of information and services online means that
it is important to become familiar with the technical terms
relating to information security.

The aim of the learning scenario is for players to guess
technical terms according to the “Hangman” principle by
means of hints. The players have about 15 minutes to
work through the pile of cards at their level of difficulty.
Only three failed attempts are allowed per card. An
excerpt from an awareness training is shown in figure 3.
This scenario can be played by three or more people—
either in two teams (at least one person per team plus one
moderator) or a team plus a moderator. The playing time
is approximately 15-25 minutes.
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With this method, data is translated into unreadable forms
by means of electronic or digital codes or keys.
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Fig. 3 Learning Scenario “Information Security: Rapid
Guessing”—available in three levels of difficulty (in
English and German)

Online Behavior (Analog)

The aim of this learning station is to find team solutions
for different online situations, and to identify appropriate
and well-thought-out ways of making people aware of
how to interact on social media. “Treat others as you
would like to be treated yourself!” This golden rule
applies both in the real world and on social media. The
participants should become aware of potential security
issues and risks on social media and in everyday school

ISSN: 1690-4524

life and be able to identify and take appropriate protective

measures. In this context, topics of information security

were also addressed, including physical aspects of the
issue. Warm-up questions in this scenario include:

e “Are you familiar with situations (on social media)
in which it is easy for sensitive information to be
disclosed?”

e “Have you ever noticed that someone is being
bullied on social media?”

e “How many apps do you use for social networking?”

e “Do you pay attention to the correct spelling and
tone while chatting on social media?”

“Online Behavior” includes the following components:
playing field (see fig. 4), question cards, case cards, term
cards, two playing figures, four chips, an hourglass, and
the dice. After deciding on a moderator, the duration, level
of difficulty, and the division into teams, team A starts by
rolling the dice. The symbol on the dice indicates the
category to be played for. The explanation of the category
cards in the instructions must be read before the card is
removed from the stack. The team must discuss and
jointly decide on an answer within one minute. The chips
are used to mark the allocation while the move is being
made on the playing field. The moderator provides the
answer based on the model solution. If an answer does not
correspond to the model solution but was justified in a
comprehensible manner, the moderator can apply points
for this: what is most important here is for the participants
to reflect. If the team has given the correct answer, it may
move to the next field. If the answer is wrong, the team
must remain where they are. Then it is the turn of the next
team.
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Fig. 4 Learning Scenario “Online Behavior’—available in
three levels of difficulty (in German)

The category cards are to be understood as follows:

e Case—Act correctly! In order to succeed at this task,
choose a player from your team to read a statement
out loud. The hourglass is then turned over and you
must consult with the rest of your team and map the
case to a category and the correct contact person
(parents, teachers, school management, emergency
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services, support helpline, counselor) within one
minute.

e Question — Answer cards Here an example (a
question) on social media is given: to complete this
task successfully, choose a player from your team to
read a question out loud about social media. They
then take a card from the stack and turn over the
hourglass. The team must respond within one
minute.

e Term — Explain cards The term has to be explained
without using the related words. Choose a player
from your team to explain a term to the team. No
words may be used that are not shown on the card.
The team has to try to guess the term. The opposing
team checks that the terms are used correctly. The
person who has been selected takes a card and
prepares briefly before the hourglass is turned over.

Storytelling in Information Security (Analog)

The aim of the learning scenario is to explore basic
concepts of information security and become familiar
with the topic. The learning scenario “Storytelling in
Information Security” (see fig. 5) involves creating a short
story based on a specific information security topic and
incorporating the symbols on the dice into the story. The
story can be funny, serious, or offbeat. There are no limits
to the imagination. The important thing is that all the
symbols on the dice are included and are made relevant to
the theme. The serious game “Storytelling in Information
Security” includes the following components: white-
boards, whiteboard marker, six dice with different icons,
and six themed cards.

Fig. 5 Learning scenario “Storytelling in Information Security”
(analog)—available in three levels of difficulty

The game starts with each team drawing a card from the
pack at the correct level. This card now provides the topic
about which a story must be invented. First of all, the term
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in question should be clarified. Then the moderator reads
the corresponding explanation from the instructions. The
six dice are then thrown all in one go. The icons appearing
on the dice apply to both teams. The task of each team is
now to concoct a story about the topic that incorporates
the symbols on the dice. The participants use the mini-
whiteboard to write down the story. The game ends after
the agreed playing time. The teams then read the stories to
each other and discuss whether all the symbols have been
incorporated and if the story is matched to the topic.
Teams score points for the theme and each correctly used
icon. The moderator adjudicates any dubious situations.
The story can be photographed and presented later in
class.

The digital version of “storytelling” is consistent with the
analog learning scenario (see fig. 6). The learning scenario
is ideal for deepening and repeating basic concepts of
information security. The digital learning scenario
promotes independent learning individually and in teams.
Players can work together at school (e.g., in the computer
room), on the road with their smartphone/tablet, or from
home. The digital version can be used across classes
regardless of age. This learning scenario is not restricted
to the topic of information security and can be adapted to
any subject. The SecAware4school project focuses on the
topic of information security.
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Fig. 6 Learning scenario “Storytelling in Information Security”
(digital)

Fake or Real? (Analog)

This learning scenario focuses on the individual filtering
mechanisms involved in the reception of information. It
demonstrates the existence of misinformation within the
media and the diverse risks this poses to students and
young people. The aim of the scenario is for students to
eliminate the falsehoods on the cards and to recognize the
fake news cards, thus sharpening their awareness of its
characteristic features.

The components include squares of red and green felt, 16
message cards, the golden-rule card and the definition
card. The cards relating to the difficulty level that has been
selected are placed face down on the table along with the
felt squares. The participants may sit around a table (see
fig. 7). The moderator gives the introduction and imparts
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important information from the guidelines. It is important
for players to pay close attention to the moderator’s text.
The game mechanics are based on the assignment
principle and are intended to stimulate discussion among
the participants. The general task is to decide which news
items are true and which are fake.

For each decision, players are given about 20 seconds per
card. In our opinion, this is in line with the fact that people
no longer perceive the abundance of information they are
exposed to correctly and must decide for or against a
particular item of news within the first few seconds of
encountering it. The participants receive the golden-rule
card during the evaluation and should use it to justify and
correct their decisions. After the playing time is over,
players can perform a follow-up task that involves
generating a discussion with prepared questions from the
instruction guide.

Fig. 7 Learning scenario “Fake or real?” (énalog): stories in
German and available in three levels of difficulty

Security Duel (Analog)

The learning scenario “Security Duel: Information
Security in the Company” was developed as a means to
familiarize students with a particular company structure in
connection with the use of IT security measures. The
pupils learn about the security measures that organizations
can use to protect their sensitive information and IT
infrastructure. The three levels of difficulty differ in the
frequency with which unfamiliar terms need to be
consulted in a specially developed reference book (Wiki).
This learning scenario is especially relevant for grades 8
to 11.

The playing field (see fig. 8) shows different areas of a
company that must be protected from attackers. Attacks
and subsequent defensive actions are carried out alternate-
ly by two teams. The task of the defense team is to protect
the different areas of the company (e.g., customer data-
base, network, human resources department) as much as
possible from the attackers using adapted protective
measures (e.g., social engineering/information security
officer training). The attackers’ team has the task of
finding weak points in the company’s departments and
gaining access to sensitive data.
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The components in “Security Duel” are as follows:
playing field, 29 attack cards, 29 defense cards, 20 yellow
and 20 blue figures, playing chips, dice, and Wiki, which
includes descriptions of difficult terms. One turn always
consists of an attack-defense action. Depending on the
level of difficulty, the participants have the option of
looking up unknown terms in the Wiki. Examples are as
follows:

e Attack: Team A takes two cards from the attack
stack and must decide which area of the company
they want to attack. Then they should place the card
face up on the selected field and justify their move.

o Defense: Team B takes three cards from the defense
stack and decide which of the three cards they want
to use to protect themselves against the attack and
place the card face up on the field that has been
attacked—they then justify their move.

The moderator supplies the correct answer and awards the

points. The winning team places one of their color figures

on the field that has been played. After an attack-defense

action, the teams switch roles. Team B attacks and team

A defends.

[ X 0 anoseaesmer i ommeka ] * 5
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Fig.8 Security Duel (analog)—available in three levels of
difficulty

Sketch-Secure Passwords (Digital)

This learning scenario is ideal for deepening and repeating
basic knowledge of password security. “Security Sketch”
promotes independent learning and shows the mistakes
that can be made with passwords and the correct
procedures for handling them. The digital scenario can be
played at school (e.g., in the computer room), on the road
with the smartphone/tablet, or from home. The “Secure
Passwords” scenario can be used across classes regardless
of age. Adopting the role of “Ms. Hackermann” the player
must make the right decisions about password security
(see fig. 9). For example, a decision needs to be made
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about how to deal with a new password and if/where this
is noted. The goal is to ensure the correct handling of pass-
words.

M
for the.online acg

How should's|
Please select one oT'th

- The password should be easily visible for - The password should be kept out of sight of other
! her to use in future, 5o she should [ | people. She should stick the note with the password
~ piniton the board. ~ onthe bottom of her keyboard..

She should use a password manager and
destroy the note with the password in the
shredder.

. Sheshould copy the password into a private
notebook. The note with the password
should then be thrown away.

Fig. 9 Interactive video-based learning scenario “Sketch—
Secure Passwords” (digital)

Image Rights (Digital)

This learning scenario helps in dealing with the topic of
image rights. The generally careless handling of multi-
media content raises numerous questions. Raising
participant awareness should help foster future behavior
that is legally compliant. The questions are presented as a
quiz with many practical examples at three levels of
difficulty. A comparative evaluation of the team’s correct
and incorrect answers provides information on the degree
to which the topic is already anchored in the minds of the
participants. The focus of this digital learning scenario is
on copyright, source attribution, and the legally compliant
handling of multimedia content in general and image
material in particular.

W SNAPSHOT LEVEL 2
wel

Startseite

tein

veriotzon ward.

Noin,dn es Gas Parsenichkaitsrocht der abgebideton Porsoner,

Fig. 10 Learning scenario “Ilmage Rights” in German
(digital)—available in three levels of difficulty

Security Surfer: Hazards and Protective Measures
This learning scenario addresses the global topic of the
Internet. The hazardous waters of the Internet are
examined in more detail. As you surf through its vast
ocean, it is important to recognize the dangers and identify
the appropriate protective measures.

The goal of the “Security Surfer” scenario is to surf the
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World Wide Web between the islands, to recognize the
possible dangers and to find appropriate protective
measures. There are a total of six islands that you must
protect from danger. Each island symbolizes an area of the
Internet and is composed of a different number of sub-
islands. The aim is to protect the islands by responding to
questions about safe surfing on the Internet and finding
appropriate protective measures. It is important to develop
a strategy to protect as many islands as possible.

The components of the scenario include a playing field,
18 questions cards at three levels, 6 phishing cards, 4
figures and 40 pins in 4 colors. After the playing time has
been agreed, teams are formed, and the appropriate level
is selected. All question cards must be placed face down
on the wave symbols of the playing field (see fig. 11). One
of the teams starts by placing the figure on the next
playing field, before reading the card out loud and
answering the question. The moderator awards the points,
which are required in order to make a move forward. For
each correct answer, a pin must be placed on the
appropriate island. This scenario covers six topics that
apply to everyday usage of the Internet. These are online
shopping, gaming, information searches, social media,
messaging and emails, and video platforms. “Security
Surfer” provides a good basis for correct use of the
Internet.
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Fig. 11  Learning scenario “Security Surfer: Hazards and Pro-
tective Measures” in German (analog)—available in
three levels of difficulty

6. SUMMARY AND FURTHER FOCUS

The article outlines how the objectives of the Sec-
Awaredschool project were met: the individually defined
measures have been effectively implemented based on
examples from pilot schools, and sustainability within the
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individual schools can also be achieved after the project
ends. The project and the project team received strong
positive feedback from the pilot schools, although it is not
easy for the schools themselves to organize such a project
internally. The project made it clear to everyone involved
how important it is to establish “information security” in
schools.

The understanding that information security is also of
great importance for skills development in schools implies
that appropriate teacher training needs to be put in place.
Drossel & Eickelmann (2018) investigated the role of
teacher professionalization in the implementation of new
technologies in education. Their survey of the literature
shows that on average it is relatively unusual—compared
with international norms—for teachers in German schools
to take part in external and internal professionalization
programs focused on the use of digital media [9]. Their
study of external measures shows that participation in
courses designed to integrate IT into teaching and learning
is comparatively rare in Germany.

Only about one in eight school principals, by their own
account, encourage teachers to engage in further training
in media education [11], while about one third require
teachers to make digital media a fixture in their classroom
practices [12]. This problem was also evident in the
SecAwaredschool project, where some of the pilot schools
were unable to find a teacher who was willing to complete
the extensive training and certification process to become
an information security officer—for the teachers it
involves a considerable amount of extra work. The offer
of free ICDL certification for pupils and teachers that the
project made available was also not fully taken up.
Nevertheless, the SecAware4school research project has
succeeded in attracting a fair number of participants with
the help of an ongoing campaign designed to convince
people of its benefits.

The study [9] essentially revealed two types of teachers in
Germany: the authors refer to the first type, representing
the majority (about 85 percent), as “reluctant
professionalizers.” In this group, in particular, there is
very little chance that the teachers will work together to
improve the use of IT in the classroom, and the likelihood
of them taking part in external training measures is less
than 10 percent [9]. Only about 15 percent of teachers can
be assigned to the second type, a group the authors call
“committed professionalizers” [9]. A significantly higher
proportion of this group will make regular use of
computers in their classes: they tend to be much more
confident about using computers and give their students
far more encouragement in developing computer-related
skills [9]. The sample in the study shows that the results
of the second type are invariably higher than the German
average, while the first type achieves results that are
consistently below average. Overall, this study clearly
confirms that external and internal professionalization
measures in media studies are an important part of
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successfully implementing digital education in German
schools [9].

However, IT and digital education are also a primary basis
for information security issues. It should therefore come
as no surprise that the SecAwaredschool project’s
objective—namely, to increase information security and
foster an appropriate sense of awareness—had scarcely
been touched upon in the pilot schools prior to the start of
the project. Interesting game-based learning methods with
a practical application to real situations and good best-
practice examples with an ongoing impact on the pilot
schools can also inspire other schools. With regular
project days, new seminars, or freshly defined elective
courses—incorporating self-creation and train-the-trainer
concepts—this topic can be made an inspiring part of
everyday school life and increase awareness of
information security among pupils, teachers, and parents.
The earlier awareness raising starts, the better, because
our society will become smarter and increasingly digital
in the future. Digitization must be connected with
information security and information security with
awareness.
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