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ABSTRACT

The constant proliferation of digitization is increasingly penetrat-
ing all areas of life and requires greater awareness and improved
skills to handle processes based on information and communica-
tion technologies. Digital technologies and infrastructures form
the basis for new digital applications, new exploitation potentials,
and digital business models as well as communication in digital
value-added networks. This has changed people’s communica-
tion behavior, and new knowledge is needed to deal with digital
technologies, coupled with soft skills to cope with the changes
triggered by digitization. It is also necessary to foster a new
awareness of the various challenges and threat scenarios facing
organizational and social values. Due to shorter and shorter tech-
nology cycles, lifelong learning is taking on a new meaning. This
brings into play cooperative learning exercises in cross-discipli-
nary teams drawing on authentic and game-based learning ap-
proaches. The results of three pilot courses on information secu-
rity sensitization that used an integrated learning 3.0 approach
combining authentic and game-based learning are presented and
discussed.

Keywords: digitization, software code, transformation skills,
lifelong learning, cooperative learning, information security
awareness

1. INTRODUCTION

Almost all business processes and specialized tasks depend now-
adays on the secure and smooth operation of information tech-
nology (IT). The constant proliferation of digitization is increas-
ingly penetrating all areas of life and requires greater awareness
and improved skills to handle processes based on information and
communication technologies (ICT). Digital transformation (DT)
is an ongoing process of change that not only affects individual
enterprises, modern administrations, and other organizations but
it is also having an increasing impact on the entire (knowledge)
society and all human beings. Digital technologies and infrastruc-
tures form the basis for new digital applications, new exploitation
potentials, and digital business models as well as communication
in digital value-added networks. DT has changed people’s com-
munication behavior, and new knowledge is needed to deal with
digital technologies, coupled with soft skills to cope with the
changes triggered by digitization. It is also necessary to foster a
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new awareness of the various challenges and threat scenarios fac-
ing organizational and social values (e.g., physical injury; nega-
tive internal and external effects; the violation of laws, regula-
tions, or contracts; a diminished right to informational self-deter-
mination; an impaired ability to perform tasks; financial effects).

But what is really new? Why do we need to think about digitiza-
tion and its impact on business processes, skills, and human be-
havior? Modernization in our society, in businesses, public ad-
ministrations, and other organizations is inconceivable without
the use of modern information technology systems (ITS) based
on software, and this involves code development. So, on the one
hand, the security of IT is determined primarily by the security
of the software used on the ITS [8]. On the other, a more systemic
viewpoint on software is needed to assess the impact of digitiza-
tion and code development on society and social life. In the sense
of this latter approach, in July 2017, the German newspaper
Stiddeutsche Zeitung included the headline “Software is eating
the world” taken from a 2011 article in the Wall Street Journal
by venture capitalist Marc Andreessen [21]. The Siiddeutsche
Zeitung shows in the article that our lives are increasingly deter-
mined by programming codes and asks whether democracies can
leave this development in the hands of private companies [21].

Regardless of the more politically oriented issue of the newspa-
per, the article points to a discussion that was conducted back in
the 1970s/1980s and has not lost any of its explosive potential
today. In 1977 the Massachusetts Institute of Technology (MIT)
computer pioneer Joseph Weizenbaum wrote, “The programmer
is the creator of universes whose sole legislator is himself” [32].
This is because a program structures processes and gives the
(working) world laws. This tie-in was underpinned by US lawyer
Lawrence Lessig with his 1999 thesis “Code is law” [20]. Also
in Lessig’s opinion the code is used as a regulatory instance and
lays down behavioral guidelines, comparable to the law for the
market or social norms. Technical measures thus become an in-
strument of deliberate and targeted social intervention. It may be
inferred from this that the code is also a proper and effective reg-
ulatory instrument for dealing with knowledge and structures
[25]. This ultimately means that there are also norms in cyber-
space and that the program code, and thus digitization itself,
structures and changes social worlds. This is the actual challenge
people have to be trained to cope with.

The program codes of technical systems structure human action
in the digital world. Technical systems and the program code give
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people the freedom to design their social lives or to restrict them.
Technical systems and program codes are not error-free and are
thus susceptible to successful cyberattacks. However, DT and in-
formation security are about more than technology [18], because
information systems involve human beings, and users do not al-
ways act the way they are supposed to [1]. In the next section, we
summarize the relevant skills needed in a digital world. Section
three examines the main aspects of authentic and game-based
learning. In section four we explain our methodological approach
of integrated learning 3.0, and afterwards we show its evaluation
results. Our conclusions and future work are presented in section
SiX.

2. SKILLSNEEDED INADIGITAL WORLD

Human action is changing through comprehensive digitization

and virtualization. Software code, value decisions, and the type

of programming structure that determines processes in work and

everyday life are delegated to algorithms. You may be thinking

of

— searching for information with only one search engine or
using social networks naively or taking fake news as true
facts,

— developing autonomous vehicles or the Internet of Things
(1oT) and ignoring possible cybercrime threats, or

— introducing digitization and virtualization in smart compa-
nies or smart cities with smart technologies and automated
administrative acts.

Nevertheless, the structured processes in software code include a
more dynamic way of working in companies and public admin-
istrations and require employees to be prepared for this DT.
There is a lack of digital skills and competencies, not only for the
digital culture and work in organizations but also from the per-
spective of social development:
— Digitization of the working world puts new demands on
employees’ competencies.
— Digitization of the democratic social and private world
puts new demands on citizens.

From the point of view of employers in the German-speaking
world, there is an urgent need for action regarding the following
hard skills [12]:

—  media competence (chosen by 74 % of the 591 managers

surveyed),

—  basic IT-competence (56 %), and

—  technical knowledge (40 %).

However, in the digital working world a number of soft skills are
also highly relevant (see fig. 1 and [12]).

Due to shorter and shorter technology cycles, lifelong learning is
taking on a new meaning. Recent research suggests that for new
sensitization vis-a-vis information security to occur, a change
must be made to include learner-centered, realistic, and partici-
patory learning environments with real-world contexts. Innova-
tive teaching and learning methods that integrate reflection, self-
assessment, and performance review are needed. This brings into
play cooperative learning exercises in cross-disciplinary teams
drawing on authentic and game-based learning approaches.

3. AUTHENTIC AND GAME-BASED LEARNING

Authentic learning describes learning through the application of
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knowledge in real-life contexts and situations. The four charac-
teristics are [23]:

1) An activity that involves real-world problems encountered
by professionals and the presentation of findings to audi-
ences beyond the classroom

2) The use of open-ended inquiry, thinking skills, and meta-
cognition

3) Learner engagement in discourse and social learning in a
community of learners

4) Learners directing their own learning in project work

0% 20% 40% 60% 80% 100%

! ! 78%
Willingness to engage with changes

62%
Ability to copy with complexity
62%
Ability to copy with uncertainty/risks
61"0
Ability to think in broad terms and
connections
; 56%
To be competent to prioritize
55%
Self-management
: 55%
Communication skills
55%
Willingness to learn (on a life-long
basis)
———_ A
Ability to work in different kinds of
teams
T ——————Trrry 53%
Willingness to take on responsibility
51%

Process understanding

Fig. 1 Soft Skills where there is a very high need for action from the
point of view of employers (591 managers surveyed)

From research and practice we know that 21%t-century competen-
cies include collaboration, real-world problem solving and
knowledge-construction skills, skilled communication, and
global awareness [30]. We need to engage people, especially dig-
ital natives, through social learning [24]. We need new educa-
tional options for managing digital transformation with feedback
systems helping managers to develop and communicate business
models [31]. And we need interdisciplinary communication [3].

Traditionally, game-based learning (GBL) is used as an educa-
tional method to motivate learners and inspire them to engage in
learning processes [15]. There exist four main learning elements
in GBL: Motivation, Feedback, Practice, and Reinforcement [5].
Motivation is developed because games often have different lev-
els and provide rewards to enable one to move forward [5]. Feed-
back in games is given immediately and helps learners to know
their status and move further toward reaching their goals [5]. In
this way, feedback should trigger deep cognitive processing and
improve the memory of learners, which contributes to better
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learning [6]. To achieve or to solve goals, games enable active
and experienced-oriented learning by trial and error, repetition,
and by providing the opportunity to learn from failures [9]. Re-
inforcement of the learning process comes from repetition, which
strengthens the learners’ memory and can replicate the real-world
risk in the context [5]. Games enable learner-centered learning
that takes into account the user’s level of knowledge and his/her
individual needs [9].

Digital game-based learning (DGBL) is the modern way to intro-
duce learners to new experiences via high-tech (mobile) devices
and software [9, 15]. Consideration of the international research
shows that no consistent classification of GBL (= analogue) and
DGBL (= digital) is made. Thus, current international research
mainly refers to digital serious games, while under the term GBL
one also finds research results that include the content of digital
play scenarios. According to Le, Weber, and Ebner, high-quality
digital games exert a great power of fascination on gamers, and
virtual exploration rooms are well suited to the instigation of
learning processes [19]. Serious video games really work. Test
game use proves its effectiveness in that students using the game
scored significantly higher than classes that did not [2]. There are
thus three (more) reasons to use games [16]:

—  they can make people behave better;

—  learners perform better; and

—  players work harder of their own volition.

However, further study results suggest that the motivation, com-
mitment, and development of problem solving competencies are
strongly influenced by the nature and design of the games [7].

Regardless of the exact assignment, GBL/DGBL has been inter-
nationally established as a recognized teaching and learning
method in the educational sector [11, 14, 17, 29] as well as in
continuing education and training [13, 33]. However, there is still
a need for research on how to really obtain a sustainable learning
performance [4, 7] and an attractive design of realistic learning
arrangements [10].

4. METHODOLOGICAL APPROACH OF
INTEGRATED LEARNING 3.0

In our research project “SecAware4job,” sponsored by the Horst
Gortz Foundation, we developed and tested a curriculum aimed
at strengthening the soft skills required for the digital world, rais-
ing awareness about information security, and providing students
with the latest security knowledge. The methodological approach
applied in the corresponding module “Sensitization for Infor-
mation Security” is based on the integrated learning 3.0 approach,
which combines authentic and game-based learning (see fig. 2).
In order to test their acquired competencies, the students are in-
vited to pass different certificates—for example, the exams on IT
security and data privacy offered by the European Computer
Driving Licence (ECDL) or the challenging exam to obtain cer-
tification as an IT security officer, which is valid for five years.

Although serious analogue games are not so popular, especially
in the USA, where 97 % of teachers use digital games created for
educational use [22], they can be also used in different ways and
in diverse disciplines. They might be a very useful way to prac-
tice the soft skills needed for teamwork, discussions, and a col-
laborative decision-making process. Social learning is necessary
in a digital world. According to Hsu et al., both GBL and DGBL
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strategies have their own advantages and the difficulty is to com-
bine these two types of learning strategies and to find a balanced
relationship between them [15].

Digital

Simulations

— Mobile and
Browser Apps

— Repetition and
Consolidation

— Self-study

Interactive

Methods
Analogue — Discussions
Simulations — Storytelling

— Arena — Depth Psychological
— Simulation Games Studies

— Team Approach

— Application

Fig. 2 Integrated learning 3.0 approach in “SecAware4job”

In our own research project “SecAware4job,” a clear distinction
is made between GBL and DGBL, and both learning strategies
are explored with students, both separately and in combination
[26]. This is unique in the international research context. The
combined use of analogue and digital game-based learning sce-
narios exploits the advantages of each learning strategy (see be-
low) and should result in greater learning success.

We built up analogue game-based learning scenarios—the so-
called “IT-Security Arena”—as circuit training with short games
lasting a maximum of fifteen minutes and developed correspond-
ingly short digital simulations for the purposes of repetition, con-
solidation, and supplementation [9]. The advantages of analogue
learning scenarios consist in finding a joint solution in a team, in
the resulting social exchange of experience and knowledge, and
in the strengthening of team and communication skills. Digital
learning scenarios promote the individual deepening of the learn-
ing content. This can be done independently of location and time,
at an individual pace, and as often as desired. Thus, they are ori-
ented to the life situation as well as to the needs and knowledge
of the learners. Interactive methods like storytelling, discussions,
and depth psychological studies complement the common learn-
ing strategy for information security sensitization. We called this
learning methodology “integrated learning 3.0” [27], because it
combines (theoretical) knowledge transfer with interactive emo-
tional-based elements and team action as well as communication
and decision making.

5. EVALUATION OF THE INTEGRATED
LEARNING 3.0 APPROACH

In “SecAware4job” the methodological approach was tested and
evaluated in three pilot courses. In the summer semester (SuSe)
2016 five students (2 female, 3 male) on the accompanying Busi-
ness Administration program took part in the compulsory elec-
tive module “Sensitization for Information Security.” These stu-
dents were very motivated and interested in the topic information
security and actively participated in the course. Their high level
of motivation crystallized in the ambition of all the students to
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obtain the highest and most challenging certification as an IT se-
curity officer. Four of them completed the exam successfully.

In the winter semester (WS) 2016/17 the content of the module
“Sensitization for Information Security” was integrated as a com-
pulsory course in the Municipal Administration Management and
Law program. Eleven students (9 female, 2 male) took part in that
course. These students were less interested in the topic infor-
mation security and, at the beginning, some of them were also
skeptical about the methodological approach applied. However,
three of the participants successfully passed the IT security and
data privacy exams of the ECDL. Furthermore, one student who
was initially highly skeptical of the applied methodological ap-
proach developed an analogue game-based learning scenario
with her partner as part of their project thesis at the end.
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The course was interesting.

I

... was very well structured.

I

... was interactive.

|

... was diversified.

|

|
Different methods have been used appropriately in the
course.

l

Interactive methods have been used in a beneficial
way.

l

Students have been motivated for active participation.

|

)
| am satisfied with the methodical approach of this
course.

l

Overall the course was very good.

|

Altogether | am pleased with my decision to attend
this course.

M SuSe 2016 (4 responses)
WS 2016/17 (9 to 10 responses)
SuSe 2017 (2 to 3 responses)

Fig. 3 Evaluation of the pilot courses (1=disagree, 5=agree)
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My interest in this topic has grown because of this course.

On the whole | am satisfied with my acquirement of competency in this
course.

| have learned a lot in this course.

This course has conveyed important skills to me, which will be very useful
in my working life.

These skills will be useful in my private life.

My information security awareness has been raised by this course.

Because of this course | have taken measures to protect sensible
information in my working life.

Because of this course | have taken measures to protect sensible
information in my private life.

| have changed my behaviour to protect sensible information in my
working life.

| have changed my behaviour to protect sensible information in my private
life.

SuSe 2016 (4 responses) B WS 2016/17 (9 to 10 responses) W SuSe 2017 (2 to 3 responses)

Fig. 4 Measures to protect sensitive information. Self-assessment of the
learning success (1=disagree, 5=agree)

In SuSe 2017 six students (1 female, 5 male) on the accompany-
ing Business Administration program chose the compulsory elec-
tive subject “Sensitization for Information Security.” These stu-
dents were also very interested in the topic and five of them
worked hard to attain the IT security officer certificate. Three of
them completed the exam successfully.

The final student evaluations (see fig. 3) of these three pilot
courses show a high level of satisfaction with the course and the
applied methodological approach of integrated learning 3.0,
which consisted of a combination of lecture, analogue, and digital
game-based learning scenarios, as well as interactive exercises.

However, it is striking that the participants in WS 2016/17 who
attended the compulsory course found it less interesting than the
students on the compulsory elective courses. Because it was a
compulsory course, these students were not asked the final ques-
tion.

The aims of the project “SecAware4job,” which set out to raise
awareness about information security, enhance knowledge in this
area, and ideally trigger behavioral changes, were reached—in
particular for the students of the compulsory elective courses—
and could be implemented in their working lives. The results of
the self-assessment questionnaire can be seen in fig. 4.
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The successful participation of the students in the complex certi-
fication exams for the ECDL or to qualify as an IT security of-
ficer, which are independent of the Technical University of Ap-
plied Sciences (TUAS), is another proof of the practical and suc-
cessful application of the developed methodological approach of
integrated learning 3.0 in the field of information security.

However, the differing evaluation results and levels of interest in
the certification exams between the students of the summer se-
mesters and the winter semester show that the course should be
offered as a compulsory elective course in the future. There are
plans to integrate the module “Sensitization for Information Se-
curity” as a compulsory elective course in all TUAS programs in
the near future.

6. CONCLUSION

To understand the impact of comprehensive digitization on the
life of our society, a systemic view of ICT is needed. Software
code and algorithms structure processes and people’s actions.
Software (code) structures and processes act therefore like laws
in giving the social world perspective [20, 32]. People need new
competencies and skills in the digital world, in order not to leave
decisions entirely up to machines. Technical measures become
an instrument of deliberate and targeted social intervention [25]
and change people’s communication behavior. New knowledge
is needed to deal with digital technologies. Soft skills are a cen-
tral element in coping with the changes triggered by digitization
[12]. It is also necessary to foster a new awareness of the various
challenges and threat scenarios facing organizational and social
values.

On the one hand, a new information security culture needs to be
established in all organizations [26]. While the number of organ-
izations that apply information security measures is increasing,
surveys of corporations show that it is unusual for these measures
to be accompanied by specific in-depth evaluations of their ef-
fectiveness [28]. Since these awareness-raising measures demand
resources such as time, money, and the willingness of employees,
every organization should have an interest in assessing their ef-
fectiveness.

On the other hand, sustainable learning needs to be developed.
Due to shorter and shorter technology cycles, lifelong learning is
taking on a new meaning. The combined application of analogue
and digital game-based learning scenarios and interactions in the
“SecAwaredjob” project [9, 26, 27] takes advantage of both
game-based learning strategies combined with authentic learning,
with the goal of achieving greater learning success.

The advantages of analogue learning scenarios consist in joint
team solutions, in the resulting exchange of experience and
knowledge, and in the strengthening of team and communication
skills and lead to sensitization with regard to information security,
which is needed to establish an information security culture in
organizations.

Authentic learning scenarios make learners aware of the rele-
vance of digitization for each employee and organization—this
enhances the ability to think contextually and increases under-
standing of the processes involved.

With digital learning scenarios, digital competencies can be
strengthened and practiced independently of location and time.
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In addition, the digital variants can take more account of individ-
ual knowledge—for example, different degrees of difficulty can
be offered.

Game-based learning combined with an authentic learning ap-
proach is being reviewed and has been tested in “SecAware4job”
as an effective teaching and learning method, especially as a
means to stimulate motivation and change behavior (relating to
information security).

7. REFERENCES

[1] K. Aytes, and C. Terry, “Computer security and risky com-
puting practices: a rational choice perspective”, Journal of
Organizational and End User Computing, Vol. 16, No.
3, 2004, pp. 22-40.

[2] R. Blunt, Does Game-Based Learning Work? Results
from Three Recent Studies, http://www.reality-
xp.com/professional/files/GameBasedLearningStudies.pdf,
2009, accessed August 30, 2017.

[3] N. Callaos, and J. Horne, “Interdisciplinary Communica-
tion”, Systemics, Cybernetics and Informatics, Vol. 11,
No. 9, 2013, pp. 23-31.

[4] C.H. Chen, and V. Law, “Scaffolding individual and col-
laborative game-based learning in learning performance
and intrinsic motivation”, Computers in Human Behav-
ior, Vol. 55, Part B, 2015, pp. 1201-1212.

[5] Y. Dasara, “4 Components of Game-based Learning [Info-
graphic]”, CommLap India, http://blog.commlabin-
dia.com/elearning-design/game-based-learning-compo-
nents-infographic, 2016, accessed July 1, 2017.

[6] S. Erhel, and E. Jamet, “Digital game-based learning: Im-
pact of instructions and feedback on motivation and learn-
ing effectiveness”, Computers & Education, Vol. 67,
2013, pp. 156-167.

[7] D. Eseryel, V. Law, D. Ifenthaler, X. Ge, and R. Miller,
“An investigation of the interrelationships between moti-
vation, engagement, and complex problem solving in
game-based learning”, Educational Technology and So-
ciety, Vol. 17, No. 1, 2013, pp. 42-53.

[8] Federal Academy of Public Administration Germany/Bun-
desakademie fir offentliche Verwaltung im Bundesminis-
terium des Innern (BAK6V), I'T Security Officer in Public
Administration, Manual Training Program, Version 3.0,
Edition 2009, Briihl.

[9] F. Fuhrmann, M. Scholl, D. Edich, E. Ehrlich, K. Leiner,
and L.R. Scholl, “Raising Awareness for Information Se-
curity in a Playful Way”, London International Confer-
ence on Education (LICE), 2016, pp. 190-191.

[10] R.Halverson, M. Berland, and E.V. Owen, “Assessment in
Game-Based Learning”, in J.M. Spector (ed.), The SAGE
Encyclopedia of Educational Technology, 2015, Los An-
geles, London, New Delhi, Singapore, Washington DC,
Boston: SAGE Publications, Inc.

[11] J. Hamari, D.J. Shernoff, E. Rowe, B. Coller, J. Asbell-
Clarke, and T. Edwards, “Challenging games help students
learn: An empirical study on engagement, flow and immer-
sion in game-based learning”, Computers in Human Be-
havior, Vol. 54, 2016, pp. 170-179.

[12] Hays, HR-Report 2017: Schwerpunkt Kompetenzen fur
eine digitale Welt. Eine empirische Studie des Instituts
fiir Beschiftigung und Employability IBE im Auftrag
von Hays fiir Deutschland, Osterreich und die Schweiz,
Mannheim, Zirich, Wien: Hays.

SYSTEMICS, CYBERNETICS AND INFORMATICS VOLUME 15 - NUMBER 6 - YEAR 2017 85



[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

86

M. Helisch, and D. Pokoyski (eds.), Security Awareness:
Neue Wege zur erfolgreichen Mitarbeiter-Sensibilisie-
rung, 2009, Wieshaden: Vieweg + Teubner.

H.-S. Hsiao, and J.-C. Chen, “Using a gesture interactive
game-based learning approach to improve preschool chil-
dren’s learning performance and motor skills”, Computers
& Education, Vol. 95, 2016, pp. 151-16.

S.H. Hsu, P.H. Wu, T.C. Huang, Y.L. Jeng, and Y.M.
Huang, “From traditional to Digital: Factors to integrate
traditional Game-Based learning into digital Game-Based
learning environment”, Proceedings - 2nd IEEE Interna-
tional Conference on Digital Game and Intelligent Toy
Enhanced Learning, DIGITEL, 2008, pp. 83-89.

J. Huhn, Get the Facts on Game-based Learning (Info-
graphic), http://www.theknowledgeguru.com/game-
based-learning-infographic/, 2013, accessed: July 1, 2017.
ILA. Jabbar, and P. Felicia, “Gameplay Engagement and
Learning in Game-Based Learning: A Systematic Review”,
Review of Educational Research, Vol. 85, No. 4, 2015,
pp. 1-40.

H. Kruger, L. Drevin, and T. Steyn, “Email Security
Awareness: A Practical Assessment of Employee Behav-
iour”, in L. Futcher, and R. Dodge (eds.), Fifth World
Conference on Information Security Education. IFIP —
International Federation for Information Processing,
Vol. 237, Springer, Boston, MA, 2007, pp. 33-40.

S. Le, P. Weber, M. Ebner, “Game-Based Learning. Spie-
lend Lernen?”, in M. Ebner, and S. Schon, Lehrbuch fiir
Lernen und Lehren mit Technologien, Berlin: Epubli,
2013, pp. 267-275.

L. Lessig, Code and other laws of cyberspace, New York:
Basic Books, 1999.

A. Lobe, “Software frisst die Welt”, Siiddeutsche Zeitung,
Nr. 152, Juli 5, 2017, p. 12.

Online Education Degrees, Gaming the classroom: The
Art and Science of GBL: Game Based Learning,
http://www.online-education-degrees.net/gaming-the-
classroom/, 2016, accessed August 29, 2017.

A. Rule, “Editorial: The Components of Authentic Learn-
ing”, Journal of Authentic Learning, Vol. 3, No. 1, 2006,
pp. 1-10.

N. Sarkar, W. Ford, and C. Manzo, “Engaging Digital Na-
tives through Social Learning”, Systemics, Cybernetics
and Informatics, Vol. 15, No. 2, 2017, pp. 1-4.

Scholl, M., and M. Biischenfeldt, Open data and distributed
knowledge work in open government, International Jour-
nal of Innovation in Education, Vol. 2, No. 2/3/4, 2014,
pp. 137-150.

M. Scholl, and F. Fuhrmann, “Analog — digital? Wie sich
mithilfe analoger Methoden Bewusstsein fur Informations-
sicherheit in der digitalen Welt fordern last”, in D. Réitz, M.
Breidung, D. Lick-Schneider, S. Kaiser, and E.
Schweighofer (eds.), Digitale Transformation: Metho-
den, Kompetenzen und Technologien fur die Verwal-
tung, Bonn: Gesellschaft fir Informatik e.V., Lecture No-
tes in Informatics, Vol. 261, 2016, pp. 101-112.

M. Scholl, F. Fuhrmann, and D. Pokoyski, “Information
Security Awareness 3.0 for Job Beginners”, in J.E. Varajdo,
M.M. Cruz-Cunha, R. Martinho, R. Rijo, N. Bjgrn-Ander-
sen, R. Turner, and D. Alves (eds.), Conference on EN-
TERprise Information Systems (CENTERIS), 2016, pp.
433-436.

M. Scholl, K. Leiner, and F. Fuhrmann, “Blind spot: Do
you know the effectiveness of your information security
awareness-raising program?”, Proceedings of the 21st

SYSTEMICS, CYBERNETICS AND INFORMATICS

[29]

[30]

[31]

[32]

[33]

VOLUME 15 - NUMBER 6 - YEAR 2017

World Multi-Conference on Systemics, Cybernetics
and Informatics (WMSCI 2017), 2017, pp. 361-366.

H. Spires, “Digital Game-Based Learning”, Journal of
Adolescent and Adult Literacy, Vol. 59, No. 2, 2015, pp.
125-130.

T.Y. Tan, S.Y. Lim, C.P. Tham, D. Patel, and L. Shear,
“Infusing 21st Century Competencies into the Curriculum:
A School-Level, Multi-Disciplinary Perspective”, System-
ics, Cybernetics and Informatics, Vol. 15, No. 2, 2017,
pp. 11-13.

M. von Kutzschenbach, and C. Bronn, “Education for Man-
aging Digital Transformation: A Feedback Systems Ap-
proach”, Systemics, Cybernetics and Informatics, Vol.
15, No. 2, 2017, pp. 14-19.

J. Weizenbaum, Die Macht der Computer und die Ohn-
macht der Vernunft, Berlin: Suhrkamp, 1977.

A. Zweck, D. Holtmannspétter, M. Braun, M. Hirt, S. Kim-
peler, Ph. Warnke, Gesellschaftliche Verénderungen
2030. Ergebnisband 1 zur Suchphase von BMBF-Fore-
sight Zyklus I, VDI Technologiezentrum (ed,),
http://www.vditz.de/meldung/bmbf-foresight-berichte-so-
sieht-die-welt-im-jahr-2030-aus, 2015, accessed 16 March
2016.

ISSN: 1690-4524



	IP037LL17.pdf

