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ABSTRACT

Government digital agendas worldwide want to help develop
the digital transformation in businesses and public administra-
tions, while acknowledging the digital changes taking place in
society and the need to integrate information security (IS).
Although information communication technology (ICT) shapes
our lives, we tend to have an insufficient knowledge of the risks
involved, of information security (IS), and of the General Data
Protection Regulation (GDPR); this is compounded by
carelessness in handling data and insufficient IS awareness
(ISA). Backed by a clear conceptual approach, information
security awareness trainings (ISAT) are also essential for
everyone. However, classical trainings are not currently
working. Psychologically based research shows that a systemic
approach might be helpful. This is where analogue game-based
learning (GBL) comes into play.

Keywords: Digitization, ICT, IS, GDPR, ISA, ISAT, GBL,
security sensitization.

1. INTRODUCTION

Modernization in our society and a more dynamic way of
working is inconceivable without the use of the latest digital
information communication technology (ICT) systems. An ICT
system is an ensemble of hardware, software, networks, and all
the design and qualification processes involved in work and
organization (Gl, 2015: 9). However, ICT and digitization
increasingly permeate all aspects of today’s society. The
societal impacts of modern ICT include the digital divide,
altered work structures in institutions, the rationalization and
creation of new jobs, changed communication and social
behavior, the emergence of virtual communities, etc. (GI, 2015:
8). The digital agendas of governments around the world want
to lay the foundations for digital transformation (DT) and
ensure added value for their countries. The European Digital
Agenda (BMWi, 2014) is seeking to keep abreast of digital
networking and the digital changes in society. However, as the
German Informatics Society (Gl) points out in article 7 of its
“Ethical Guidelines,” the design and implementation of ICT
systems, including any control and monitoring techniques,
should be combined with user involvement (Gl, 2015: 6).

The next section briefly summarizes the main scientific
knowledge about the human side of IS and information security
awareness trainings (ISAT) as well as some of the ethical
responsibilities in informatics. Because Serious Games have
great potential in the field of ISAT, section 3 discusses several
examples of analogue game-based learning scenarios for
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practice. Section 4 gives the conclusions generated by the
previous findings.

2. HUMAN SIDE OF INFORMATION SECURITY
AND ETHICS

According to the BSI, information security awareness (ISA)
should address the following threats and vulnerabilities (BSI,
2016): insufficient knowledge of regulations, insufficient ISA,
and carelessness in handling information. Tsohou et al. (2012)
conclude from recent global security surveys that ISAT are not
currently working. One reason might be a “technocratic” view
of risk communication, meaning the tendency for technical
experts to tell people what they think and ought to know
(Steward and Lacey, 2012). A second reason might be policies
“ending up as long lists of dos and don’ts located on web pages
most employees only access when they have to complete their
mandatory annual ‘security training’ and which has little to no
effect on their security behavior” (Kirlappos et al., 2013). And a
third reason is that a training aimed at addressing security
awareness gaps is not sufficient to ensure compliance with a
security culture (Fagade and Tryfonas, 2016).

Psychological research shows that in addition to the classical
theoretical approach to knowledge transfer and the marketing-
oriented approach of emotionalization, a systemic approach to
team-based communication is needed (Pokoyski, 2009; Khan et
al., 2011; Beyer et al., 2016). Scholl et al. (2016) point out that
ISATS need a “methodology 3.0”: social participation in a com-
municative team process is a key component in this third stage
of emotionally based awareness-raising activities. This is
because IS and IT are about more than just technology (Kruger
et al., 2007). ICT systems involve human actors, and users do
not always behave the way they are supposed to (Aytes and
Terry, 2004). The adverse characterization of people in the field
of IS (Scholl et al., 2018) has now been rethought, because
there are fundamental strategic 1S deficits in institutions
themselves.

Politics and informatics have ethical responsibilities with regard
to DT. For example, members of the GI are expected to expand
their expertise to understand the rights and interests of the
various stakeholders (Gl, 2015: 4). This also includes the
readiness to take part in interdisciplinary discussions (Gl, 2015:
4). According to article 8, members of the GI who teach
computer science should also instruct learners about their
individual and shared responsibility, while at the same time
serving as role models (GI, 2015: 6). Acting together needs both
individual and group reflection (Gl, 2015: 14).
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3. ANALOGUE GAMIFICATION
FOR ADIGITALLY BASED LIFE

ISA learning methods should clarify threats, vulnerabilities,
attacks, and possible damage as well as the main values of IS
and data protection. The three basic values are confidentiality,
integrity, and availability. Additional values include authentica-
tion, commitment, and reliability (BSI, 2016). In many
organizations, ISA and the training of relevant competences
(ISAT) are often limited to knowledge-transfer measures. Based
on psychologically based research (Pokoyski, 2009; Helisch,
2009; Hauke and Pokoyski, 2018) on creating lasting
sensitization and promoting security-related  behaviors
Albrechtsen, 2007; Helisch, 2009; Khan et al., 2011), the game-
based learning (GBL) methodology is becoming more
important for ISA. The so-called “3.0 Systemic Approaches” of
Scholl et al. (2016) were implemented and tested at the
Technical University of Applied Sciences (TUAS) Wildau
(Fuhrmann et al., 2017). Major campaigns for large companies
like T-Systems, Alliance, BMW, and HP were also completed
with an analogue “Security Parcours” (https://web.eco.de/news/
unterwegs-auf-dem-security-parcours/) or individually
organized, as was the case with Deutsche Post (TAKE
AWARE, 2018).

Serious Games have great potential to make valuable
contributions to socially relevant areas such as education,
health, and society (G6bel, 2017; Institute of Play, 2015). For
this reason, game-based learning is receiving increasing
recognition as an effective teaching and learning method that
improves motivation and triggers behavioral changes (Bdsche
and Kattner, 2011). Emotionalizing must address people’s
specific concerns. Psychological studies (Hauke and Pokoyski,
2018) show that people need to “understand”—through
emotional engagement—that they are themselves affected.
Analogue GBL is especially effective as a means of stimulating
motivation and should be explicitly used for ISAT, because
learners can directly see the consequences of their actions and
get a sense of their knowledge level in dialogue.

Adapted, analogue GBL scenarios in the English-speaking
“Security Arena” are part of the final results of the project
“SecAware4job” (Fuhrmann et al., 2017). The serious games
can be purchased through our Cologne-based project and
cooperation partner known_sense. The themes of the learning
scenarios are listed below and complemented with learning
tasks and goals (see table 1).

public space and
assign appropriate
protective measures

safeguards for IS in
public space and
while traveling

Social Media

Recognize critical
published images
and information on
social networks

Create awareness of
safe behavior on
social networks

Password Hacking

Guess passwords for
a fictitious Facebook
profile

Generate sensitivity
to secure passwords
and knowledge about
hash values

Network Domino

Use game elements
to lay out network
architectures that
meet the given
requirements for
security and
functionality

Deepen knowledge of
the operation of
network components
and sensible secure
organization
(infrastructure)

Incident
Management

Cluster information
security, privacy,
and compliance
incidents and assign
to hotlines

Get to know sample
IS, privacy, and
compliance incidents,
and relevant reporting
points

Social Engineering

Recognize the
exploitation of
human traits (social
barriers) such as
helpfulness and
curiosity

Create awareness of
the techniques of
social engineering
and social gateways

Table 1: Analogue GBL scenarios of the “Security Arena” from the
TUAS Wildau project “SecAwaredjob” (Fuhrmann et al., 2017;

Scholl, 2018)

L earning scenario

Learning task

Learning goals

from two parts

Clear Desk Identify which items | Create awareness of a
and information on tidy work space and
the desk should be importance of
securely locked safeguarding sensitive

information

Data Security Assemble phrases Repeat and deepen

knowledge

Internet Services

Assess the sample
services and apps for
eight risks

Know and discuss the
risks of common
Internet and App
services

Phishing

Recognize phishing
emails

Explain criteria for
detecting phishing
emails

Security on the Go

Identify typical
hazard scenarios in

Create awareness of
dangers and
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The research project SecAwaredjob sets out to develop and
examine as many creative learning and teaching methods as
possible to enable students, employees, and guests to more
easily understand the complex of information security with all
its facets (regulatory framework, norms and standards,
protective measures, concepts, etc.) and make this issue more
visual. The applied methodological framework is a learning
station format (Stationenlernen) that goes back to circuit
training in sports. It is enhanced by elements of other learning
methodologies such as game-based learning (GBL), blended
learning, and authentic learning (Fuhrmann et al., 2017).

SECURITY ON THE GO -t ~ e

Fig. 1 Security Arena Game “Security on the Go,” developed by
known_sense, adapted for the TUAS Wildau, played by students,
employees, guests, and pupils. © TUAS Wildau & known_sense

Each learning station is presented in a playful manner and
consists of a five-minute introduction to a special topic (for
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example, “security on the go” in public spaces) that also
integrates a dialogue between participants. There follows a
phase of authentic learning in which the participants as a team
solve real problems from everyday (professional) life. The
teams of about ten people each receive points and discuss the
solution, enabling immediate learning within a maximum of
five minutes. All in all, one learning station needs
approximately fifteen minutes. Playing four stations in parallel
as a competition, it takes only one hour to sensitize about forty
people. The completion of the learning stations is the prelude to
addressing a topic in greater depth, involving as many
interactive methods as possible. By way of repetition, these
analogue learning stations can be complemented by digital
learning games in blended learning formats.

In the following, three game examples are described in more
detail. The first game is “Security on the Go” (see fig. 1). The
game consists of an infographic map as a playing area. It is
played in two rounds. The first round includes 14 risk cards in
orange that describe the various security risk scenarios shown
on the map, with players asked to assign the cards to the
appropriate situation shown. In the second round 14 defense
cards in blue must be correctly matched with the orange card.
The following questions might potentially be used to help
engage people in team discussions and activities and generate
interactive play:
e How do | perceive the behavior of my fellow
passengers with regard to cell phone use?
e How can | obtain products for encrypting informa-
tion?
e  What does the term “shoulder surfing” mean?

The second game is “Social Engineering” (see fig. 2), an attack
focusing on human beings, which is often not well known.
Research shows that social engineers use tricks and
manipulation of the so-called six social gateways and bluff
people into giving them access to information. The participants
in the game have to locate cards—describing real situations
concerning the six gateways—on the specific field at the play-
ing area. Some of the cards apply to multiple gateways and map
fields—what is important is the interactive discussion and
exchange of experiences between all players.

Fig. 2 Security Arena Game “Social Engineering,” developed by
known_sense, adapted for the TUAS Wildau, played by students,
employees, guests, and pupils. © TUAS Wildau & known_sense

The third game is “Social Media” (see fig. 3). Here the
underlying idea is that the Internet does not forget, which
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prompts such questions as “Should | post this picture or not?”
“Should | post this text or not?” In the discussion the people
need to demonstrate their knowledge of social media and the
relevant laws and regulations.

| am driving on a main
road in Germany,
exactly on the B246
close to a lake. Where
the hell is the right
direction to Wildau?

Fig. 3 Security Arena Game “Social Media”, developed by
known_sense, adapted for the TUAS Wildau, played by students,
employees, guests, and pupils. © TUAS Wildau & known_sense

4. CONCLUSION

The aim of this paper is to explain concepts for analogue GBL
scenarios. Designing ISAT with analogue scenarios, emotiona-
lization, and team-based exchange—as mentioned above—is
extremely important for the motivation and successful sensi-
tization of human actors in the field of IS. Depth psychological
studies show that emotionalizing and motivation are important
factors in creating short-term scenarios in real-life situations
using authentic learning (AL) and problem-based learning
(PBL). Our own extensive experience with such learning
materials and methods in projects and events suggests that ISA
and the knowledge associated with it could be improved in
almost all participants, and behavioral changes triggered.

As a supplement, completion and deepening of the analogue
learning scenarios we also have developed and programmed
eight digital game-based learning scenarios (see fig. 4)—
available only in German. These digital scenarios are listed at
the project website and can be used at no charge. However,
digital GBL scenarios are not the focus of this paper.

Social Engineering Phishing
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.
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Fig. 2 Digital web-based serious games developed by the project
team “SecAware4job”. © TUAS Wildau
See project website: http://secaware4job.wildau.biz/#lernszenarien
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Analogue and digital serious games should be used in combina-
tion to raise IS. As part of our ongoing research projects, we
will perform a systematic evaluation with both GBL
methodologies to get more durable results. Nevertheless, there
is no simple linear cause-and-effect relationship between
institutional safeguards and knowledge, attitudes, and real
behavior. ISA remains a critical issue. Therefore, ISAT and
programs must be developed with a user-centered approach.
Moreover, a clear set of IS principles needs to be identified and
communicated (Kirlappos et al., 2013). Learning in IS should
be developed by integrating target-oriented, interactive
analogue/digital GBL scenarios and team-oriented methods as
an ongoing process.

Games of the Security Arena can be bought via our project part-
ner, the Cologne company known_sense: http://www.known-
sense.de. Further research projects with and for universities,
educational institutions, companies, and/or public administra-
tions are requested by the TUAS Wildau and can be arranged
with Professor Scholl: https://www.th-wildau.de/scholl.
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