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ABSTRACT  
 

At present, there is limited understanding of 
cybersecurity micro-credentials and their impact on K-12 
teachers. This work evaluates a university’s development 
of a computing-based learning and teaching environment 
for K-12 teachers, focusing on a set of cybersecurity 
micro-credential modules that we encapsulate within 
micro-credential professional development (PD) 
opportunities. This ongoing work consists of two pilot 
studies (Pilot 1 and Pilot 2) over an academic year 
(2020–2021) that engaged 21 K-12 teachers. The 
research questions explore the benefits and challenges of 
the cybersecurity micro-credential PD. The authors 
developed two modules for Pilot 1: Introduction to 
Cybersecurity (Module 0) and the Confidentiality, 
Integrity, and Availability (CIA) Triad (Module 1). 
There were nine K-12 teachers enrolled in the Pilot 1 
course, with five participating in all aspects of the pilot 
study. The authors developed three more modules for 
Pilot 2: Abstraction (Module 2), Modularity (Module 3), 
and Least Privilege (Module 4). The authors utilized 
quantitative and qualitative data collection via four 
methods: 1) Assessment and lesson plan scores 
(quantitative); 2) thirteen semi-structured interviews 
(qualitative); 3) two bi-weekly progress reports 
(qualitative) and 4) two focus groups (qualitative). They 
assessed teachers' knowledge gains in specific 
cybersecurity and computing. The authors coded 
interview question answers, focus group notes, and bi-
weekly progress report summaries and grouped them 
into major themes by searching descriptive words. This 
research study showcases innovative tools (i.e., micro-
credential modules) for teaching cybersecurity.  
 

1 The authors are grateful to Dr. Trina Johnson Kilty for 
the editing of this article.   
 
 

 

Lastly, the authors describe a method to deliver 
cybersecurity content through a micro-credential based 
on virtual PD for K–12 teachers. The main limitation in 
this work is the small sample size.  
 
Keywords: Computer Science, Cybersecurity, 
Cybersecurity Education, Micro-credential, Virtual 
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1.  INTRODUCTION 
 
Teaching cybersecurity can be a difficult and 
overwhelming process for K-12 teachers, which requires 
fundamental content knowledge, pedagogical content 
knowledge, and understanding in a wide range of topics. 
Not many K-12 teachers synthesize and integrate 
cybersecurity content knowledge into their K-12 
classroom environments [1]. The authors believe that 
engaging with cybersecurity, principles of cybersecurity, 
and computing education enables K-12 teachers to not 
only learn content, but also to educate their students in 
cybersecurity. The authors, K-12 teacher practitioners, 
educational experts, and computer science experts 
developed, created, and implemented a university-
supported computing-based learning and teaching online 
environment to teach cybersecurity. There was an 
emphasis on creating a high-quality micro-credential. 
The micro-credential professional development (PD) was 
created with the purpose to prepare K-12 teachers to be 
confident teaching cybersecurity principles and allow 
them to empower their students to be fluent in 
cybersecurity. It is important to recognize that while a set 
of micro-credentials might resemble a course in 
combined length, the modules we have created are not a 
course and no credit is earned for taking the micro-
credentials themselves. A training that prepares K- 12 
teachers to teach new concepts in cybersecurity 
education is vital for computing education and 
cybersecurity habits. 

ISSN: 1690-4524                              SYSTEMICS, CYBERNETICS AND INFORMATICS        VOLUME 19 - NUMBER 2 - YEAR 2021                             13



 

While there is no unified consensus, or universally 
accepted set of cybersecurity principles, this work 
focuses on 11 primary principles derived from the NSA 
GenCyber programs’ Cybersecurity First Principles and 
Cybersecurity Concepts [2,3,4,5]. In reality, what 
constitutes fundamental cybersecurity principles varies 
based on which source one references, as several of these 
principles can overlap in places, or that some of these 
principles may be best considered as sub-ideas under 
other principles, but the authors of this paper have been 
operating under the idea that these are all distinct ideas. 
The authors accept that there is an amount of overlap 
between principles, but as the authors are working in a 
teaching environment, a field filled with repetition, the 
authors are openly embracing the overlaps, and using it 
as a latching-on point to cement connections between 
principles. Twelve can be partitioned into several 
individual units in order to group concepts and principles 
by core ideas. This takes into consideration the concern 
that some principles could be considered sub-ideas. The 
three units that the authors created were fundamentals 
(with a focus on introductory and base knowledge), 
philosophies (focused on abstraction and principles 
related to the abstraction process), and segmentations 
(focusing on the concepts related to keeping things 
separated). The authors debated whether modularity 
should be in philosophies or segmentations units but 
decided to leave it as the last unit in philosophies, both to 
keep the units equal in module size, and to ensure it was 
completed first in order to introduce the concept.  
 

2.  PROBLEM, PURPOSE, AND RESEARCH 
QUESTIONS 

 
PD programs are not generally cost effective and can 
take time away from being in the classroom with 
students [6,7]. Often, the teacher must pay for their own 
PD, attend on their personal time, and the PDs are not 
specifically targeted at the knowledge needed [8]. These 
problems face many teachers acting as a self-advocate 
within their line of duty. In order to find free, online 
resources and computer science skill groups, teachers 
must dedicate a substantial amount of personal time to 
finding PDs where the credits are not necessarily 
transferable to a certification or count for continuing 
education credits. Micro-credential programs, like the 
gamified badge-based systems, seek to enable teachers to 
earn the educational credits that can transfer with them, 
wherever their future placements take them, thus 
reducing the disparity of work required to be redone at 
every new posting. Micro-credentials are an opportunity 
for an alternative credentialing source for each state and 
can be implemented into individual states’ licensure 
systems [9,10,11,12]. While developing the 
cybersecurity micro-credential, the researchers added 
resources (e.g., videos, websites) and research (e.g., 
journal articles, conference papers, book chapters) to 
ensure they were up-to-date, content-rich, and 

comprehensible by the K-12 teachers.    
 
These resources and research would provide K-12 
teachers with the opportunity to gain experiences, accrue 
content knowledge and pedagogical knowledge in 
interpreting the types of graphs, figures, and models to 
implement in their classroom pedagogy.  For example, 
the Data Talk website has classroom activities [13]. 
These activities consisted of topics and interactive ways 
to inform teachers about data analysis and allow them to 
implement in their classroom instruction. Additionally, 
Dynamic Data Science has a dynamic data set of lesson 
plans aligned with math standards and includes several 
lesson plans. This resource allowed teachers an 
opportunity with data set cleaning, sorting, and 
interpreting while receiving instant feedback [14]. 
 
For micro-credential programs to be effective, they must 
account for various forms of disparities [15]. For 
learning programs to be accessible to teachers facing 
disparities in costs, accessibility, gender representation, 
and a lack of diversity, programs must account for these 
disparities and seek out ways to be inclusive for these 
groups [16, 17]. Being inclusive is a driving goal for the 
micro-credential PD in cybersecurity. Wyoming’s 
computer science content and performance standards 
have been recently adopted and contain cybersecurity 
principles [18]. The Wyoming computer science content 
and performance standards allows teachers to align their 
lesson plans and artifacts with standards. These standards 
were taken into consideration when developing the 
cybersecurity micro-credential. Each module of the 
cybersecurity micro-credential addresses one of the 
cybersecurity principles [2] and each principle includes 
sample lesson plans that incorporate the Wyoming 
computer science content and performance standards. 
Table 1 shows how this integration allowed teachers to 
align their lesson plans and artifacts on CIA Triad 
(Module 1) based on a variety of grade levels (K-2, 3-5, 
6-8, and 9-12).  
 
Table 1. The Wyoming Computer Science Content  and 
Performance Standards that aligned with CIA Triad 
(Module 1)  
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This cybersecurity micro-credential PD discussed in this 
study developed a program that prepared K-12 teachers 
to teach cybersecurity principles. Specifically, the 
authors created and implemented a virtual PD experience 
for K-12 teachers, which was developed on Canvas 
Learning Management System. The purpose of the study 
was for the authors to develop understandings of the 
micro-credential qualities that K-12 teachers found 
beneficial and challenging. Working with 
recommendations to create PDs of high quality and 
providing the best experience possible for teachers 
facing inequalities, the authors provided the teachers 
opportunities for cybersecurity knowledge growth. All 
teacher learners were provided the same opportunities 
online which can diminish discrimination [19]. Thus, the 
authors sought to find what worked or did not work for 
the K-12 teachers as they engaged with the micro-
credential PD module for iterative improvements. 
 
Research Questions  
 1. How did the micro-credential module resources 
benefit K-12 teachers to build their cybersecurity 
knowledge?  
 
2. Is there correlation between the K-12 teacher 
assessment scores and their total time in hours spent on 
micro-credential modules 0 and 1 (Pilot 1) and 0, 1, 2, 3, 
and 4 (Pilot 2)?  
 
3. Is there correlation between the K-12 teacher lesson 
plan scores and their total time in hours spent on micro-
credential modules 0 and 1 (Pilot 1) and 0, 1, 2, 3, and 4 
(Pilot 2)?  
 
4. What were the K-12 teacher perceptions of benefits 
and challenges with the cybersecurity micro-credential 
modules?  
 

3.  LITERATURE REVIEW 
PD programs are sometimes not an effective way to train 
teachers and can include 1) K-12 teachers that do not 
have enough time in their teaching schedules to 
implement new techniques learned during PD courses, 2) 
PD programs that are short-term, 3) PD materials that do 
not allow K-12 teachers to make connections with their 
own teaching area and/or curriculum, and 4) K-12 
teachers that have a chance to go through materials only 
during the PD programs [20]. However, high-quality and 
ongoing PD opportunities allow K-12 teachers to learn 
while educating their students, in particular, virtual PD 
programs, such as a micro-credential [9,10,11]. Micro-
credentials are an effective way to enhance teachers’ 
content and pedagogical knowledge to implement in 
their subject area. The micro-credential also provides K-
12 teachers not only the ability to explore new concepts 
and practices during the micro-credential, but also after 
the micro-credential ended since the micro-credential 

provided e-materials that exist online (e.g., videos, 
articles, tools, journal articles). The longer duration of 
exploring also allows the K-12 teachers to become 
familiar with new teaching strategies, concepts, and 
practices, and to construct and retain new knowledge 
while going over the materials repetitively and 
integrating the ideas into classroom instruction [9,11].   
 
Cybersecurity is important for K-12 teachers in the 
classroom to mold digital creators instead of digital 
consumers [21,22]. In other words, teachers can benefit 
from infusing the fundamentals of cybersecurity into 
their knowledge in the classroom. Teaching 
fundamentals empower students to apply cybersecurity 
principles and concepts in real-life while using 
technological devices. Additionally, it allows K-12 
students to be cyber-literate instead of only interacting 
with technological devices while browsing the website or 
participating social media platforms without knowledge 
of cyberspace. However, there is a gap in cybersecurity 
education, in particular, K-12 teacher preparation in 
teaching cybersecurity [16]. Additionally, the 2019 State 
of Computer Science Education Equity and Diversity 
Report states that it will take many years to close the gap 
of computer science education [16,1]. One of the ways to 
close this gap is to provide K-12 teachers with access to 
computing and cybersecurity resources that align to the 
needs of their students, and our research study begins to 
fill this gap in the literature. 
 
The EdWeek Research Center 2020 Report, State of 
Cybersecurity Education in K-12 Schools: Results of a 
National Survey, demonstrates that K-12 cybersecurity 
education is vital [23]. It states that K-12 student learners 
should know cybersecurity concepts, principles, and 
practices to protect themselves online and be prepared 
for the future. However, many students are not exposed 
to these concepts about cybersecurity because their 
teachers are not knowledgeable in cybersecurity 
methods, practices, and concepts. Stated differently, 
many students are not able to gain knowledge about 
cybersecurity if their teachers do not know about it. 
Interestingly, the report shows that on a survey with 
approximately 1000 educator participants, ninety one 
percent (91%) of K-12 teachers indicate that they know 
at least a little bit about cybersecurity while only ten 
percent (10%) know a lot. It could be argued that their 
students know less than the teachers. There is also an 
equity problem relating to poverty within school districts 
[16, 19]. Therefore, a gap exists to broaden K-12 teacher 
fundamental and advanced cybersecurity knowledge for 
all students. The authors provided fundamental 
principles of cybersecurity (e.g., abstraction, modularity, 
layering) and computing education in the created micro-
credential PD modules. 
Although cybersecurity and computing education is 
demanding in K-12 education, learning is occurring 
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disproportionately in higher economic status schools 
versus lower economic status schools [16, 19]. As 
researchers know that cybersecurity PD practice is 
needed, particularly in underrepresented and lower 
economic status schools, the authors used this to guide 
the micro-credential PD module creation.  
Even though there is a demand for cybersecurity 
education, even if it is often not explicit, the majority of 
K-12 teachers do not have the opportunity to access 
information to gain knowledge and teach their students 
cybersecurity for several reasons.  
First, the majority of K-12 teachers are not qualified to 
teach cybersecurity and computing because of the lack of 
cybersecurity knowledge, resources, and skills [24, 25]. 
Therefore, teachers do not know where to start to 
integrate cybersecurity instruction into their classrooms 
for their students, particularly in lower economic status 
schools [23]. In addition, based on the previously 
mentioned report, eighty percent (80%) of K-12 teachers 
mentioned that there are no cybersecurity resources in 
rural lower economic status schools. Based on this report 
and others [23] cybersecurity resources are crucial for K-
12 teachers, in particular, public, high-poverty 
schools/districts. In summary, there is also a lack of K-
12 teachers knowledgeable about cybersecurity topics 
because of a lack of accessibility to resources.  
That cybersecurity is not often taught as a standalone 
course could be due in part to this lack of teaching 
knowledge combined with lack of resources. Moreover, 
the report also indicates that cybersecurity is often not 
taught as a course, but only as a part of the computer 
science classes. The cybersecurity topics that students 
learn from K-12 teachers are only the topics such as 
cyberbullying/cyberterrorism and basic digital literacy.  
 
The following seven principles must be present in order 
for PD to be high quality. The micro-credential PD 
coined by Loucks-Horsley’s seven principles that focus 
on 1) learning transparency, 2) broadening opportunities 
for teachers to reflect on pedagogical practices 3) 
encouraging teachers to shape learning communities with 
other STEM teachers,4) facilitating leadership among 
teachers, 5) teaching or linking between STEM teachers 
as common to efficient PD experiences for STEM 
teachers [20, 26].  
 

4.  METHODS 
 
The cybersecurity micro-credential research team 
(including the authors) recruited nine K-12 teachers for 
the Pilot 1 study, with five teachers ultimately 
completing all components of the PD and study. 
Participants were tasked with completing the first two 
modules of cybersecurity fundamentals, which included 
an “Introduction to Cybersecurity” and “The CIA Triad.” 
By limiting the pilot to only the first two modules, the 
teacher participants required four weeks to complete the 

required deliverables. The Pilot 2 study included five 
modules (0-4) titled Module 0 (Introduction to 
Cybersecurity), Module 1 (CIA Triad: confidentiality, 
integrity, and availability), Module 2 (Abstraction), 
Module 3 (Modularity), and Module 4 (Least Privilege). 
There were 16 teachers that were recruited who, based 
on the required deliverables, completed Pilot 2 within the 
six-week timeframe of the study.. For both pilot studies 
(Pilot 1 and Pilot 2), quantitative and qualitative data was 
collected and  included 1) Assessment scores 
(quantitative); 2) semi-structured interviews 
(qualitative); 3) bi-weekly progress reports (qualitative) 
and 4) focus group (qualitative). 
 
The Pilot 1 and Pilot 2 studies began with a virtual, 
introductory meeting where the authors explained the 
scope of the pilot to the participants. Following this 
meeting, the participant teachers were given access to the 
Learning Management System (LMS), Canvas, to access 
the cybersecurity modules.  
 
The authors gathered data in the form of five semi-
structured interviews, one focus group, and two bi-
weekly progress reports between July 1 to July 28 in the 
Pilot 1 study. The authors gathered data in the form of 
eight semi-structured interviews, one focus group, and 
two bi-weekly progress reports between November 20 to 
December 31 in the Pilot 2 study.  
 
Participants interacted with various information delivery 
formats through the LMS alongside completing the 
virtual assessments and quizzes. Various resource 
formats were used for information delivery including 
websites, journal articles, and videos. The participants 
completed one quiz for each module that served as a 
formative assessment. These quizzes were offered for 
participants and authors to monitor progress through the 
micro-credential without impacting final grades. 
Additionally, participants were expected to complete a 
bi-weekly progress report at the end of each module 
wherein they provided feedback on the overall layout 
and usability of the module. Finally, participants were 
given a variety of assessment formats to choose from for 
the final assessment of the CIA triad module. In addition 
to the participants being able to communicate and ask 
questions via email, the authors also scheduled weekly 
virtual office hours. These times were offered for 
participants to ask clarification questions, discuss topics 
with the authors and classmates, or simply as an 
opportunity to monitor individual understanding and 
progress through the modules. Finally, a virtual 
conclusion meeting was scheduled and conducted at the 
end of the four-week period of the pilot.  
 

5.  PARTICIPANTS 
 

The K-12 teachers recruited for this study were not 
limited to one grade level or field of study. As such, the 
participants of Pilot 1 and Pilot 2 were from a variety of 
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teaching fields and grade levels. Included in this study 
were STEM teachers, computer science teachers, and 
district technology specialists; grades taught by the 
participant teachers included elementary, middle, and 
high school levels. For Pilot 1, nine K-12 teachers 
enrolled to complete the modules, and five agreed to and 
participated in post-pilot interviews. In Pilot 2, there was 
a greater variety of teaching fields represented. Included 
in this study were computer science teachers, STEM 
teachers, math teachers, art teachers, English teachers, 
and library media specialists; grades taught by the 
participant teachers included elementary, middle, and 
high school levels. For Pilot 2, sixteen K-12 teachers 
enrolled to complete the modules, and eight agreed to 
and participated in post-pilot interviews.  
 
K-12 teachers were categorized as computer science and 
non- computer science teachers based on their major, 
teaching experience, and endorsements. Most of the non-
computer science teachers were science, technology, 
engineering, or mathematics (STEM) teachers. In Pilot 1, 
four teachers self-identified as a computer science 
teacher, and one identified as a non-computer science 
teacher. In Pilot 2, seven teachers self-identified as a 
computer science teacher, and nine identified as a non-
computer science teacher.  
 
In Pilot 1, based on how K-12 teachers self-identified on 
the demographic survey, 60% of participants were 
White, 20% of participants were Native American, and 
20% of participants were Scotch Irish. In Pilot 2, 74% of 
participants were White, 13% of participants were 
Asian/Pacific Islander, and 13% of participants were 
Native American/American Indian. In Pilot 1 and Pilot 2, 
71% were White, 14% of participants were Native 
American/American Indian, 10% of participants were 
Asian/Pacific Islander, and 5% of participants were 
Scotch/Irish.   

 
Figure 1. Percentage distribution of K-12 teachers’ 
participation by race/ethnicity (Pilot 1 and 2).  
 
As Figure 2 shows, there were more female participants 
(67%) than male participants (33%) in Pilot 1 and Pilot 
2. There were more female participants than male 

participants during the four-week micro-credential pilot. 
There were three female K-12 teachers (60%), compared 
to two male K-12 teachers (40%) who completed the 
micro-credential PD. As Figure 2 shows, there were 
more female participants than male participants in Pilot 2 
as well during the six-week micro-credential pilot. There 
were eleven female K-12 teachers (69%), compared to 
five male K-12 teachers (31%) who completed the 
micro-credential PD. The reports also support this 
disproportionate number of female and male participants 
[16, 17, 27].  

 

Figure 2. Percentage distribution of K-12 teachers’ 
participation by gender (Pilot 1 and 2).  
 

6.  ANALYSIS AND FINDINGS 
 
Quantitative Research  
 
Overall, quantitative results show that K-12 teachers 
with prior computer science/cybersecurity content and 
pedagogical knowledge tend to spend relatively less time 
to complete assessments and/or lesson plans since they 
already became familiar with the principles/modules. As 
Table 2 shows, bingo format assessment options were 
given after the completion of Module 0 materials, 
“Introduction to Cybersecurity,” Module 1 materials, 
“The CIA Triad,” Module 2 materials, “abstraction,” 
Module 3 materials, “modularity,” Module 4 materials, 
least privilege.” It was clear from the assessment results 
that there was a connection between the completed 
assessment and the resources, supporting research 
papers, and essential vocabularies provided.  
 
Table 2. Assessment Bingo: Bingo format for assessment 
options and choices. 
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 With a majority of the teacher participants identifying as 
white and there was racial underrepresentation and little 
diversity in the created micro-credential Pilot 1 & 2 PD 
which aligns well with the current computer science 
reports/cybersecurity reports and it is almost perfect 
racial representation in computer science/cybersecurity 
in K-12 [16,17]. As similar with K-12 students and 
teachers, computer science/cybersecurity is dominated 
by persons self-identifying as white [27].  
 
In the quantitative research, the authors discovered a 
correlation between assessment scores and total time in 
hours spent on modules 0 and 1.  
 

 
Figure 3. Assessment scores versus the total time in 
hours spent on micro-credential modules 0 and 1 (Pilot 
1) and modules 0, 1, 2, 3, and 4 (Pilot 2). 
 
Based on the learning management system analytics 
(Figure 3), Pearson’s correlation coefficient was 
computed to assess the assessment scores and total time 
in hours spent on modules Pilot 1 and 2. There was a 
weak negative correlation between the assessment scores 
and total time in hours spent on module Pilot 0 and 1 
(r=-0.14, p<0.05).  
 

 
Figure 4. Lesson plan scores versus the total time in 
hours spent on micro-credential modules 0 and 1 (Pilot 
1) and modules 0, 1, 2, 3, and 4 (Pilot 2). 
 
Based on the learning management system analytics 
(Figure 4), Pearson’s correlation coefficient was 
computed to assess the assessment scores and total time 
in hours spent on modules Pilot 1 and 2. There was a 
weak negative correlation between the assessment scores 
and total time in hours spent on module Pilot 0 and 1 

(r=-0.23, p<0.05).   
This result is evidence that computer science teachers 
already had prior knowledge in cybersecurity concepts 
and principles, therefore, they scored higher than non-
computer science teachers, even though they spent less 
time in the micro-credential course modules. These 
computer science teachers could have possessed prior 
knowledge from cybersecurity teaching experience, 
computer science/cybersecurity certificates, or a major in 
computer science. Therefore, computer science teachers 
either did not watch/read or only partly watched/read 
resources, including videos, journal articles, and 
essential vocabularies. Data shows that non-computer 
science teachers’ assessment scores were not as high as 
computer science teachers’ assessment scores. This 
seems to indicate that the non-computer science teachers 
lacked background knowledge in computer science or 
cybersecurity or experience teaching computer science.  
 
Qualitative Research  
 
Overall, qualitative results show that resources (e.g., 
videos, websites, lesson plans) and research (e.g., journal 
articles, conference papers, book chapters) provided K-
12 teachers to learn about the principles of cybersecurity 
so that they gained cybersecurity content and 
pedagogical knowledge. Therefore, these activities 
allowed K-12 teachers to use free, easy to understand 
and practical resources and research. In Table 3, K-12 
teachers provided various comments regarding the 
positives and negatives of the micro-credential PD.  
 
Table 3. Qualitative samples from four-week 
cybersecurity micro-credential showcasing quotes based 
on bi-weekly progress report and semi-structured 
interviews (From starting week one to end of week four) 
for K-12 teachers during Pilot 1 and from starting week 
one to end of the week six for K-12 teachers during Pilot 
2).  
 

 
 
In Pilot 1, spanning from the beginning of week 1 to the 
end of week 4, a few computer science teachers 
expressed that they liked the way that the videos and 
journal articles were embedded in the Canvas Learning 
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Management System. The videos were a short length, 
informative, and related to the pedagogical side of 
cybersecurity. Additionally, journal articles were 
provided with information related to the content-based 
technical and non- technical side of cybersecurity with 
tips and ideas. On the other hand, non-computer science 
teachers who had no prior computer 
science/cybersecurity knowledge were not able to build 
cybersecurity knowledge quickly enough to catch up to 
their computer science teacher peers and demonstrate 
their competency, even though they watched the videos 
more thoroughly than the computer science teachers.  
 
In Pilot 2, spanning from the beginning of week 1 to the 
end of week 6, computer science and non-computer 
science teachers experienced various levels of difficulty 
based on the resources and journal articles presented 
(e.g., interactive flashcards, assessments). After 
providing the K-12 teachers with various materials, the 
positive comments showed clear benefits of flashcard 
use for computer science teachers and some even 
planned to utilize the flashcards in the classroom with 
their students. In particular, the flashcards were 
beneficial for computer science teachers in enriching and 
visually developing their cybersecurity content 
knowledge in the CIA triad. These results align well with 
previous findings and constructivist approaches as K-12 
teachers were actively engaged and even created 
assessments such as brochures, presentations, and videos 
while using the content of interactive flashcards [28]. In 
particular, computer science teachers actively 
constructed their own cybersecurity content knowledge 
while activating their prior knowledge. On the other 
hand, flashcards and journal articles were not as helpful 
for non-computer science teachers. Besides, since non-
computer science teachers lacked prior knowledge, they 
progressed more slowly, even though they received 
support from instructors via e-mail and weekly virtual 
zoom meetings. The previous evidence also indicates 
that novice teachers were not able to build knowledge as 
quickly or effectively as advanced computer science 
teachers due to a lack of scaffolding, prior knowledge, 
and structure based on the constructionism theory [29].  
 
Several teachers expressed positive comments. One K-12 
teacher commented, “I believe I can actually incorporate 
this into a day or two worth of the lesson. Maybe, even 
as many as three days into my beginning computer 
class.”  While another K-12 teacher commented, “I think 
for schools that don’t have computer science this would 
be really beneficial for at least one of their teachers to 
have some experience with.” Several teachers expressed 
negative comments. One K-12 teacher commented, “I 
am just teaching K-6 I think cyber security the concepts 
as individual things like abstraction and modularity and 
least privileged in that type might be a little bit too 
advanced for my students.” Another K-12 teacher 
commented, “A lot higher thinking than elementary kids 
too so I mean those are great examples but then also you 

know simplifying it to how would you explain it to an 
elementary kid.” 
Based upon the comments the K-12 teachers provided 
through the focus group, the overall consensus was that 
the micro-credential module resources were effectively 
organized relative to computer science content. 
Furthermore, the teacher participants felt that the 
information provided about cybersecurity created new 
pathways for their own learning and their teaching about 
online safety in their K-12 classrooms.   

 
7.  LIMITATIONS AND RECOMMENDATIONS 

 
The main limitation in this work is the small sample size, 
but the contribution of development and evaluation 
methods help to set a research agenda for K-12 teacher 
preparation in cybersecurity. Besides, this work 
incorporated in Pilot 1 during only the four-week micro-
credential pilot and Pilot 2 during only the six-week 
micro-credential. The authors will replicate the PD with 
additional modules, a longer duration, and more 
participants in the summer semester of 2021. This will in 
turn provide generalized results for a larger K-12 teacher 
population than those represented in this pre-pilot study.  
 
There were many resources available, and K-12 teachers 
who were unfamiliar with cybersecurity may have been 
unsure where to begin or what to do during the micro-
cybersecurity credential's material. 
 

8.  CONCLUSIONS AND APPLICATIONS 
 

A research study with 21 participants, spanning two pilot 
studies (Pilot 1 and Pilot 2), was conducted to examine 
the effectiveness of PD in training computer science and 
non- computer science teachers to better implement 
computer science/cybersecurity topics in their classroom. 
Findings from the study showed that a short micro-
credential based PD session can offer build up the 
computer science/cybersecurity content knowledge of 
computer science and non-computer science teachers 
alike. However, PD sessions often limit the amount of 
information that can be provided due to time limits of 
sessions. As such, the authors found that even intensive 
PD sessions cannot offer in-depth computer science 
knowledge to non-computer science teachers. From this 
information, the use of micro-credentials as an online 
curriculum delivery through modules could better 
prepare non-computer science teachers to incorporate 
computer science/cybersecurity topics in their 
classrooms.  
 
According to the bi-weekly progress reports submitted 
by K-12 teachers, the majority of them were already 
familiar with the concepts in the cybersecurity principle 
because the CIA Triad is the fundamental introduction to 
cybersecurity. Additionally, K- 12 teachers were able to 
take the quizzes multiple times. In other words, they 
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were retaking and going back to source materials to build 
their content knowledge. Even though the K-12 teachers 
had high scores, the assessments were not an accurate 
reflection of what the K-12 teachers learned. The K-12 
teachers were engaged throughout modules 0 and 1 and 
interacted via email and even joined the virtual 
conference call meetings. There was a strong negative 
correlation between the assessment scores and total time 
in hours spent on module 0 and 1. A strong negative 
correlation indicates that non-computer science teachers’ 
assessment scores were lower than computer science 
teachers’ assessment scores even they spent more hours, 
potentially due to non-computer science teachers trying 
to learn a completely new content area and understand 
the new knowledge presented in modules 0 and 1. 
 
The authors could conclude that providing a variety of 
options via the bingo format (e.g., teaching video, 
presentation, brochure) gave K-12 teachers opportunities 
to demonstrate what they have learned. Additionally, 
bingo format assessment options allow teachers to have 
an opportunity to create while personalizing a chosen 
assessment which can be meaningful and personalized 
teaching style for their students.   
 
The findings from the modules support previous research 
determining that short-length videos are more beneficial 
for K-12 teachers because of decreased cognitive 
demand, and the short videos allowed the teachers to go 
back and re-watch the video again. The K-12 teachers 
watched a variety of videos which consisted of slides 
presented by an expert and/or animation. Teacher 
engagement and attention levels, especially those of 
computer science teachers, rose via the video instruction 
and scaffolded acquisition of content knowledge. 
Previous research demonstrates that teachers’ high 
assessment scores, interviews, focus group responses, 
and bi-weekly progress reports support these findings 
[17, 30]. 
 
The results seem to indicate that computer science 
teachers with prior teaching experience and prior 
computer science knowledge tend to build knowledge 
more quickly and demonstrate competency more 
effectively than non-computer science teachers through 
online micro-credential PD  [29, 31]. 
 
The micro-credential demonstrated positive PD 
practices, such as consistency in the teaching, links 
through the PD, increased involvement of teachers and 
emerging teacher leaders. Researchers provided free, 
accessible, and high-quality resources and research to 
prepare teachers for the K-12 to educate the learners and 
to be teaching leaders in computer science/cybersecurity. 
K-12 teachers had an opportunity and flexibility to watch 
videos anytime and play, pause the video to watch 
repeatedly, shared the links and websites with their 
colleagues, and even implemented them in their 
classrooms the following day. K-12 teachers thus 

became teacher-leaders who would spread the 
cybersecurity resources (e.g., videos, websites) with 
other teachers such that not only computer science 
teachers but also STEM teachers can use as well. 
 
K-12 Teachers developed their own learning network, in 
particular, when K-12 teachers who had already known 
one another and worked computer science and/or 
interdisciplinary fields (e.g., STEM). K-12 teachers were 
able to discuss insights with colleagues and organically 
continue collaboration while designing their lesson plans 
and/or creating their artifacts (e.g., presentations, 
brochures).  
 
As authors continue working on K–12 cybersecurity 
education, they continue to investigate the kinds of 
supports that can enable K-12 teachers to successfully 
complete the micro-credential. In particular, the authors 
are excited to consider new iterations of online teacher 
PD to help teachers develop their own instructional 
materials and pedagogical content knowledge.  
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