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ABSTRACT 
 

Two different research projects developed by the TH Wildau on 
information security awareness—“Security” and “SecAware4-
school”—are focused on sensitizing pupils to the issue of in-
formation security in everyday school life by means of experi-
ence-oriented scenarios geared to teaching awareness. At the 
same time, their teachers will be trained, and the parents kept 
informed about specific measures. The development of such 
learning scenarios took place in participative dialogue with 
creative workshops. The learning scenarios are based on the 
integration of three learning methods: Game-Based Learning, 
Accelerated Learning, and Authentic Learning. The article in-
troduces the previous game-based learning scenarios for 
schools. 
 
Keywords: Information security, Data protection, Awareness, 
Sensitization, Experience-oriented learning scenarios, Digital 
simulations, Game-Based Learning (GBL), Accelerated Learn-
ing (AccL), Authentic Learning (AuL), European Computer 
Driving Licence (ECDL), Information security officer, Youth 
security consulting. 
 
 

1.  INTRODUCTION 
 
Digitization and the information technologies it is based on 
are now permeating our lives. At the same time, the risks 
associated with the possible misuse of sensitive and confi-
dential data are increasing. The core values inherent to in-
formation security (IS) must be clearly laid out [2:13]: con-
fidentiality, protection against the unauthorized disclosure 
and perusal of information; integrity, securing the correct-
ness of information and the proper functioning of systems; 
and availability, the ability to access data, information, ser-
vices, networks, and components at any time. Depending on 
the purposes for which the security is applied, it may be 
useful or legally necessary to implement other safeguards, 
such as authenticity—to ensure that a person, IT component, 
or application is actually who or what it claims to be 
[2:13]—or non-repudiation as a means to verify the dispatch 
or receipt of information such as e-mails. Vulnerabilities—
i.e., gaps in a system’s security—can make the system vul-
nerable to general threats and lead to concrete dangers 
[2:14]. Vulnerabilities may arise, for example, from product 
defects, faulty implementation, or incorrect use. People—be 
they production or software developers or “just” con-
sumers—must become a more central focus in the process of 
IS sensitization [10] [36] [32] [34] [20] [4]. Since the threats 

can be technical (e.g., hacking) and/or interpersonal (e.g., 
social engineering), it is essential to raise people’s aware-
ness and improve their knowledge of the dangers associated 
with digitization and the relevant protection mechanisms 
needed for their private, school, and working lives. Educa-
tion about information security cannot take place early 
enough. 
 
The methodology in the two projects “Security”1 and “Sec-
Aware4school”2 is focused on a Game-Based Learning 
(GBL) approach, which is used to develop teaching and 
learning methods, in both analogue and digital form, on in-
formation security topics. This GBL approach is based on 
psychological findings from corporate-awareness research 
[13] [25] [12] and has already been successfully implement-
ed in a previous research project (SecAware4job3). Howev-
er, other research projects have had an influence on our pro-
cedures and activities: InterKomp 2.0,4 IT-Sicherheit@ 
KMU, TEDS,5 and Skill Up.6 The article introduces the 
previous game-based learning scenarios, while focusing on 
the target groups at school. 
 
The structure of the paper is as follows: In the section 2, the 
six final learning scenarios of the project “Security” will be 
presented, although these represent only one aspect of the 
overall goal of this project, which was to attract more girls 
and young women to embark on a career as a security spe-
cialist. It is already in its final phase and will be successfully 
completed in December 2019. Section 3 presents the proce-
dure in the second school project “SecAware4school,” 
which started with an anonymous survey in schools to find 
out the major topics of interest. General information on the 
methodology in both projects as well as the ongoing devel-
opment of the learning scenarios of “SecAware4school” is 
outlined in section 4. Broad insights into the development of 
the learning scenarios and awareness trainings in this project 
are offered in sections 5 and 6. Section 7 provides a brief 
summary and section 8 gives an outlook that goes beyond 
the focus on everyday school life. Acknowledgements and 
references are given in sections 9 and 10. 
                                                 
1 https://www.security.wildau.biz/en.html. Accessed June 5, 2019 
2 https://secaware4school.wildau.biz/en/pages/page_project_ueber_uns/. 

Accessed June 5, 2019 
3 https://secaware4job.wildau.biz/index.html. Accessed June 5, 2019 
4 https://kmu-interkomp20.th-wildau.de/?page_id=356. Accessed June 

5, 2019 
5 https://teds.wildau.biz. Accessed June 5, 2019  
6 http://skill-up-project.eu. Accessed June 5, 2019 
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2.  INFORMATION SRECURITY AWARENESS IN 
EVERYDAY SCHOOL LIFE  

 
As users of Internet services and social media, young people 
should be introduced to the careful handling of sensitive data 
in a playful, motivational way and develop their digital 
competence and technical understanding accordingly. Ulti-
mately, the pupils should be self-reliant and capable of oper-
ating in the digitized world in a conscious manner. They 
should, for example, be able to independently recognize 
potential dangers on the Internet, assess risks, and take pre-
ventive protective measures. Experience should not be lim-
ited to the individual; instead it should lead to a closed loop 
in which knowledge is transferred and maintained among 
pupils.  
 
 
Table 1 Game-based learning results in the project “Securi-
ty” at the TH Wildau 

 

 

 

 

 

 

 
 
 
The “Security” project developed six analogue game-based 
learning scenarios—which are described in brief with objec-
tives and tasks in table 1—with a focus on pupils in grade 9: 
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• Security and safety on the move during school excur-
sions 

• Encryption principles 
• Image acquisition and image-use rights 
• Apps and the risks associated with them 
• Phishing mails 
• Password hacking. 
 

These six analogue experience-oriented learning scenarios 
created by the gender-based project “Security” (see table 1) 
can be borrowed by schools after the project ends in Decem-
ber 2019.  
 
 

3.  SURVEY AND PARTICIPATIVE DIALOGUES  
TO IDENTIFY TOPICS  

 
An anonymous survey was conducted online using Lama-
Poll7 from September 28 to December 3, 2018. Four pilot 
schools—the Humboldt Gymnasium in Berlin (HGB), the 
Rudolf-Virchow-Oberschule in Berlin (RVO), the Friedrich-
Wilhelm-Gymnasium (FWG) in Königs Wusterhausen 
(KW), and the Friedrich-Schiller-Gymnasium (FSG) in 
KW—participated in the survey from the beginning. The 
fifth pilot school, the Dr.-Hans-Bredow-Oberschule (HBO) 
in KW, filled out the online survey late. Altogether the sur-
vey was accessed 1,821 times: it was filled out 827 times 
and completely filled out 768 times. This constitutes 42,2 
percent of all participants completely filled out. Not all the 
questions in the online system were mandatory, so some 
questions could be skipped. As a result, some questions have 
a higher number of answers than others.  
 
The survey consisted of a total of nine questions. The first 
questions were used to collect demographic data from the 
participating schools. 51,6 percent of all online respondents 
from the pilot schools took part in the survey at the HGB. 
The FWG contributed 30,2 percent of the respondents sur-
veyed online. In third place came the RVO with 13,9 percent 
interviewed online of the total. The FSG is in fourth place 
with 3,6 percent of the total from all pilot schools. Due to 
the relatively short period of participation, the HBO came 
last among the participating pilot schools with 0.7 percent 
and is not included in comparative evaluations of the pilot 
schools for data protection reasons owing to the low number 
of participants. Based on their own audit, 63 percent pupils, 
11 percent teachers, and 26 percent parents took part. 
 
Further questions were: 
• The warm-up question about secure passwords 
• “Do you know how you can protect your own private 

sphere online?” 
• “How often do you use images from the Internet—e.g., 

for presentations?” 
• “Have you ever been the victim of data theft (e.g., was 

your log-in data stolen)?” 
• “To what extent are you interested in the following 

topics?” 
• “What other topics are you interested in?” 

                                                 
7 https://www.lamapoll.de/. Accessed October 15, 2019 

The topic of fake news is of similar interest to all respond-
ents from the pilot schools (who find the issue very to mod-
erately interesting). In corporate-awareness research, this 
online phenomenon has also become an ongoing issue, but 
its significance for the economy and the company’s own 
working environment is still largely underestimated [24:19]. 
A current study with qualitative field research shows that 
disinformation is not a consequence of digital overload, 
which is why it is not enough simply to check the source of 
information [24:21] [35]. Rather, it is important to under-
stand the principle of false reporting in the context of the 
institution and situation and to recognize one’s own mecha-
nisms for dealing with information. A sensitization measure 
that takes this into account “goes beyond the mere recogni-
tion of right and wrong—it demands self-reflection and digi-
tal prudence” [24:21].  
 

 
4.  CONTENT SUMMARY AND REVIEW  

OF CURRENT ACTIVITIES 
 

The GBL, Accelerated Learning (AccL), and Authentic 
Learning (AuL) approaches are combined in order to 
achieve the stated goals. In addition to the varied and stimu-
lating form of learning it offers [21], GBL enables students 
to look at a set goal and provide direct feedback [11]. The 
three different levels that are planned for the GBL scenarios 
are intended to help participants in their development pro-
cess without demanding too much of them [7]. AccL, on the 
other hand, challenges students to go beyond passive percep-
tion and actively create knowledge [3] [23] [26] [6]. In this 
approach, the goal is for learners to internalize their compe-
tencies independently over the long term. The combination 
of the two methods is applied in the “SecAware4school” 
project in the form of experience-oriented learning scenarios 
in everyday school life through analogue and digital games 
that are both emotionalizing and motivating. According to 
Steve Revington,8 AuL, in turn, focuses on the application 
of knowledge in real contexts and situations. The central 
aspect here is learning from experience, from real or simu-
lated problems, and it enables the students to create a mean-
ingful joint outcome. This is also necessary for team-based 
exchange on information security [30] and thus supports 
experiential learning in the scenarios. 
 
For the two research projects “Security” and “SecAware4-
school,” various phases were defined in cyclical rather than 
classical terms. The survey in the initial phase related the 
objectives set out in the proposal for the research project to 
the questions and interests of all the target groups involved. 
In a further step, the information events were intended to 
offer details about the project to the classes that would ac-
tively participate in the course of the project in the experi-
ence-oriented learning scenarios and awareness trainings. 
This proved to be a very time-intensive activity, as in many 
cases the school classes could only be informed one by one. 
In other words, the complexity of organizing separate meet-
ings to suit the individual school curricula often meant that 

                                                 
8 https://canadianteachermagazine.com/2018/04/15/the-remarkable-

impactful-journey-of-authentic-learning/. Accessed March 14, 2019 
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several dates were scheduled for the information sessions at 
each pilot school. 
 
The “SecAware4school” project also includes lower-level 
(ca. grade 6) and higher-level (grade 11) classes, developing 
ten learning scenarios at three different levels of difficulty—
a total of thirty analogue and digital learning scenarios. Ex-
amples are shown in table 2 below. While younger pupils 
benefit in this way from the experience of older pupils, the 
older ones consolidate their knowledge by subsequently 
providing independent moderation and support for the learn-
ing scenarios in their school. The qualification of the pupils 
as so-called youth security advisors is thus another im-
portant cornerstone of the project “SecAware4school.” 
 
 
Table 2 Game-based learning results in the project “Sec-
Aware4school” at the TH Wildau 
 

 

 

 

 

 

 

 
 
The background to the development of the learning scenari-
os shown in table 2 is described in more detail in section 5. 
GBL is often described as an entertaining and motivating 
form of learning [21] using game elements (e.g., points, 
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rankings, scores, levels, rewards, progress indicators) [18] 
[9] [33]. In our own school example, the process of coming 
up with a group name together and the team-based exchange 
that was required to solve the tasks in each learning station 
strengthened the group dynamic and gave the participants a 
stronger sense of solidarity and team spirit. The unofficial 
competition motivated all groups to successfully complete 
the GBL scenarios. As a result, we do not end up with any 
loser groups, only winners, because in the final analysis each 
group learns something new about information security from 
the experience-oriented learning stations, which is crucial in 
a play-based awareness-learning scenario. 
 
 

5.  DEVELOPMENT OF THE 
LEARNING SCENARIOS 

 
In the development of the learning scenarios in the project, 
there are several factors to be taken into consideration: each 
of the methodological approaches used GBL, AccL, and 
AuL, which rely on motivating people to learn through play-
ing in gamification infrastructures. An important role is 
played by the presentation of the game, which should have 
the appropriate character and mechanics to enable the di-
dactic material to be conveyed [14]. In addition, considera-
tion must be given to the target audience and age group, the 
topicality of the facts, new technical advances, and the inter-
ests of the target subjects. 
 
The project “SecAware4school” defines three different age 
groups according to the level of difficulty: Grades 6 and 7; 
grades 8 and 9; grades 10 and 11. The experience-based 
learning scenarios must therefore be developed at three dif-
ferent levels of difficulty. The age of the pupils and any 
prior knowledge they have must be taken into account. 
 
In order to be able to make successful use of game-based 
approaches to teach sixth- to eleventh-graders about infor-
mation security, it is important to know the target groups, 
involve teachers and parents, and regularly evaluate the re-
sults. For the research project, information sessions in the 
participating classes were carried out in advance, and infor-
mation was provided to the teachers and legal guardians. By 
means of an online survey, it has been possible to filter out 
the interests of the participants on the subject of information 
security and to develop analogue game-based learning sce-
narios in response to topics of interest and real contexts. 
 
The varied and stimulating form of learning [21] allows 
participants to exchange knowledge in the form of discus-
sion and feedback [11]. In the project “SecAware4school,” 
ten learning scenarios were designed according to the inter-
ests of the respondents. The development of three learning 
scenarios in more detail is presented here. 
 
Rapid Guessing (see table 2) is a learning scenario that sets 
out to familiarize learners with IS terminology and present 
new terms. The original idea was to compete in teams and 
speed-guess concepts against the clock. There are three at-
tempts per question. As a punitive measure, a camera made 
of Lego bricks was set up a piece at a time after every failed 
attempt. After three failed attempts, the camera is complete-

ly set up, and the team is caught on camera. In Germany, 
this happens if you drive too fast. The construction of the 
camera symbolizes fast, thoughtless, and misjudged behav-
ior on the part of the participants. The moral here is that you 
should act quickly but in a considered way. Extensive test-
ing of this learning scenario showed that the pupils were 
interested in these questions and were especially keen to 
defeat the opposing team. The Lego camera turned out to be 
a nice toy but not necessarily applicable to the learning sce-
nario. It has been omitted in the latest version. After using 
the learning scenario in the USA, the game’s original name 
(“Speed Camera”) turned out to be incomprehensible. As a 
result, the learning scenario was renamed “Information Se-
curity: Rapid Guessing.” The design of the questionnaires is 
now in its final version. The learning scenario contains thir-
ty-six question cards, each at three levels of difficulty. The 
levels of difficulty are indicated by three different symbols 
and color gradations on the question cards. All of the ques-
tion cards are laminated in A5 format. Sustainability is taken 
into consideration inasmuch as all the cards can be wiped 
clean and reused. 
 
Behavior in Social Networks is a learning scenario that 
came out of the creative workshops with pupils. Social me-
dia was identified as problematic by the participating pupils. 
The idea of the learning scenario is to sensitize users to safe 
behavior on social media. The learning scenario is interac-
tive. It includes questions to enable certain terms and activi-
ties relating to information security and social media to be 
guessed, explained, and executed. Pupils have the option of 
playing against each other in teams. The game leaflet shows 
images representing different activities. For each field, there 
is a specific task that the team has to solve to get ahead. The 
tasks are based, for example, on questions about personal 
behavior on social media. It is important to reflect on one’s 
own behavior and to draw conclusions. Other tasks include 
prompts, such as “Choose privacy settings for your ac-
count.” Tasks of this kind motivate pupils to think about 
correct behavior on social media and help them make the 
right decisions. The learning scenario has been designed for 
about 20 minutes of playing time. At the request of the pu-
pils, the learning scenario was also extended to about 60 
minutes of playing time. The process of sensitizing learners 
to their behavior on social media involves two components: 
personal reflection and group exchange. 
 
The third analogue learning scenario of table 2 described 
here is Hazards and Protective Measures. This learning 
scenario deals with the knowledge of IS threats and safe-
guards. The game pad shows several islands of different 
sizes in the ocean. The players must answer questions, rec-
ognize the dangers, and find appropriate protective measures 
to ride from wave to wave and discover the islands. The vast 
ocean symbolizes the Internet and the dangers it hides. For 
each of these dangers, a solution and protective measure 
must be found. Only with the correct protective measure is it 
possible to discover parts of the islands. The sensitization 
derives from questions drawn from everyday (school) life 
and examples for which there is often no clear solution. The 
awareness of information security is stimulated in this learn-
ing scenario by connecting everyday Internet topics with a 
haptic game. 
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All ten learning scenarios in the “SecAware4school” project 
are systematically thought out and coordinated with the 
three levels of difficulty. The development of the learning 
scenarios involves an intense process of testing, revision, 
and evaluation conducted with the schools, coupled with 
careful consideration of the criteria applied.  
 
 

6.  THE AWARENESS TRAINING 
 
Awareness training (AT) raises learners’ awareness of infor-
mation security and its critical importance. Everyday situa-
tions such as shoulder surfing, bullying at school, disclosure 
of personal information on social media, etc. are realistically 
illustrated by GBL scenarios. The AT is to be understood as 
a game-based, informal training, which stimulates partici-
pants’ awareness of information security, encouraging them 
to think about situations from everyday life and to exchange 
ideas and experiences, while practicing and sustainably in-
ternalizing protective measures. 
 
The importance of the AT is that pupils can expand their 
knowledge through appropriate measures—haptic analogue 
and GBL scenarios—and playfully learn to develop an 
awareness of information security, which can then be im-
plemented. The AT makes it possible to sensitize partici-
pants who are interested in the subject of information securi-
ty and thus reaches a wider group of people (teachers and 
caregivers). The design of the AT allows each participant to 
comment and ask questions. The learning scenarios that are 
played out in the AT form a basis for discussion and ex-
change. Each learning scenario is adapted to the age group 
through three levels of difficulty. 
 
Practice shows that students provide many examples of in-
dividual analogue and digital learning scenarios. This con-
firms the intention of the particular method. The AT is a 
non-standard teaching method involving participating pilot 
schools and is unlike conventional frontal teaching. Cooper-
ative learning has an effective structure based on three ele-
ments: reflection, exchange, and imagination [8] [19]. Pupils 
are encouraged to reflect on their own experiences and to 
draw parallels to everyday situations, to exchange ideas 
within the group and to work together to come up with solu-
tions and present them. For this reason, pupils show more 
interest in the individual analogue learning stations. This 
leads to stimulating discussions and an exchange of content, 
offering a number of advantages: it promotes the ability to 
communicate and cooperate, creates a link to real everyday 
problems, and reduces the complexity of the challenges in-
volved to learnable content. At the same time, AT is used as 
an opportunity to try out and, if necessary, further develop 
and adapt the experience-based scenarios. 
 
It is important to participate in the AT before the first crea-
tive workshop and before certain learning scenarios (includ-
ing new pilot scenarios). In this way, participants can more 
easily accept the role of moderators and take this into ac-
count in the creative workshop. The AT take different forms 
in different school contexts. 
 
A classroom AT lasts about 90 minutes because of the 

standard timetable in German schools. During this time, 
participants are sensitized one after another through four to 
six learning scenarios on different topics relating to infor-
mation security. At the beginning of the AT, the class is 
divided into groups. The individual groups of three to six 
participants per class go through the various learning sta-
tions set up in advance and change stations after 15 to 20 
minutes. The learning scenarios are designed for short-term 
play and provide room for discussion during the learning 
station. The discussions and explanations within the group 
reinforce the content of the learning scenario, allowing par-
ticipants to gain practice as moderators of the learning sta-
tion at the same time. 
 
Pupils in the Awareness Training are particularly interested 
in learning stations that are designed to be more interactive 
and colorful. In all learning scenarios, the participants want 
to touch and play with the materials. This observation vali-
dates the project and its aim—to teach the subject matter of 
information security to pupils in a playful way. The learning 
effect among pupils can be observed in the AT, when partic-
ipants explain each other’s terms or reflect on their own 
experience based on everyday situations. 
 
Pupils are free to select and organize their groups as they 
wish. The consequence of this is that possible communica-
tion disruptions in the group can be avoided from the outset 
if pupils are allowed to choose their own work group. 
 
The different grade levels and repeated playing of the learn-
ing scenarios allow the three difficulty levels to be assessed 
more effectively and the learning scenarios adapted. In the 
interests of quality assurance and evaluation, feedback forms 
for individual learning stations are filled out by the partici-
pants and possible suggestions are noted. 
 
 

7.  SUMMARY 
 

The results of the survey, the information events, and the 
prototypes in “SecAware4school” as well as the final ver-
sions of the learning scenarios in “Security” confirmed the 
assumption that sensitization and training are needed on the 
topic of information security in everyday school life. In 
schools, too, there is a gap between individual pupils’ 
knowledge of particular aspects of information security and 
their specific behavior.  
 
Following on from this, after creative workshops in both 
projects, the new game-based learning and teaching scenari-
os on selected topics gleaned from respondents in the project 
“SecAware4school” will be developed at three levels of 
difficulty appropriate to grades 6, 9, and 11. In order to fur-
ther sensitize participants, further creative workshops will be 
offered and carried out in the future to evaluate the analogue 
and digital scenarios that have been developed.  
 
In addition, pupils will be trained as security advisors and 
will be able to complete the ECDL “IT Security” certifica-
tion. Teachers will be given the tools to support them, and 
the necessary knowledge will be imparted. ECDL certifica-
tion will also be facilitated and one teacher from each pilot 
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school will have the opportunity to complete further training 
at no cost to become an information security officer. This 
will be followed by a certification exam. In addition, instruc-
tions and recommendations are provided that are specially 
tailored to parents. Here too, it is hoped that the knowledge 
acquired will be passed on through parents’ evenings and 
similar forms of social interaction between parents and be-
tween parents, pupils, and teachers. The project “Sec-
Aware4school” will end in August 2020. 
 
 

8.  OUTLOOK BEYOND SCHOOLS 
 
The scientific knowledge gained from the project to increase 
information security awareness is by no means limited to 
schools. Rather, it is in general necessary for companies and 
public administrations to continuously sensitize employees 
to the requirements of information security and data protec-
tion in the first step and then to train them according to their 
specific usage patterns. Adults should also be introduced to 
the topics in an emotional way if sensibility is to be success-
ful [28]. For this to succeed, the important topics should be 
worked on in a game-based manner in the context of the 
specific field and the specific terms. 
 
In addition, it is important for the whole population in a 
democracy to raise awareness of information security and 
data protection: to reach people's attention without falling 
into actionism and xenophobia. And finally, special attention 
must be paid to public digitization projects: no digitization 
without information security and no information security 
without awareness [27] [28] [29]. 
 
Digitization is thus having an influence on the work of em-
ployees and managers, on collaborative processes, and on 
the social structure of work as well as on change and learn-
ing processes [15]. Digitization offers the individual hitherto 
undreamt-of new opportunities. The ability to handle data 
independently is subjectivizing the way people search for 
information and the way information is used [15]. However, 
the path to becoming a “smart worker” requires the training 
and development of new “e-competences” [16] [17] [31], 
which go beyond mere technical skills.  
 
Studies in Germany show that the specific knowledge re-
quired for e-government to function is not adequately incor-
porated into the educational system, either in university 
courses or in advanced training programs [22]. The educa-
tional landscape in e-government is highly fragmented [5]. 
Thus, digitization must also be coupled with education and 
the development of appropriate competencies across the 
board. 
 
The current study “E-Government Monitor” and the “D21 
Digital Index” show that Internet usage in Germany is shift-
ing more and more to mobile devices [1]. However access to 
digital government services develops, additional hardware is 
needed, and this remains one of the main barriers to use. In 
future, governmental applications in Germany must be more 
responsive to everyday usage habits by the public, and, to 
that end, people also need to be educated about technical 
security settings. Moreover, sensitization measures to in-

crease information security awareness and trainings in ad-
vanced skills and abilities are needed to develop broader 
competences that go beyond mere technical skills. 
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