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ABSTRACT 

 

Resource utilization requires a substantial consideration for a 

trust and reputation model to be deployed within a wireless 

sensor network (WSN). In the evaluation, our attention is 

focused on the effect of hops coefficient factor estimation on 

WSN with bio-inspired trust and reputation model (BTRM). We 

present the state-of-the-art system level evaluation of accuracy 

and path length of sensor node operations for their current and 

average scenarios. Additionally, we emphasized over the energy 

consumption evaluation for static, dynamic and oscillatory 

modes of BTRM-WSN model. The performance of the hops 

coefficient factor for our proposed framework is evaluated via 

analytic bounds and numerical simulations. 

 

Keywords: Wireless sensor network, BTRM-WSN, accuracy, 

path length, energy. 

 

 

1.  INTRODUCTION 

 

Wireless sensor networks, with its services, have changed our 

life in the last few years. In fact, we are using it as a way to 

access numerous domain services and applications such as 

defense equipments, ecological and habitat monitoring, 

industrial process control, home automation, weather 

forecasting, health care system, traffic control, civilian 

applications etc. Wireless sensors are small size devices 

equipped with radio transceivers and low power batteries. 

Typical features of sensor node include power, storage and low 

cost computational capability hardware [1-2]. A wireless sensor 

network is intended to sense, collect, processes and transmit 

event specific information, in order to accomplish a distributed 

domain task. Moreover, wireless sensor networks [3-4] are the 

type of networks, where the resultant is fully based on the 

sensor nodes cooperation. A wireless sensor network consists of 

a group of sensors or nodes connected through a linked 

mechanism to accomplish a distributed sensing task. Wireless 

sensor networks can be deployed in the conditions which are 

severe from the physical deployment point of view. Security 

aspect becomes the contemporary field of research in wireless 

sensor network and gaining more and more attention from 

scientists and researchers to proceed further [5]. Usually, 

wireless sensor networks are deployed in an open informant 

where the probability of an adversary [6] always remains more 

than in a closed environment. There are numerous proposals to 

detect an adversary node in the wireless sensor networks. 

Traditional means to protect a network include cryptography 

specific techniques and methodologies. Availability of 

cryptographic solutions redresses the issues like authentication, 

authorization, confidentiality and integrity but the requirements 

of wireless sensor networks are more diverse than the 

traditional security policies. Complex computations in the 

cryptography strategies [7] becomes its major drawbacks and 

made these policies unsuitable to be deployed in wireless sensor 

network, which constitutes severe power constraints. For the all 

set of services, trust is advisable and represents a key 

requirement that should be considered as a mandatory criterion 

for any application developer. Many efforts have been done so 

far to address the issue of trust and reputation management in 

several environments. Thus, for instance, a number of trust and 

reputation models have been proposed in the literature ranging 

from peer-to-peer networks [8-10], to wireless sensor networks 

(WSNs) [11-14], to (mobile) ad hoc networks [15-17], to multi-

agent systems [18,19], or even to vehicular-to-vehicular 

networks [20-22]. Recently, trust and reputation management 

finds its place in some popular fields such as cloud computing 

[23-25], identity management and identity federation [26-28], 

web services [29-31], and the internet of things [32]. Hence, it 

is remarkable that the wider coverage and acceptance as well as 

a range of scenarios makes a trust and reputation model very 

useful and adequate. It is appropriate to mention at this stage 

that some authors have already applied bio-inspired algorithms 

in order to perform such trust and reputation management. 

Some examples are quality of service-based distance vector 

protocol [33], AntRep [34], time-based dynamic trust model 

[35] (which make use of ant colony systems [36] and ant colony 

optimization [37]), which further leads bio-inspired trust and 

reputation Model for WSN (BTRM-WSN) [38]. Some of the 

contributors exploited the benefits of fuzzy logic and fuzzy 

representation which leads to the development of models such 

as comprehensive reputation-based trust model with fuzzy 

subsystems [39], A fuzzy reputation agent system [40], or 

pervasive trust management [41]. An initiative towards 

linguistic fuzzy logic enhancement of a trust mechanism for 

distributed networks was proposed by Gomez Marmol et al. 

[42]. We selected bio-inspired trust and reputation model for 

investigations in terms of accuracy, path length and energy 

consumption. This research focuses on the hops coefficient 

factor based issue, which can be refereed as the coefficient of 

resource utilization, a trust and reputation model consumes 

when switching from one hop to another, in order to find the 

trustworthy nodes. We investigated our findings in extremely 

critical and rigorous environment. 

 

This paper is an enhanced version of a previous paper [51], but 

in this new version, a deeper investigation on BTRM-WSN 

model over hops coefficient factor for static, dynamic and 

oscillatory modes of WSN has been provided. Additionally, a 

more detailed experimentation and a new comparative analysis 

have been added as a part of the new version of this paper. 

 

Section 2 presented the BTRM-WSN trust and reputation model 

in wireless sensor networks. Section 3 highlights our motivation 
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for research work. Section 4, illustrated the problem definition 

and system model. Section 5 describes the detailed design of 

our experimental setup. Simulation results and validations are 

presented and discussed in Section 6. Finally, conclusions are 

made in Section 7. 

 

2.  BTRM-WSN TRUST AND REPUTATION MODEL 

 

This trust model for wireless sensor networks (WSN) is based 

on the bio-inspired algorithm of ant colony system [36-38][43-

44]. In this model, most trustworthy path leads to find the most 

reputable service provider in a network. WSN launches a set of 

artificial agents while searching for a most reputable service 

provider. In order to carry out a decision about next sensor, a 

probability is given to each arc by the following Eq.(1). 

                      
     

      
 

      
      

 
                    

                                   

                    

where      pheromone value,      denotes the heuristic 

associated with the link joining r and s,  Jk(r) represents the set 

of neighbors of node r  not visited yet by ant k, and α , β 

parameters balancing the pheromone and the heuristic. The next 

Eq.(2) represents modification of the ants pheromone trace. 

                                                                                                          
where  Ω = (1+(1 - φ)(1- τs1s2 ηs1s2)) τs1s2  denotes the 

convergence value of τs1s2 and φ represents a parameter 

controlling the amount of pheromone. The best path found by 

all ants is indicated by Eq.(3). 

                                                          

where Q(SGlobal_Best) denotes path quality. The quality of the Sk 

paths can be measured as the average of all the edges belongs to 

that path as depicted by Eq.(4).  

                 
  

           
                                                     

where %Ak denotes the percentage of trustworthy paths. The 

punishment or rewards of the path leading to the selected peer is 

given by Eq.(5). 

                                              
   

    
                                

where     reflects the satisfaction value. The distance factor 

joining the link between sensor r and s is given by the following 

Eq.(6).   

       
    

                    
                                                  

 

3.  MOTIVATION FOR CURRENT WORK 

 

To effectively exhibits and analyze the performance of a trust 

and reputation model remains the top priority for the wireless 

sensor network system. An optimal trust and reputation model 

can enhance the performance of the overall system, but the 

wireless sensor network system may not be dependent on the 

same. A single parameter in trust and reputation modeling 

strategy may give the best result for one instance, but we have 

to deploy such an efficient trust and reputation modeling 

strategies that provide optimal results in data dissemination. 

The improper assessment strategy may overload the entire 

network and consume more resources both in terms of energy 

and computation which result in the entire system performance 

degradation. There always remains dire influence of the 

parameters like hops coefficient, sensor augmentation and 

resource utilization factor in trust and reputation model of the 

entire operating environment when evaluating a specific 

wireless sensor network. The goal remains there is to carefully 

choose and examine the trust and reputation modeling strategies 

for the identification of parameters responsible for optimal 

information dissemination without compromising any 

constraints than expected outcome. Therefore, a typical 

realization should be required to identify the parameter 

contribution towards the scope of a particular trust and 

reputation model strategy for the wireless sensor networks. 

 

4.  PROBLEM DEFINITION AND SYSTEM MODEL 

 

In our analysis, we consider hundred networks composed of 

fifty sensor nodes each for hundred scenarios in a two 

dimensional fields. Sensor nodes in a cluster with a specific 

radio range transmit the data to the cluster head and then the 

base station within the entire network. Network deployment 

focuses on hops coefficient and path length factor in the 

specified conditions. Although any trust and reputation sensor 

node strategy can be used in our model, we utilized BTRM-

WSN trust and reputation model for our proposed framework. 

Accordingly, for static, dynamic and oscillatory wireless sensor 

networks with trust and reputation model strategy mentioned 

above, we are concerned in finding the following two problems. 

(i) What is the influence of hops coefficient factor over fixed 

coverage area on static, dynamic communication mode of  

wireless sensor networks, (ii) How the BTRM-WSN trust and 

reputation model affect the parameters like accuracy, resource 

utilization and energy consumption in the said WSN system. 

 

5.  DETAILED SETUP 

 

We focused on three parametric aspects namely: accuracy, path 

length and energy consumption for information dissemination 

in wireless sensor networks. For this, we have developed the 

unmitigated scenario pinpointing two main targets. Firstly, we 

are interested to find the value of three above mentioned 

parameters for stationary wireless sensor networks. We want to 

know the summation of all the node operations with sensor 

augmentation and resource utilization factor parameter. Lesser 

path length of node operation always given due attention as it 

consumes fewer resources and exhibits more efficiency. 

Secondly, we want to make an estimation of the sensor value 

variation effects on communication performance in correlation 

with two trust and reputation models. Finally, we made the 

comprehensive evaluation of energy consumption with static 

wireless sensor network in our proposed framework. We 

designed a wireless sensor network template using the 

following parameters as shown in Table  1.  

 

Table 1 Scenario Parameters 

Scenario Options Value 

% Client 

% Relay Sever 

% Fraudulent Server 

Radio Range  

Delay 

Number Execution 

Number of Network 

WSN Area 

Minimum Number of Sensors  

Maximum Number of Sensors  

Hops Coefficient Factor 

Node Orientation 

15 

5 

30 

12 

0 

100 

100 

100 m × 100 m 

50  

50 

 0.1 - 1.0 

Static , Dynamic, Oscillatory 
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15% of all nodes in a randomly created WSN acted as clients 

and the rest of 85% nodes acted as servers. 5% of the nodes 

acted as relay servers not offered any services and acted as relay 

nodes. The radio range of the nodes set at 12 hops to its 

neighbors. We consider a scenario where the percentage of 

malicious servers remained 30% which specify the 

indispensable condition for our WSN framework evaluation. 

We set the minimum and maximum number of sensors 50 that 

creates a WSN. Sensor nodes belonging to our developed 

networks spread over the area of 100 m × 100 m. A total of 

hundred networks were examined hundred times and the final 

result reflects the average value of all the networks. The process 

of searching trustworthy server was conducted hundred times 

for each network. Table 1 displays the summary of parameters 

deployed in our model.  Figure 1 shows the setup of our 

simulation. In the simulation window, yellow dots denotes 

client nodes, green dots represent the benevolent nodes, red dots 

show malicious node, blue dots depicts relay nodes and black 

dots exhibit idle nodes respectively. 

 

 
Figure 1   Simulation Scenario 

 

 

6.  ANALYTICAL RESULTS AND VALIDATIONS 

 

This section enables us to implement and evaluate trust and 

reputation models for different wireless sensor network modes. 

We used Java based event driven TRMSim-WSN simulator [45] 

version 0.5 for wireless sensor network allowing the researchers 

to simulate and represent random network distributions and 

provides statistics of different data dissemination policies 

including the provision to test the different trust and reputation 

model strategies. Numerous decisions like static or dynamic or 

oscillating networks, a combination of dynamic and oscillatory 

networks, the percentage of fraudulent nodes, the percentage of 

nodes acting as clients or servers, etc. can be implemented as 

well as tested over it. The proposed model is tested on BTRM-

WSN trust and reputation models with extreme conditions. We 

reported a comprehensive analysis based on hops coefficient 

factor and resource utilization factor over static, dynamic and 

oscillatory wireless sensor networks. Static WSN can be 

referred as the type of networks where the sensors positions 

remain predefined and fixed. Dynamic WSN are the type of 

WSN where the sensors swaps into the idle state for a while if 

they do not receive any request within certain amount of time. 

In case of oscillatory WSN, each malicious sensor becomes 

benevolent after certain executions. We gathered data for three 

metrics namely accuracy, path length and energy consumption. 

The outcome of the simulations will be subject to the following 

subsections.  

 

6.1 Accuracy Investigations 

The term accuracy in the trust and reputation models may be 

defined as the selection percentage of trustworthy nodes. We 

calculated the accuracy from two viewpoints namely: Current 

and average. Initially, we calculated current accuracy 

corresponds to static, dynamic and oscillatory WSN mode as 

shown in figure 2. Static WSN mode exhibits less zigzag 

behavior than dynamic and oscillatory WSN modes. In case of 

static WSN mode the current accuracy remained more stable as 

compared to other WSN modes. The reason behind the same is 

complex computation for accuracy calculation in dynamic and 

oscillatory WSN mode. Next, we calculated average accuracy 

which depicts approximately similar behavior as we noticed in  

  

 
Figure 2 - Current accuracy versus hop coefficient factor in 

BTRM-WSN model   

 

case of current accuracy. At the beginning and at the ending 

instance, average accuracy outperforms current accuracy as 

shown in figure 3. This is because of the fact that current 

accuracy reflects the resultant of one event whereas the average 

accuracy depicts the summation of all the events. One common 

observation we noticed that the accuracy reflect incremental 

behavior as we increase the hops coefficient values in BTRM-

WSN trust and reputation model. 

 

 
 Figure 3 - Average accuracy versus hop coefficient factor in 

BTRM-WSN Model 
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This shows a good agreement with the results reported in 

reference [46]. An initiative towards the description of energy 

consumption analysis for different trust and reputation models 

was proposed in reference [46]. We enhanced this evaluation 

towards a bit intricate assessment by incorporating hops 

coefficient factor, resource utilization and energy evaluation 

aspect in our scenario.  

 
Figure 4 - Current path length versus hop coefficient factor in 

BTRM-WSN Model 

 

Further, we observed average path length which shows steady 

behavior than the current path length as reported in figure 5. 

One common thing we analyzed that the dynamic and 

oscillatory modes of WSN consumes more resources than the 

static WSN in both types of path length values.  

 

Figure 5 - Average path length versus hop coefficient factor in 

BTRM-WSN Model 

 

We also observed that the static WSN mode is more prone 

towards resource utilization than dynamic and oscillatory WSN 

modes. We proposed a more robust framework subsuming 

different WSN nodes versus hops coefficient and resource 

utilization on a single platform. Verma et al. [47] presented 

scalability impact on the wireless sensor network. We extended 

this scalability concept to a further extent by adhering the hops 

coefficient towards the evaluation of BTRM-WSN trust and 

reputation model which make our proposal more robust. 

Moreover, Xiong et al. [48] reported peer to peer trust and 

reputation based model for structured peer to peer networks, 

including strategies for its implementation and evaluation in 

decentralized environmental conditions. Especially for 

unstructured peer to peer networks based on parameters was 

suggested by Chen et al. [49]. We enhanced the contribution to 

a certain extent by hops coefficient, path length and energy 

consumption parameters for wireless sensor network evaluation 

making our investigation more rigorous and real time.  

6.4 Energy Concerns 

Lastly, we focused on the average energy consumption for 

BTRM-WSN trust and reputations model. A comparative 

analysis from the energy consumption aspect is shown in figure 

6.  

 
Figure 6 - Energy consumption versus hop coefficient factor in 

BTRM-WSN Model 

 

We observed that the energy consumption increases with the 

increase in the hops coefficient factor in a zigzag manner. In 

case of static WSN, energy consumption exhibits gradual 

incremental behavior and remains maximum for the hops 

coefficient value 0.8 and minimum for 0.1. For the dynamic 

WSN mode, energy consumption remains highest at the hops 

coefficient value 0.4 and lowest for 0.1.For the oscillatory mode 

of WSN, energy consumption remains at the peak with hops 

coefficient factor value 0.7 and lowest at 0.4. Marmot. et al. 

[50] reported a comparative analysis of the energy consumption 

with respect to sensors specific aspects. In our proposal, we 

extended this concept towards a more robust evaluation with the 

static and dynamic WSN mode. 

 

  

7.  CONCLUSIONS 

 

This paper concluded the influence of hops coefficient factor on 

the BTRM-WSN trust and reputation models in wireless sensor 

networks. We have observed the effect of hops coefficient 

factor for static, dynamic and oscillatory modes of WSN. It is 

evident from the simulation that there is a strong relationship in 

between hops coefficient factor and resource utilization on the 

WSN modes of trust and reputation model evaluation. We 

evaluated a wireless sensor network framework with reference 

to three performance metrics namely: accuracy, path length and 

energy consumption viewpoint. We estimated accuracy and 

path length in terms of overall percentage of the functionality 

whereas energy consumption in terms of millijoule specifically 

for sensor node operations. We stressed on three major 

directions. Firstly, we evaluated accuracy, path length and 

energy consumption for BTRM-WSN trust and reputation 

model. Secondly, we investigated the entire framework for hops 

coefficient factor evaluation on above stated trust and reputation 
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model and lastly the same model is deployed for the overall 

evaluation of a static, dynamic and oscillatory wireless sensor 

networks. We observed that with the increment of the hops 

coefficient factor value reflects their strong affection and 

correlation in static and dynamic WSN modes. We can predict 

with our investigations that more hops coefficient value better 

will be the probability of accuracy, optimal resource utilization 

and more energy consumption by the wireless sensor network 

system. Further, we also estimated that static WSN can have 

more probably of accuracy, optimal path length and lesser 

energy consumption than the dynamic and oscillatory WSN 

mode. In the future, we would like to work towards additions on 

newer trust and reputation models for the wireless sensor 

network domain.  
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