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ABSTRACT !

With increasing digitization, information security (IS) is
becoming an important issue for all employees working
in companies and organizations. If the human factor is to
be seen as a strength rather than a weakness, appropriate
awareness-raising measures are required. One way to
raise awareness is through game-based learning (GBL),
which can be used as an ongoing means of motivating
employees to engage emotionally with the subject of IS
and changing their online behavior accordingly. As part
of the project “Mittelstand 4.0-Kompetenzzentrum Stutt-
gart” (Mittelstand 4.0-Competence Center Stuttgart), two
analog GBL scenarios on the topics Social Engineering
and Security Risk Management for SMEs are currently
being developed over the period of a year, from April
2020 through to March 2021. In this paper, the develop-
ment process—including the phases prototyping, testing,
and adaptation—is described and the prototype results
shown. Testing analog prototypes in times of COVID-19
is particularly challenging. The experience gained in this
mini project will be incorporated into the new three-year
project “Awareness Lab SMEs (ALARM) Information
Security,” which is funded by the Federal Ministry for
Economic Affairs and Energy and has been running
since October 1, 2020.

Keywords: Game-Based Learning Scenarios, Social
Engineering, Security Risk Management, SMEs, Manu-
facturing Industry, COVID-19 Challenges

1. INTRODUCTION

There is no doubt that information security (IS) is key to

1 We would like to thank Simon Cowper for his comprehensive
and detailed peer-editing of this paper.
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all organizations. With the increase in digitization, IS is
becoming an even more important issue for all employ-
ees, as is the competence of those responsible for it.
However, the existing legal and regulatory requirements
relating to security awareness are often only binding for
large companies or, as in the case of the IT security law,
depend on the particular sector of industry [1]. In a study
from 2017, two-thirds of the small and medium-sized
enterprises (SMESs) surveyed regarded IT security as
highly important, while only 20 percent had already car-
ried out IT security analyses [2]. For small businesses, in
particular, management systems such as 1SO 27000 or
the BSI standard exceed their resources [3]. In the manu-
facturing sector, 36.8 percent of SMEs regularly conduct
awareness training for their employees [2].

In many organizations, information security awareness
(ISA) and the training of relevant competences (ISAT)
are often limited to knowledge-transfer measures. How-
ever, measures to raise awareness and conduct training
on the abstract issues of IS do not seem to have a lasting
effect: users do not always behave in the way they are
supposed to [4]. Tsohou et al. (2012) conclude from re-
cent global security surveys that ISAT are not working at
present [5]. In many cases, a “technocratic” view of risk
communication blocks the way to actual communica-
tion—in other words, there is a tendency for technical
experts to tell people what they ought to know [6].

Moreover, policies that end up as long lists of dos and
don’ts do not inspire employees. “Most employees only
access [the policies] when they have to complete their
mandatory annual ‘security training’ [...], which has
little to no effect on their security behavior” [7]. In addi-
tion, a one-time training aimed at addressing security
awareness gaps is not sufficient to ensure the necessary
compliance with the security culture [8]. However, psy-
chological research shows that in addition to the classical
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theoretical approach to knowledge transfer, we need a
marketing-oriented approach to promote emotional iden-
tification and a systemic approach to team-based com-
munication [9] [10]. Because IS and IT are about more
than technology [11] [12], social participation in a com-
municative team process seems to be a key component in
developing ISATs and relevant training material.

This is where Serious Games and the game-based learn-
ing (GBL) methodology come in. GBL has great poten-
tial to make valuable contributions to socially relevant
areas such as education and health [13] [14]. For this
reason, it has been receiving increasing recognition over
the last decade as an effective teaching and learning
method that improves motivation and triggers behavioral
changes [15]. Creating emotional resonance requires
specific individual concerns to be addressed. People need
to “understand”—through emotional engagement—that
they are themselves affected by a lack of 1S. Analog
GBL is especially effective as a means of stimulating
motivation and should be explicitly used for ISAT, be-
cause learners can directly see the consequences of their
actions and get a sense of their knowledge level in dia-
logue.

Two analog game-based learning scenarios on the topics
of social engineering and security risk management are
being developed for SMEs in the manufacturing industry
within the project “Mittelstand 4.0-Kompetenzzentrum
Stuttgart” (Mittelstand 4.0-Competence Center Stutt-
gart). Our paper addresses the key issues involved in
developing such analog learning scenarios for companies
and looks at the impact COVID-19 has had on them.

2. METHODOLOGY AND PROCEDURE

Game-Based Learning

The assessment of a risk according to its probability of
occurrence and the potential extent of the damage it can
cause plays an important role here. The methods used for
the development of the awareness-raising measures are
mainly GBL and accelerated learning. Like IS, games are
rule-based and thus inherently capable of being adapted
to suit a wide range of IS topics. In developing and de-
vising these games, it is important to orient them to spe-
cific target groups [16] and adapt them to the appropriate
lived environment. The individual GBL scenario should
impart knowledge to the target groups, while also engag-
ing them at an emotional level and enabling them to
practice new behavior patterns in a protected environ-
ment. The inclusion of interactivity in the development
of the scenario and the enabling of a verbal exchange
between the participants about their expectations and
experiences are of particular importance.

In this process, the complex reality must be presented in
a greatly simplified manner so that the learning scenarios
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can be easily understood and played. At the same time,
the key dangers must be recognized, and motivation for
behavioral changes supplied. In order to further reduce
complexity, familiar game mechanics or codes from pop
culture are used in some cases to enable a quick grasp of
the rules. The use of a moderator makes it possible for
the topic to be quickly introduced. In addition, the mod-
erator’s presence guarantees the flow of the game and
encourages discussion.

The goal of the developed learning scenarios is not to
offer extensive training but to raise awareness among
participants. While these measures provide a sense of IS
and enable individual participants to recognize the im-
portance of the topic, reflect on their own behavior, and
respond accordingly [17], training courses aim to build
deeper knowledge and skills.

First Phase: Creating Ideas

Various creative methods can be used as an introduction
to the individual topics. One of the classic methods is
brainstorming, in which ideas are generated without any
criticism. A subsequent process of mind mapping helps
to organize the ideas that have been generated and de-
velop them further. The combination of individual and
joint brainstorming in the group achieves particularly
good results [18].

Although creative workshops had been included in the
planning for the mini project as a means to set priorities
for the learning scenarios, owing to the COVID-19 regu-
lations, these could not take place. Instead, two surveys
with SME-related organizations (a transfer agency and a
nationwide working group on IS) served as a basis for
developing the scenarios. The first survey served to spec-
ify the task, while the second contained questions on
content. For 60 percent of the fifteen survey participants,
analog GBL scenarios packaged as serious games have
not been used in training or education to date. In the few
cases where analog learning scenarios have been used,
the experience was very positive. Specific questions
were asked to help gain an overview of prior awareness-
raising and training concepts. It turned out that the
choice of methods corresponds to the common practice
of passive knowledge transfer. Lectures, print media
(e.g., posters and brochures), and webinars were men-
tioned as focal points.

For the 36 percent of SMEs where learning success is
measured, evaluation and feedback questionnaires are
the method of choice. The learning scenarios on the sub-
ject of social engineering are intended to enable the par-
ticipants to recognize attacks and protect or defend them-
selves against them. The complex learning scenario on
security risk management is intended to motivate em-
ployees to consciously accept risks instead of ignoring
them.
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While various scientific papers [19] [20] [21] and Kevin
Mitnick’s The Art of Deception: Controlling the Human
Element of Security [22] were used as inspiration for the
topic of social engineering, the BSI standard 200-3 [23]
served as the basis for developing the game on risk man-
agement.

Second Phase: Prototyping

In contrast to digital games, analog games also include
haptics. Communication is direct and does not take place
via chats. This favors discussion between the partici-
pants—for example, to help clarify terms, negotiate a
strategy, or analyze an error. The development of analog
as well as digital and hybrid GBL scenarios is an itera-
tive process that goes through the steps of development,
testing, and adaptation several times before the final ver-
sion is available. While in the mini project the two learn-
ing scenarios are only developed in analog form, in the
large three-year project “ALARM Information Security”
a broad spectrum of analog and digital learning scenarios
have been set up, and their effectiveness will be checked.

Learning Scenario 1—Social Engineering
Theater: In a recent study conducted by bitkom, 37 per-
cent of the more than 1,000 companies surveyed stated
that they had been affected by analog and digital social
engineering, with estimates suggesting that little more
than half the cases are actually detected [24]. Thus, in
terms of espionage, sabotage, and data theft, social engi-
neering is one of the most common crimes committed.
This clearly indicates a need to raise awareness among
employees.

In the process of developing the learning scenario, the
topic of social engineering (SE) needs to be considered
from multiple perspectives. At the same time, it is im-
portant to avoid monotonous repetitive loops. Therefore,
the method of circuit training used in previous projects
was adopted, and the learning scenario was designed in
three parts. A metaphor was sought to connect these
parts: the use of terms from the world of theater stems
from the original idea of developing a role play.

The game begins with a round of introductions within
the framework of the prologue, which is designed in the
form of cogwheel gears: a reference to the manufacturing
industry. The first act of the Social Engineering Theater
(SET), “Sketch,” is designed as a role play, which is then
supplemented by a card assigned to the player. The sec-
ond act, “Directing,” is a digital video quiz designed as a
warm-up. The third act, “Backstage,” uses planning
techniques in the form of a modified sequence diagram.

Besides the content and the methods and game mechan-
ics applied, the amount of time needed or estimated for
the game is a key consideration. Our “5/5/5 method” was
often used for the circuit training sequence in previous
projects (5 minutes for the introduction, 5 minutes for
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playing, and 5 minutes for evaluation and discussion).
However, this method is only suitable for short-term
awareness-raising measures. Because the SE tackled in
this project requires a higher degree of complexity, con-
siderably more time must be planned. The total time for
SET is 90 minutes. A prologue of about 15 minutes pre-
cedes the three acts of 20 to 30 minutes each. However,
depending on the number, mentality, and previous
knowledge of the participants, the time can be shortened.
This flexibility is important when using serious games in
companies.

Learning Scenario 2—Security Risk Man-
agement: Since there are many other risks related to IS,
the introduction of a security risk management system
(SRM) is highly recommended. Fenz et al. identified the
following as some of the common problems encountered
in implementing an SRM: asset inventory and counter-
measures, asset value assignment, risk assessment, and
the trade-off between risk and cost [25].

Since SRM is an extremely complex topic, an analog
learning scenario cannot cover all the areas. The focus
was thus placed on risk assessment. In the project, sup-
port work has been contracted out to the firm
known_sense. Their practical experience indicates that in
a typical company, managers are initially not as open to
GBL scenarios as other employees. In order to make the
introduction to the topic and the learning scenario more
accessible for the middle-management target group, var-
ious elements of the well-known game of roulette were
used to arouse the interest of managers.

Third Phase: Testing

Owing to the COVID-19 regulations, the workshops
planned for testing the learning scenarios in analog form
have not taken place as yet. Since feedback is indispen-
sable for further development, the prototypes and their
descriptions were sent to the client for individual testing.
In addition, on-site tests were carried out with small
groups of trainees from the central IT service provider
for the State of Brandenburg (ZIT-BB) and first-semester
students from the administrative informatics course
(VIBB-20) at TH Wildau. These analog tests were done
in compliance with the distance rules and the obligation
to keep the mouth and nose covered.

For the follow-up project “ALARM Information Securi-
ty,” short questionnaires were developed and filled out
by the trainees and students in the course of a test. The
survey is a first step in developing methods of measuring
the effectiveness of awareness raising and is to be re-
peated after six months in the larger project to allow
conclusions to be drawn about the increase of awareness
over time. The results will also provide the data basis for
a matching method that uses partial order to map learn-
ing paths.
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The on-site tests with the trainees and students proved to
be difficult owing to the distancing rules. Although it
was not possible to test with the actual target groups,
there were helpful suggestions for improvements.

Online Workshops: On-site workshops were
planned to test the learning scenarios in detail: with a
focus, for example, on the game mechanics. These are
not feasible owing to the COVID-19 regulations. As an
alternative, hybrid (analog and digital) workshops were
planned online for January 2021. Hybrid, in this case,
means that the participants all log in via a video-
conferencing system, but the workshop moderators are
on-site with the respective learning scenario that has
been set up. The participants get involved by supporting
the moderator in his role as an “analog avatar” in con-
ducting the learning scenarios, even steering his or her
decisions and discussing them with each other.

The goal is not a simple live broadcast and is thus not
based on the mere consumption of content as in a webi-
nar but on the interactive and emotional involvement of
the participants. To this end, online conference tools
such as Zoom, jitsi, BigBlueButton (embedded on our
university’s Moodle platform), and CiscoWebex were
first tested in detail with regard to their functionality.
Later on, these were also examined from the point of
view of data protection [26]. The selection process ulti-
mately restricted the online conference systems in ques-
tion to BigBlueButton and CiscoWebex, both of which
are already running on our university’s servers. For the
first time, a high-resolution web camera as well as a
camera tripod with a swivel arm and counterweight are
to be used, which will allow for classical communication
and a view of the playing spaces at the same time.

To summarize Kerres (2020), it should be noted that
analog formats cannot be converted 1:1 into digital for-
mats, and that digital formats should be designed in such
a way that they take into account various restrictions—
for example, with regard to the channels of perception
[27]. Such a conversion was thus out of the question.
Similarly, an exclusively digital version was not consid-
ered, as this would lose the analog character and would,
in practical terms, turn the serious game into an entirely
new game. To ensure active participation in the work-
shop, the total number of participants is limited to ten.

Learning Scenario 1—Social Engineering
Theater: The online workshop on Social Engineering
Theater is designed in three parts. In the first part, the
“Prologue,” the participants introduce themselves, while
one of the moderators notes down the information on the
cogwheels and then places it on the camera image. In the
second part, “Sketch,” one or two sketches are presented
by two moderators instead of the participants. The group
is then divided up and put into two or three breakout
rooms in the video-conference system, each with one

SYSTEMICS, CYBERNETICS AND INFORMATICS VOLUME 19 - NUMBER 2 - YEAR 2021

moderator. In these rooms, the sketches are discussed
and debated. The results are then presented. The third
part of the first learning scenario, “Backstage,” follows a
similar principle: the moderators serve as analog avatars
for the participants and carry out their instructions—e.g.,
labeling cards and placing them in specific positions.

Learning Scenario 2—Security Risk Man-
agement: Owing to the higher degree of complexity, the
online workshop on Risk Roulette is designed as a
presentation of the learning scenario in stills (see figure
1). The presentation introduces different possibilities for
game mechanics. The individual options are then dis-
cussed in breakout rooms and subsequently presented to
all participants.

OPTION 1: 1 Company-
Karte pro Runde fiir alle
oder

OPTION 2: 1 Company-
Karte pro Team pro Spiel?

SN

Fig. 1 Online Workshop: Risk Roulette—explanation in the
presentation (in German)

Methods Evaluation: The methods chosen to
evaluate the online workshops were an open feedback
session at the end of the workshop and an online ques-
tionnaire.

The online questionnaire consisted of ten questions di-
vided into introduction, technical and general infor-
mation, online workshop, and learning scenario. The
questionnaire did not involve the collection of any per-
sonal data. The question types were mainly closed ques-
tions with either single-choice or matrix-based answer
options. The two open questions each included a text
field into which the responses could be entered.

At the beginning of the survey, participants were asked
to indicate the particular workshop they had attended.
This was the only compulsory question in the survey,
serving as a control based on the assignment of the data.

¢ In the technical and general part, participants were
asked about the type of equipment used, headset use,
quality, technical problems, and the optimal duration
of a workshop.

¢ In the online workshop part, the participants provided
feedback on the implementation and made concrete
requests for changes.

e Finally, in the learning scenario part, the participants
were asked to evaluate the extent to which the online
workshop was able to adequately convey the princi-
ple and the mechanics of the game and what specific
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changes they would like to see in the learning scenar-
io.

3. RESULTS
Prototyping

Learning Scenario 1—Social Engineering
Theater: In this learning scenario, a three-person team
of participants receives a prepared sketch focused on one
of three different social engineering attacks. Each team
member takes a role in the sketch as speaker, employee,
or social engineer.

The scene is presented in front of the entire group and
subsequently discussed and debated with regard to the
attack vectors used, the social engineering techniques,
protection, or countermeasures applied, and the commu-
nication channels involved. A preliminary prototype of
the playing surface and maps is shown in figure 2.

Fig. 2  Prototype: Social Engineering Theater “Sketch”
(in German)

The second act of the SET learning scenario, “Direc-
tion,” which is conceived as a digital video quiz, shows
individual scenes of various social engineering attacks,
on the basis of which participants need to decide on a
course of action.

Subsequently, the participants put themselves in the
shoes of a social engineer for the third act, “Backstage.”
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Using a fictional newspaper report, they are to recon-
struct the attack by connecting the various actors, ob-
jects, and activities over time. Figure 3 shows a possible
result.

guul
«REEZ{TNNEN
T

g—:—.‘

«INRMECIRCRENRER
T
4BEZZ<EERN

Mittelstand 4.0 digital nBW
Fig. 3 Prototype: Social Engineering Theater “Backstage”
(in German)

Fig.4  Prototype: Risk Roulette
Learning Scenario 2—Security Risk Rou-
lette: This complex learning scenario consists of five
steps. First of all, there is a briefing in which the game
material and the rules are briefly explained. In the first
step, the participants introduce themselves and identify
the initial risk. Risk assessment is carried out in the sec-
ond step, in which the risk category is determined using
a 4 x 4 risk matrix based on the frequency of occurrence
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and potential damage as per [23]. In the third step, the
participants must decide on an option for addressing the
risk, for which appropriate measures are selected in step
four. In step five a decision is made as to whether and to
what extent an actual incident occurs on the basis of a
certain risk.

Online Workshops

The two online workshops were conducted as planned
and without major technical problems. Of a total of
twenty participants, twelve took part in and completed
the online survey, seven for Risk Roulette and five for
Social Engineering Theater. Seventy-five percent of par-
ticipants used a laptop and 25 percent used a desktop PC
to participate in the online workshops.

A headset was used by over 80 percent. In terms of
quality issues, ratings ranged from very good to neutral.
The quality of the acoustics was rated as good (58.33%)
to very good (41.67%). Almost 60 percent rated the
technical introduction to the tool used as very good, and
one third as good. For half, the inclusion of the Etherpad
as an external tool was very good and for one third good.

The fact that other participants sometimes did not mute
themselves made it difficult for one person to participate
because of noise. Otherwise, there were no technical
problems on the part of the participants. For just under
45 percent of participants, a digital workshop should
have a minimum duration of either 30-60 or 60-90
minutes. For two-thirds of participants, an online work-
shop should last no longer than three hours.

Despite the good to very good feedback from partici-
pants, some reflected that they prefer face-to-face events.

Learning Scenario 1—Social Engineering
Theater: All participants who also took the survey felt
included in the workshop. The break was not sufficient
for one person. Accordingly, the wish was expressed to
establish fixed break times. From the point of view of the
participants, the content was well to very well timed, the
goal was communicated in a comprehensible manner,
and the tasks were easy to understand and follow. The
quality of the content shared was rated as good (60%) to
very good (40%). The workshop was also perceived as
varied. Almost all of them took away important infor-
mation for their everyday work.

For four of the five participants, the workshop was able
to convey the principle and the game mechanics of the
analog learning scenario well, for one person even very
well. Requests for changes to the learning scenario were
already expressed in advance in the open feedback
round. These include, for example, the wish for a prior
explanation of the terms “attack vector” and “social en-
gineering technique.” One suggestion that would actually
slightly change the course of events is the proposal to
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initiate a discussion in the “Epilogue”—using the protec-
tion cards available in the “Sketch”—on how an effec-
tive defense could be designed in the third act.

Online Workshop Security Risk Roulette:
The quality of the content shared was rated as mostly
very good (71.43%) and occasionally good and neutral
(14.29% each). The majority of participants (85.17%)
partially or fully agreed with the statements that the con-
tent was optimally timed and the break was sufficient.

Almost all participants (85.17%) felt well engaged in the
workshop. The workshop was perceived by all as varied.
Almost 30 percent of the participants took a neutral posi-
tion on the question of comprehensibility and the com-
prehensibility of the tasks, and 14.29 percent on the issue
of how clearly the objectives were communicated. This
indicates a slight need for improvement on these points.
Only some of the participants would take information
from the workshop with them into their everyday work.
For the workshop, the wish was expressed several times
that the game be played as a concrete scenario.

For four of the seven participants, the workshop was able
to convey the principle and the game mechanics of the
analog learning scenario well, for two people even very
well, and for one person only moderately. Concrete re-
quests for changes to the learning scenario included
blank cards for personalization and the retention of the
different game variants.

4. DISCUSSION, CONCLUSIONS, AND
OUTLOOK

Since the two surveys prior to the development process
served only to establish priorities, the small number of
participants is a limiting factor in our mini project, albeit
a negligible one.

Starting out with the preliminary ideas, the development
process takes an iterative approach, running through the
three phases of prototyping, testing, and adaptation. Test-
ing analog prototypes in times of the COVID-19 pan-
demic is a special challenge, because the use of digital
tools and the development of interactive online formats
turned out to be mandatory. This change requires thor-
ough testing with regard to functionality and data protec-
tion aspects.

Even though it is generally advantageous to involve the
target group in testing the prototypes, the tests with the
trainees and students at least yielded sufficient findings
to improve the game mechanics and some details of the
content.

The workshops showed that it is generally possible to
transfer and test the game mechanics of analog learning
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scenarios digitally. However, due to the very small num-
ber of participants and the different implementation con-
cepts, it is not possible to implement this across the
board. Despite all the limitations that online formats en-
tail, the feedback from participants was consistently
positive.

Theoretically, a further development iteration would
need to take place after testing the learning scenarios
with the respective target groups. In practice, the
COVID-19 pandemic is a barrier for analog serious
games, the budget is very limited for the small one-year
project, and the project duration is too short for in-depth
research.

Since analog formats are not transferable 1:1 into digital
ones, a hybrid format is an appropriate alternative, but
this is not an exact substitute as the transmission tech-
nology and other components are susceptible to interfer-
ence and the perception channels are limited. In many
cases, an emoticon, an approving or disapproving re-
sponse, or the image of a thoughtful face via a video
signal cannot be captured uniquely online and offer no
substitute for direct interpersonal interaction. Today’s
technical capabilities cannot adequately convey the mul-
titude of subtle nuances of nonverbal communication. In
principle, an analog workshop is preferable to a digital
workshop because participants have a greater degree of
involvement and interact more.

However, more research is needed to find out how well
analog GBL scenarios come across in the digital format
and to what extent they can be tangibly designed using
“hybrid” combinations of analog games and digital
transmission. Appropriate equipment is required to en-
sure good or very good picture and sound quality, and
this must also be thoroughly tested in advance. The cur-
rent disadvantages must be compensated for in the fu-
ture, for example, with new concepts or the use of new
technologies such as virtual or augmented reality, so that
learning can also be experienced in the digital world.

We argue that analog GBL scenarios can help to raise
awareness among employees of complex IS issues. Fur-
ther research and experimentation is needed in this area.
Further research projects are needed to test this out by
developing methods for measuring ISA explicitly.

The experience gained in this project will be incorpo-
rated into the next three-year project “Awareness Lab
SMEs (ALARM) Information Security”, which has been
running since October 1, 2020. In this larger project, on-
site attacks are to be carried out, and methods for gaug-
ing the effectiveness of awareness measures will be de-
veloped.

Our experience from other projects with other target
groups make it clear—and this also applies to SMEs—
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that knowledge transfer in awareness-raising measures
requires emotional identification and interactive in-
volvement of the participants. The complexity of the
specific IS topic must be reduced in order to make the
game playable and understandable. In addition, the im-
portance of the topic in everyday situations and work-
places should be made clear through moderation and
active discussion.
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