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Abstract’

This paper presents a transdisciplinary approach to define the field of cybersecurity.
The main purpose of this study is to enhance the understanding of the impact of
cybersecurity in different aspects of life, improving the interdisciplinary and
multidisciplinary relation focusing on the impact of cybersecurity on other disciplines.
The more specific purpose is to determine how cybersecurity professionals, including
academics and researchers, can better approach cybersecurity as a transdisciplinary
field to ensure data security and privacy. The paper focuses on how cybersecurity
affects the different aspects of society, such as legal systems, online business and
services, etc., on personal and organizational levels. Additionally, it focuses on how
trans-disciplinarity involves academic researchers from different, unrelated academic
disciplines as well as non-academic stakeholders or end-users to create new
knowledge. Based on the extensive literature review on multidisciplinarity,
interdisciplinarity, and transdisciplinarity research in cybersecurity, this study found
that a transdisciplinary approach is needed to ensure cybersecurity in organizational
and individual level. For that purpose, the academics, researchers, and practitioners
from different disciplines must engage with their content extending beyond their
traditional academic boundaries and reaching out to non-academic stakeholders or

end-users of digital technology.

Keywords:  Cybersecurity,  Privacy,  Transdisciplinarity,  Interdisciplinary,
Multidisciplinary.

1. Introduction

As organizations increasingly become dependent on digital technology, they are

required to address the cybersecurity risks associated with the technology used
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by the growing number of people. The cybersecurity risks focus on the threat to
people’s data security and privacy when they use digital technology. To reduce
these risks and ensure cybersecurity, Information Technology (IT) management
often rely on technology-based solutions. Although the technical solutions help
improve cybersecurity, relying on them exclusively is not practical enough to
eliminate these cybersecurity risks. Empirical and anecdotal evidence suggest
that success in safeguarding cybersecurity can be achieved only when efforts

invest from both technical and socio-organizational perspectives.

Cybersecurity is traditionally a track or subset of Information Technology (IT)
or Computer Science. However, cybersecurity as a field is comprised of different
disciplines. One of the main challenges in the cybersecurity field is its
interdisciplinary nature that involves fields of computer, technology,
engineering, law, business and social sciences in the academic world (Omar et
al., 2020). Consequently, it is basically almost impossible in real life to mitigate
threats to cybersecurity and defend against cyber-attacks without coordinated
efforts from qualified teams with skills in all the aforementioned disciplines.
More specifically, the transdisciplinary approach, which requires inclusion of
non-academic stakeholders in the process of comprehension, understanding and

awareness, is vital in this process.

1.1.  Significance of the Study

As organizations and a growing number of people are using digital technology
and are reliant on the internet for business, education, services, entertainment,
etc., the risk in cybersecurity has become a major issue. The threat to
cybersecurity is a major challenge for many organizations because this may have
dire consequences including organizational accountability, loss of credibility,
reputational and financial damage, etc. Similarly, any threat to cybersecurity
may breach people’s privacy and endanger their data security. For that reason,
ensuring cybersecurity has become one of the top priorities in many
organizations. The advancement of Internet of Things (IoT) in the IT domain has

created more serious challenges to cybersecurity that cost millions globally.
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While the IoT with its many useful features provides many innovative,
productive, and efficient services to people’s everyday lives, the IoT can also
cause serious threats to people’s privacy and data security. In this context, the
demand for qualified cybersecurity professionals, academic and non-academic,

1s continuously increasing at an unprecedented rate (Omar et al., 2020).

1.2. Goal of the Study

This study focuses on the transdisciplinary approach of cybersecurity that will
contribute to the direction, content and methods involved in the growth and
development of cybersecurity education and training for non-academic
stakeholders or end-users. The study also recognizes the impact of other
disciplines on the field of cybersecurity discussing relevant literature that
contributes to understanding cybersecurity from the legal, business, engineering,

criminology, and socio-psychological perspectives in addition to technology.

2. Define Cybersecurity

Cybersecurity is “The prevention of damage to, protection of, and restoration of
computers, electronic communications systems, electronic communications
services, wire communication, and electronic communication, including
information contained therein, to ensure its availability, integrity, authentication,
confidentiality, and nonrepudiation” (National Security Presidential Directive-
54, 2008, p. 3). As people are living in an increasingly digital world, the ever-
advancing cutting-edge pervasive computing technology has made people’s

privacy and data security risk a serious concern.
2.1. Cybersecurity vs. Privacy
Privacy is people’s right, acting on their own behalf, to determine the degree to

which they will interact with their environment, including the degree to which

they are willing to share their personal information with others (Youm, 2017).
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Cybersecurity is usually defined as the composite of three attributes:
Confidentiality, Integrity, and Availability (CIA) of data. These core principles
of cybersecurity are complemented with further attributes such as reliability,
safety, and maintainability when combining security with dependability of data
(Ferdousi, 2020). There are some overlapping or common areas between

cybersecurity risks and privacy risks as shown in Figure 1.

Cybersecurity £,
RiSkS cyber \
security-

Privacy Risks

associated with associated with

cybersecurity incidents re!ated ] privacy events
arising from loss of prvacy / arising from data
confidentiality, integrity, \ events processing
; or availability \ /

Figure 1: Cybersecurity and Privacy Risk Relationship (Source: Boeckl et
al., 2021).

2.2. Threat to Cybersecurity in Internet of Things (IoT)

The advanced technology Internet of Things (IoT) incorporates a large set of
people’s everyday life, such as healthcare, business, navigation,
communications, transportations, etc. With more and more people taking
advantages of the services of 10T, because of its efficiency and conveniences,
the threat to cybersecurity related to these services are becoming a greater
concern (Sharma et al., 2020). Since the IoT devices are increasingly used by
people as well as different sectors of businesses and organizations, it is causing

a larger number of security challenges (Razzagq et. al., 2017).

In today’s digital world, IoT covers almost every area of peoples’ lives such as

home, automation, manufacturing, transportation, health care, infrastructure, etc.
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One of the sectors that popularly uses [oT applications is home automation that
processes home appliances such as washing machines, thermostats, garage
doors, lighting, microwaves, refrigerators, etc. Another important sector is
transportation where IoT technology was first used by integrating light sensors,
GPS and GSM in automobiles. Sensors in the vehicles can be used to avoid
collisions, for traffic management, and to provide space for parking. Another
promising sector that is increasingly using [oT is health care. In health care
systems, the IoT applications may store and process patients’ sensitive health
records. Patients’ medical records can be transmitted from smart devices to a
cloud computing platform to be stored and analyzed (Husamuddin & Qayyum,
2017). The threat to data security could be a serious issue in those health care
systems. Whether or not those sensitive data is securely stored in smart medical
devices and transmitted over the network following privacy and security acts,
such as the government-regulated Health Insurance Portability and
Accountability Act (HIPAA), could be a serious concern (Razzagq et. al., 2017).

3. The Continuum of Disciplinarity, Interdisciplinarity, Multidisciplinary,

and Trandisciplinarity

The continuum of disciplinarity, interdisciplinarity, multidisciplinary, and

transdisciplinarity can be discussed as follow:

Disciplinarity - Disciplines are detailed knowledge areas with distinct
boundaries with common research objects, questions, methodological tools and

exemplary cases (Japee, 2020).

Multidisciplinary - Consists of two or more different disciplines in which
researchers from those disciplines work together on a common problem, but
without altering their own disciplinary approaches or developing a common
conceptual framework (Uwizeyimana & Basheka, 2017). Thus, a
multidisciplinary task or project requires cooperation and skills from specialists

who belong to different disciplines.
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Interdisciplinarity - Focuses on sharing the relationship between two or more
disciplines that have a degree of common context. These disciplines integrate
insights, information, and perspectives from more than one disciplinary
standpoint (Sulyman, 2021). Thus, interdisciplinarity refers to analysis,
synthesis, and harmonization of relations between disciplines, and finally into a
coordinated and coherent whole (Fawcett, 2013). To create new knowledge,
interdisciplinarity draws information, ideas, and methods from other disciplines.
For that purpose, interdisciplinarity opens up new sources, interfaces, and
methodologies beyond those found in a single discipline (Sulyman, 2021). For
example, Human-Computer Interaction is an interdisciplinary field that uses
diverse methods and practices from the fields of Computer Science, Psychology,
Sociology, Anthropology, and Design and Arts. One of the basic foundations of
Human-Computer Interaction, which has a cross-disciplinary nature, is
Principles that represent intellectual theories, models and empirical research
from different disciplines (Dix, 2017).

Transdisciplinarity - Transdisciplinarity refers to the integration of natural,
social, and health sciences, and technology disciplines transcending each of their
traditional boundaries (Fawcett, 2013). Transdisciplinarity is a holistic vision
with a particular method, concept or theory; a general attitude of openness and
aptitude for collaboration; and an essential strategy for solving complex
problems. Thus, Transdisciplinarity is a specific form of interdisciplinarity in
which boundaries between and beyond disciplines are transcended, and different
scientific as well as non-scientific disciplines are integrated with their own
knowledge and perspectives (Japee, 2020). Defining the content area of Trans-
disciplinarity from an education research perspective, Radakovic et al. (2022)
defined four features of trans-disciplinarity: 1) Traversing - crossing disciplinary
boundaries, 2) Transcending - moving beyond disciplinary paradigms, 3)
Transforming - focusing on socially relevant issues and common good, and 4)
Transgressing - an openness to defy, question, and transform the established

disciplinary boundaries and structures (Radakovic et al, 2022).
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Consequently, the Trans-disciplinarity is a product of an evaluation process of
knowledge that includes the development of content, methods and techniques.
In this evolution process, Disciplinarity goes through Multidisiciplinarity on the
way to Interdisciplinarity, which next reaches to Trans-disciplinarity (Japee,
2020).

Disciplinarity - Multidisiciplinarity - Interdisciplinarity - Transdisciplinarity

Figure 2: The Evolution of Transdisciplinarity.

The origin of the Transdisciplinarity concept is attributed to Jean Piaget, who in
the early 1970s stated that “the maturation of general structures and fundamental
patterns of thought across fields would lead to a general theory of systems or
structures” (Klein, 2004, p. 515). Another pioneer of this concept, Erich Jantsch,
defined Trans-disciplinarity as “the coordination of all disciplines and inter-
disciplines in the education innovation system on the basis of a generalized
axiomatic and an emerging epistemological pattern” (Jantsch, 1972, p. 106).
Building off of Piaget’s structural approach, the terms multidisciplinarity,
interdisciplinarity, and transdisciplinarity were created and have been debated
since then (Budwig & Alexander, 2020). All Trans-disciplinarity involves
interdisciplinarity, but the number of disciplines involved and the differences
among them will vary with the problem being addressed. In general, the more
dissimilar the disciplines, the more difficult it will be to effectively integrate
them (OECD, 2020).

4. The Significant Necessity of Transdisciplinarity
Although theoretically the importance of a multidisciplinary or interdisciplinary
approach has been recognized, practically it is still very difficult to transcend

the borders of different disciplines (Koizumi, 2000). For example, Science,

Technology, Engineering, and Math (STEM) emphasis on interdisciplinarity that
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integrates pedagogy of these distinctive disciplines to make curriculums more
complex nature to create learning activities more engaging, authentic, and
equitable. However, this interdisciplinary integration could be superficial
because interdisciplinarity lets academics and researchers observe, analyze, and
evaluate different ways to connect to different disciplines; whereas,
trandisciplinarity focuses on construction of knowledge in a more real-world
context where disciplines intersect, combine, and work together blurring their
own boundaries (Radakovic et al., 2022) reaching out to non-academic
stakeholders.

For instance, Human-Computer Interaction is a problem-solving field that
strongly emphasizes constructive solutions to problems addressing challenges
created by computer systems and people’s interactions with different computer
systems in diverse social and psychological contexts (Pargman et al., 2019).
Human-Computer Interaction stresses on the fact that people’s interaction with
any electronic device or computing systems such as desktop, laptop, tablet,
smartphone, smartwatch, ATM, Kiosk in airports, etc. is the connection between
the end-user (human) and the computer device or application (technology).
Therefore, Human-Computer Interaction is a discipline that emphasizes the
design and usage of computer technology, focusing on the interaction between
people and computers to guide how to design, evaluate, and implement
interactive computer systems interfaces that satisfy the end-users (Shneiderman
etal., 2017).

As Koizumi (2000) stated, in the ancient Greece, disciplines or fields of
knowledge were not so strictly categorized with specific boundaries, and the
scholars of that age studied various fields of thought to advance the knowledges.
For example, the Pythagorean philosophers during that time studied
mathematics, along with philosophy, music, and religion simultaneously to

achieve new knowledge (Koizumi, 2000).
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5. Trandisciplinarity in Research

In transdisciplinary research, widely differing forms of knowledge from
different disciplines are integrated to construct a whole knowledge (Japee,
2020). The Trans-disciplinarity concept proposes a distinctive way of thinking
about and engaging with scientific investigation by transcending disciplinary
boundaries to illuminate the entanglements of real-world challenges.
Consequently, a transdisciplinary approach allows researchers to step out of their
disciplinary boundary, removing disciplinary barriers, although they may start
their research investigation from a certain disciplinary viewpoint or perspective.
The Trans-disciplinarity approach of scientific inquiry encourages researchers
reaching out beyond the academic disciplines to weave together seemingly
unrelated foundations of knowledge, skills, and experiences (Woods et al.,
2021).

The interdisciplinary or multidisciplinary research are not robust enough to
overcome the boundary between disciplines; consequently, they have been often
based upon only a bundle of closely, or sometimes not so closely, related
disciplines. The new breakthroughs in knowledge and research findings are often
accomplished only by bridging the gap between completely different disciplines
such as technology, math, psychology, philosophy, etc. (Koizumi, 2000). For
example, the field of Human-Computer Interaction contributes to the knowledge
about designing usable and user-friendly interfaces of computer technology,
considering the effects of human, social, and technical factors (Clemmensen,
2019). Derived from the fields of Computer Science, Psychology, Sociology,
and Design and Art, Human-Computer Interaction focuses on making
connections among people, society, and technology. Therefore, the
interdisciplinary research in this field can open transdisciplinary

communications between authors and readers.
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Figure 3. Graphical Representation of Transdisciplinary research (Source:
Morton et al. 2015).

The collaboration among different dissimilar disciplines can enhance
transdisciplinarity by successfully reaching out to the different audiences. For
instance, although fields such as engineering, science, and technology are from
disciplines different than the discipline of journalism, the academics and
researchers from all these fields can collaborate on the content and form. In all
these dissimilar disciplines, there is always a need to apply their professional
expertise and knowledge in various contexts and to communicate with different
audiences in the population. The engineers, technologists, and scientists may
write research papers, patent abstracts, executive summaries, etc. based on their
empirical research. While journalists can interview the engineers, scientists, and
technologists on their innovation-based research, and then disseminate that
valuable information and knowledge among the wider general population via

journalistic articles, press releases, editorials, etc. (Breeze & Guinda, 2017). This
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type of collaboration among different disparate disciplines shows the importance

of trans-disciplinarity.

6. Cybersecurity and Transdisciplinarity

The rapid advancement of 10T has led to an increase in cybercrime and a growing
concern for cybersecurity and privacy. The cybersecurity concern involves many
important and complicated societal, psychological, and practical factors that
cannot be addressed only from the technological perspectives. For example, the
field of Human-Computer Interaction plays a vital role in the cybersecurity
issues, including many social or cultural challenges that involves humans with
unpredictable outcomes. Humans or the end-users are regarded as the weakest
link in cybersecurity because although computer security technologies such as
anti-virus software, role-based access control, password settings, secure
interface design, etc. are the first line of defense to ensure cybersecurity, the
success in this regard depends on people’s or end-users’ online behavior or
actions (Zhang-Kennedy et al., 2016). The usual computer technology-based

problem-solving techniques alone cannot address the threat to cybersecurity.

As the focus on cybersecurity shifts toward people and organizational
perspectives, cybersecurity policies and people’s compliance with cybersecurity
policies has emerged as a key socio-organizational resource in cybersecurity.
Therefore, a robust cybersecurity policy is needed to address the security and
privacy challenges (Bada & Nurse, 2019). However, merely having
cybersecurity policies with guidelines concerning how to ensure cybersecurity
is not enough. Although having the guidelines and policies is an essential starting
point, it is not enough to ensure people’s compliance with them. The limited
awareness or unawareness of cybersecurity risks among end-users allow hackers
to exploit the vulnerabilities of technology as well as users. Often there is a
significant lack of user-understanding of cybersecurity procedures, which leads
to exploited users, causing threats to cybersecurity (Sharma et al., 2020).

Therefore, user awareness of cybersecurity is vital to address these threats.
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Consequently, the threat to cybersecurity in the real-world needs to be addressed
from a transdisciplinary perspective. Cybersecurity can be ensured through
technology, policy compliance, and human factors. A transdisciplinary approach
to understanding what psychological and social factors affect people’s
compliance with cybersecurity policies is vital in providing them with ways to
solve the behavioral issues affecting the cybersecurity. An integrated approach
to the training of cybersecurity awareness among end-users, developing a robust
cybersecurity policy, ensuring users’ compliance with policy, and improving
the security and usability of secure computer technologies is more likely to
produce a holistic solution in this regard. For that purpose, the academics,
researchers, and practitioners from different disciplines such as computer
science, information technology, engineering, business, law, health science,
psychology, sociology, criminology, liberal arts, etc. need to engage with their
content extending beyond their traditional academic boundaries and reaching out

to non-academic stakeholders or end-users of digital technology.

7. Conclusions

The increased usage of digital technologies makes organizations as well as
people or end-users vulnerable to various cyber-attacks, threatening the integrity
of data at organizational, business, consumer or personal levels. Frequent cyber-
attacks cost individual users, businesses, organizations, and other infrastructural
entities highly (Jacob, 2020). A transdisciplinary approach is increasingly
mentioned as an effective way to enhance knowledge and make the right
decisions in this regard. With ever advancing digital technology, the pedagogy,
literacy, and learning delivery modes have changed. This advancement is
consistent with transdisciplinarity as artificially imposed disciplinary boundaries
often create barriers in integration of knowledge and causes fragmentation in
understanding (Radakovic et al., 2022). Along with computer security
technology, increasing cybersecurity awareness among end-users enables them
to make informed decisions and encourages compliance with security policies

and advice provided by experts (Zhang-Kennedy et al., 2016). Therefore,
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ensuring cybersecurity only can be achieved when efforts invest from both
technical and socio-organizational perspectives, exceeding academics and

researchers’ disciplinary boundaries and including end-users.
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