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ABSTRACT 
As sensor networks edge closer towards wide-spread 
deployment, security issues become a central concern. So far, 
the main research focus has been on making sensor networks 
feasible and useful, and less emphasis was placed on security. 
This paper analyzes security challenges in wireless sensor 
networks and summarizes key issues that should be solved for 
achieving the ad hoc security. It gives an overview of the 
current state of solutions on such key issues as secure routing, 
prevention of denial-of-service and key management service. 
We also present some secure methods to achieve security in 
wireless sensor networks. Finally we present our integrated 
approach to securing sensor networks. 
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1. INTRODUCTION 
ery energy-efficient, scaleable, and strong 
security services including confidentiality, 
integrity, and group-level authentication of 
sensor data and routing control traffic are 

needed. Although significant progress has been shown in 
developing Wireless Sensor Networks (WSN) in many 
aspects including topology management, routing 
algorithm, MAC protocol and sensor data management 
(please refer to a comprehensive review on WSN in [1]), 
very little work is done on securing WSN. Research into 
authentication and confidentiality mechanisms designed 
specifically for WSN is needed. To understand the 
serious limitations of current security mechanisms, it is 
necessary to realize the salient differences between WSN 
and general ad-hoc networks1 since some proposals were 
already raised for securing ad-hoc networks [7-9]. 
 
 
                                                 
1 Wireless Sensor Networks is usually classified as a type of 
ad-hoc networks that can be defined as follows [10]: An ad hoc 
network is a collection of autonomous nodes or terminals that 
communicate with each other by forming a multi-hop radio 
network and maintaining connectivity in a decentralized 
manner; there is no fixed infrastructure such as base station or 
mobile switching in ad-hoc networks.  

 
 
 
 
 
 
 
 
 
 
 

The features of WSN such as low-memory, low-
energy and large-scale nodes make it impractical to use 
the majority of the current secure algorithms that were 
designed for powerful workstations. For example, the 
working memory of a sensor node is insufficient to even 
hold the variables (of sufficient length to ensure security) 
that are required in asymmetric cryptographic algorithms 
[4].  

The first challenges of security in sensor networks 
lie in the conflicting interest between minimizing 
resource consumption and maximizing security. 
Therefore the usefulness of a potential solution depends 
how good the compromise it achieves is. The resource in 
this context includes energy as well as computational 
resource like CPU cycles, memory, communication 
bandwidth. As stated in the Introduction section, any 
security mechanisms for WSN should take the following 
has five major resource constraints into consideration: (1) 
limited energy, (2) limited memory, (3) limited 
computing power, (4) limited communication bandwidth, 
(5) limited communication range; more or less in 
descending order of acuteness. 

Secondly, the capabilities and constraints of sensor 
node hardware will influence the type of security 
mechanisms that can be hosted on a sensor node 
platform. Since the amount of additional energy 
consumed for protecting each message is relatively small, 
the greatest consumer of energy in the security realm is 
key establishment [3]. 

Thirdly, the ad-hoc networking topology renders a 
WSN susceptible to link attacks ranging from passive 
eavesdropping to active interfering. Unlike fixed 
hardwired networks with physical defense at firewalls 
and gateways, attacks on a WSN can come from all 
directions and target at any node. Damage can include 
leaking secret information, interfering message and 
impersonating nodes, thus violating the above security 
goals.  

Fourthly, the wireless communication characteristics 
of WSN render traditional wired-based security schemes 
impractical. Table 2 lists salient networking features of 
WSN and their corresponding impacts on security design. 

Based on the above analysis on the security 
challenges, challenges and potential attacks in WSN, we 
further summarize three key issues for achieving the 
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security of ad hoc networks: 
(1) Key Management in WSN 
Confidentiality, integrity, and authentication services 

are critical to preventing an adversary from 
compromising the security of a WSN.  Key management 
is likewise critical to establishing the keys necessary to 
provide this protection in WSN. However, providing key 
management is difficult due to the ad hoc nature, 
intermittent connectivity, and resource limitations of the 
sensor network environment. 

Traditional key management service is based on a 
trusted entity called a certificate authority (CA) to issue 
public key certificate of every node. The trusted CA is 
required to be online in many cases to support public key 
revocation and renewal. But it is dangerous to set up a 
key management service using a single CA in a sensor 
network. The single CA will be the vulnerable point of 
the network. If the CA is compromised, the security of 
the entire network is crashed. How to set up a trusted key 
management service for the WSN is a big issue. 

(2) Securing routing of WSN 
There are two kinds of threats to ad hoc routing 

protocols [15]: (1) External attackers. The attacks include 
injecting erroneous routing information, replaying old 
routing information, and distorting routing information. 
Using these ways, the attackers can successfully partition 
a network or introduce excessive traffic load into the 
network, therefore cause retransmission and ineffective 
routing. Using cryptographic schemes, such as 
encryption and digital signature can defend against the 
external attacks. (2) Internal compromised nodes. They 
might send malicious routing information to other nodes. 
It is more severe because it is very difficult to detect such 
malicious information because compromised node can 
also generate valid signature. 

Existing routing protocols cope well with the 
dynamic topology, but usually offer little or no security 
measures [8]. An extra challenge here is the 
implementation of the secured routing protocol in a 
network environment with dynamic topology, vulnerable 
nodes, limited computational abilities and strict power 
constrains. 

(3) Prevention of Denial-of-service 
Strictly speaking, although we usually use the term 

Denial-of-service (DoS) to refer to an adversary’s 
attempt to disrupt, subvert, or destroy a network, a DoS 
attack is any event that diminishes or eliminates a 
network’s capacity to perform its expected function. 
Hardware failures, software bugs, resource exhaustion, 
environmental conditions, or any complicated interaction 
between these factors can cause a DoS. 

An adversary may possess a broad range of DoS 
attack capabilities in WSN. For example, a wireless 
sensor network can be aerially deployed in enemy 
territory. If the enemy already has a wired network and 
power grid available and can interact with the newly 

deployed sensor network, it can apply powerful back-end 
resources to subvert or disrupt the new network. 

The following three sections will further discuss the 
abovementioned three issues from three aspects: problem 
description, current research status and our suggested 
approach.  In section 6 we will present our integrated 
approach to secure WSN. 

  
3. Key Management in WSN 

 
3.1 Problem description 

Most of the security mechanisms require the use of 
some kind of cryptographic keys that need to be shared 
between the communicating parties. The purpose of key 
management is to [31]: 
• Initialize system users within a domain. 
• Generate, distribute and install keying material. 
• Control the use of keying material. 
• Update, revoke and destroy keying material. 
• Store, backup/recover and archive keying material. 

But key management is an unsolved problem in 
WSN. Traditional Internet style key management 
protocols based on infrastructures using trusted third 
parties are impractical for large scale WSNs because of 
the unknown network topology prior to deployment and 
serious node constraints such as limited power and 
limited transmission range.   

At the extremes, there are network-wide pre-
deployed keying and node-specific pre-deployed keying 
in sensor networks [36]. Generally speaking, the problem 
of key management in WSN can be decomposed into the 
following sub-problems: 
• Key Pre-distribution: 

To date, the only practical options for the 
distribution of keys to sensor nodes in WSN whose 
topology is unknown prior to deployment will have to 
rely on key pre-distribution [37]. Keys have to be 
installed in sensor nodes to secure communications. 
However, traditional key-distribution schemes have the 
following shortcoming: either a single mission key or a 
set of separate n-1 keys, each being pair-wise privately 
shared with another node, have to be installed in every 
sensor node. In key pre-distribution, a big issue is how to 
load a set of keys (called key ring) into the limited 
memory of each sensor. Other problems include the 
saving of the key identifier of a key ring and associating 
sensor identifier with a trusted controller node. 
• Neighbor discovery:  

Every node needs to discover its neighbors in 
wireless communication range with which it shares keys. 
Thus neighbor discovery is also called shared-key 
discovery that establishes the topology of the sensor 
array as seen by the routing layer of the WSN. A ‘link’ 
exists between two sensor nodes only if they share a key. 
Good neighbor discovery scheme will not give an 
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attacker any opportunity to discover the shared keys and 
thus the attacker can only do traffic analysis. 
• End-to-end path-key establishment: 

For any pair of nodes that do not share a key but are 
connected by multiple hops need to be assigned a path-
key for end-to-end secure communication. Path-key 
cannot be the one already used by the shared keys 
between neighbor nodes. 
• Isolating aberrant nodes: 

 An aberrant node is one that is not functioning as 
specified. Identifying and isolating aberrant nodes that 
are serving as intermediate nodes is important to the 
continued operation of the sensor network. A node may 
cease to function as expected for the following reasons 
[6]: 

 It has exhausted its source of power. 
 It is damaged by an attacker. 
 It is dependent upon an intermediate node and is 

being deliberately blocked because the intermediate node 
has been compromised. 

 An intermediate node has been compromised 
and it is corrupting the communication by modifying data 
before forwarding it. 

 A node has been compromised and it 
communicates fictitious information to the base station. 

• Re-keying: 
Although it is anticipated that in most WSNs the 

lifetime of a key shared between two nodes exceeds that 
of the two nodes, it is possible that in some cases the 
lifetime of keys expires and re-keying must take place. 
Re-keying is a challenge issue since new keys needs to 
be generated in an energy-efficient way and the re-keying 
period should be determined based on the security level 
to be achieved. Re-keying is equivalent with a self-
revocation of a key by a node.   

• Key-establishment latency: 
Recent investigation reveals that latency is 

potentially a significant impediment to secure network 
initialization [42]. As with energy consumption, latency 
due to communications is a much larger factor than 
computational latency. Thus any key management 
scheme should take latency reduction as a crucial factor. 

 
3.2 Solutions 

Currently there are some key management schemes 
that can be partially used for securing WSN 
environments even though most of those schemes are 
proposed for general ad hoc networks. 

 Hybrid key-based protocols: 
An obvious conclusion from current research results 

is that a single keying protocol will not be optimal for all 
sensor network topologies, densities, sizes, and scenarios. 
Protocols such as Identity-Based Symmetric Keying and 
Rich Uncle have limited application until the network’s 
routing infrastructure has been sufficiently well 
established. Individually other protocols such as the 

public-key group and pairwise keying protocols consume 
too much energy. For significant sensor networks, a mix 
of public key-based protocols, including pairwise, group 
keying, and distribution keying, provide an energy-
efficiency superior to using just a single protocol [3]. 

 Threshold cryptography: 
A solution to deal with key management in general 

ad hoc networks is proposed by Zhou and Hass in [8] and 
may be borrowed to WSN environments. It uses a (k, n) 
threshold scheme to distribute the services of the 
certificate authority to a set of specialized server nodes. 
Each of these nodes is capable of generating a partial 
certificate using their share of the certificate signing key 
skCA, but only by combining k such partial certificates can 
a valid certificate be obtained. The solution is suitable for 
planned, long-term ad hoc networks. However, it may 
not be applicable for WSN because sensor networks can 
lose some nodes whose energy is run out of. In addition, 
[8] is based on public key encryption and thus requires 
that the all the nodes are capable of performing the 
necessary computations, which may not be feasible 
for energy-limited sensor nodes. 
 Certificate repository: 

Hubaux et al. [35] go a step further than [8], by 
requiring each node to maintain its own certificate 
repository. These repositories store the public certificates 
that the node themselves issue, and a selected set of 
certificates issued by the others. The performance is 
defined by the probability that any node can obtain and 
verify the public key of any other user, using only the 
local certificate repositories of the two users. The 
dilemma is: too many certificates in a sensor node would 
easily exceed their capacity, yet too few might greatly 
impact the performance (as previously defined) of the 
entire network.  
 Fully Distributed Certificate Authority 

Fully Distributed Certificate Authority is first 
described by Luo and Lu in [32] and later analyzed by 
Luo et al in [9] and [33]. Its uses a (k, n) threshold 
scheme to distribute an RSA certificate signing key to all 
nodes in the network. It also uses verifiable and proactive 
secret sharing mechanisms to protect against denial of 
service attacks and compromise of the certificate signing 
key. Since the service is distributed among all the nodes 
when they join the network, there is no need to elect or 
choose any specialized server nodes. Similar to the 
solution presented in [8], this solution is aimed towards 
planned, long-term ad hoc networks with nodes capable 
of public key encryption and thus could not adapt the 
routing changing of sensor networks.  
 Pebblenets: 

Secure Pebblenets proposed by Basagni et al [5] 
provides a distributed key management system based on 
symmetric encryption. The solution provides group 
authentication, message integrity and confidentiality. 
This solution is suitable for planned and distributed, 
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long-term ad hoc networks consisting of low 
performance nodes that are unable to perform public key 
encryption. We hold the same opinion as [34] and believe 
that this solution can provide more practical security 
scheme for sensor networks. Pebblenets use only 
symmetric cryptography. The disadvantage is that once a 
node is compromised, forward secrecy is broken, 
therefore tamper- resistance becomes crucial. of 
threshold cryptography [45, p. 71]. In addition, in 
pebblenets a key management server not only has to store 
its own key pair, but also the public keys of all the nodes 
in the network. The difficulty includes the storage 
requirement exerted on the servers which must 
potentially be specialized nodes in the network, and the 
overhead in signing and verifying routing message both 
in terms of computation and of communication. 

 
4. SECURE ROUTING IN WSN 

 
4.1 Problem description 

There are many new routing protocols proposed for 
ad hoc networks and some of them can be used in WSN 
[38]. Among those routing protocols, the Ad hoc On-
demand Distance Vector (AODV) protocol [39] and the 
Dynamic Source Routing (DSR) protocol [40] have 
recorded very good performance [41]. Unfortunately 
security issues arise with these protocols, because 
security features are not designed built-in [49].  

We can further formulate the secure WSN routing 
problem as follows: Denote A,B as principals, such as 
communicating nodes; and KAB and KBA denote the 
secret MAC keys shared between A and B (one key for 
each direction of communication). MACKAB(M) denotes 
the computation of the message authentication code 
(MAC) of message M with the MAC key KAB. We need 
to solve the following problems for secure WSN routing 
protocols: 

(1) An authentication mechanism with low 
computation and communication overhead is needed to 
prevent an attacker from performing a Denial-of-Service 
(DoS) attack by flooding nodes with malicious messages, 
overwhelming them with the cost of verifying 
authentication. For instance, for point-to-point 
authentication of a message, we may use a message 
authentication code (MAC) and a shared key between the 
two parties [50]. 

(2) Secure Route Discovery. Assume that the 
initiator A performs a Route Discovery for target B, and 
that they share the secret keys KAB and KBA, 
respectively, for message authentication in each 
direction. Route Discovery mechanism should enable the 
target to verify the authenticity of the Route Requestor; It 
also needs to authenticate data in route request messages 
and route reply messages through the using of KAB and 
KBA. Malicious nodes may be avoided during Route 
Discovery. For example, Each Route Request Message 

can include a list of nodes to avoid, and the MAC that 
forms the initial hash chain element is then computed 
over that list of nodes. Malicious nodes cannot add or 
remove nodes from this list without being detected by the 
target. 

 (3) Route Maintenance. A node forwarding a packet 
to the next hop along the source route returns a route 
error message to the original sender of the packet if it is 
unable to deliver the packet to the next hop after a 
limited number of retransmission attempts. It is a big 
issue to secure those route error messages and prevent 
unauthorized nodes from sending those messages.  

(4) Defending from Routing Misbehavior: We need a 
means of determining whether intermediate nodes are in 
fact forwarding packets that they have been requested to 
forward. For example, watchdog and pathrater [18] 
attempt to solve this problem by identifying the attacking 
nodes and avoiding them in the routes used.  

(5) Defending from Flooding attack: An active 
attacker can attempt to degrade the performance of DSR 
or other on-demand routing protocols by repeatedly 
initiating Route Discovery. In this attack, an attacker 
sends Route Request packets, which the routing protocol 
floods throughout the network. To protect the routing 
protocols from a flood of Route Request packets, we 
need a mechanism that enables nodes to instantly 
authenticate ROUTE Requests, so nodes can filter out 
forged or excessive Request packets. In [50] the authors 
introduce Route Discovery chains, a mechanism for 
authenticating Route Discoveries, allowing each node to 
rate-limit Discoveries initiated by any node. 
 
4.2 Solutions 

Some research work is done in order to secure ad 
hoc routing algorithm. For instance, a security-enhanced 
version of AODV called Security-aware AODV 
(SAODV) is introduced in [43]. It is claimed that 
SAODV achieves a satisfactory performance-overhead 
trade-off. However the fact that it is a metric-centric 
approach that relies on an user-defined, application-
dependent parameter for evaluating trust level, does not 
solve the basis of the security problem and leaves a lot of 
questions to be answered. There are other approaches 
where route redundancy is the property that is mostly 
taken advantage of [44-45]. Besides security 
performance, energy consumption raises concern about 
the practicability of a particular protocol since energy is 
the most important factor in WSN.  

The above approaches to securing routing are most 
applicable to general ad hoc networks. However, their 
ideas can be partially used to secure WSN routing. So far 
there are only a few proposals that are raised specifically 
for securing routing of sensor networks. We summarize 
their features as follows: 
 SPINS 
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SPINS (Security Protocols for Sensor Networks) is 
one of the exceptions where routing is an application of a 
security framework [4]. SPINS comprised of Sensor 
Network Encryption Protocol (SNEP) and µTESLA. The 
function of SNEP is to provide confidentiality (privacy), 
two-party data authentication, integrity and freshness. 
µTESLA is to provide authentication to data broadcasts. 
 Ariadne 

Ariadne [46,50] absorbs the ideas of SPINS and 
came out with a hardened version of DSR. One of the 
requirements is that every node has to be able to generate 
an one-way key chain. Since the memory of a sensor 
node is limited, it cannot afford to generate a long key 
chain, and so has to spend a lot of time generating keys. 
By enforcing authenticity alone, Ariadne does not guard 
against attacks by multiple colluding nodes. 
 INSENS 

A recent solution called INSENS (INtrusion-
tolerant routing protocol for wireless SEnsor NetworkS) 
for securing WSN routing is proposed in [48]. An 
important property of INSENS is that while a malicious 
node may be able to compromise a small number of 
nodes in its vicinity, it cannot cause widespread damage 
in the network.  

 
5. Prevention of Denial-of-Service attacks in WSN 

 
In Denial-of-Service (DoS) attacks, the hacker’s 

objective is to render target machines inaccessible by 
legitimate users. WSN without sufficient protection from 
DoS attacks may not be deployable in many areas. Apart 
from special cases whereby an a priori trust exists in all 
nodes, the nodes of an ad hoc sensor network cannot be 
trusted for the correct execution of critical network 
functions. Essential network operations that assure basic 
connectivity can be heavily jeopardized by nodes that do 
not properly execute their share of the network 
operations like routing, packet forwarding, name-to-
address mapping, and so on. Node misbehavior that 
affects these operations may range from simple 
selfishness or lack of collaboration due to the need for 
power saving to active attacks aiming at denial of service 
(DoS) and subversion of traffic. There are two types of 
DoS attacks [16]: 
• Passive attacks: Selfish nodes use the network but 

do not cooperate, saving battery life for their own 
communications: they do not intend to directly 
damage other nodes.  

• Active attacks: Malicious nodes damage other nodes 
by causing network outage by partitioning while 
saving battery life is not a priority. 
DoS attacks can happen in multiple WSN protocol 

layers [11]. 
There is very little work done on the prevention of 

DoS attacks. Attempts to add DoS resistance to existing 

protocols often focus on cryptographic-authentication 
mechanisms. Aside from the limited resources that make 
digital-signature schemes impractical, authentication in 
sensor networks poses serious complications.  

Currently there are four mechanisms that could be 
helpful to overcome DoS attacks in WSN:  

• Watchdog scheme: 
Based on the above analysis, we can see that a 

necessary operation to overcome DoS attacks is to 
identify and circumvent the misbehaving nodes. 
Watchdog scheme attempts to achieve this purpose 
through the using of two concepts: watchdog and 
pathrater [18].  

• Rating scheme: 
Watchdog scheme was further investigated and 

extended to rating scheme [19-21]. In rating scheme the 
neighbors of any single node collaborate in rating the 
node, according to how well the node execute the 
functions requested from it.  

• Virtual currency: 
This scheme conceptualized the motivation for 

nodes not to be selfish as nuglets, a sort of virtual 
currency (also called nuglets) [22,23].  

• Route DoS prevention: 
This scheme attempts to prevent DoS in the routing 

layer through the cooperation of multiple nodes. In [24] 
the authors introduce a mechanism to assure routing 
security, fairness and robustness targeted to mobile ad 
hoc networks. In [25], the authors proposed levels of 
protection as a negotiable metric in route discovery. In 
this way, a pair of nodes establishes a certain application-
specific level of protection before any security-sensitive 
traffic begins.  

 
6. Our proposed approach 

 
 Our proposed sensor network security scheme includes 
four phases (see Figure 1). 
                                                              
 
 
 
 
 
 
 
 
 

 
 
 
 
The reasons that we suggest the above security steps 

are as follows: 
 (1) Phase 1 principle (key pre-distribution): To 

Figure 1. Integration security with routing

1. Key pre-distribution

2. Topology forming /routing algorithms 

3. Cluster-based Re-keying 

4. Hirarchical Authentication 
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achieve security, communication should be encrypted 
and authenticated. The open problem is how to bootstrap 
secure communications between sensor nodes, i.e. key 
agreement problem. There are currently three types of 
general key agreement schemes: trusted-server schemes, 
self-enforcing schemes, and key pre-distribution 
schemes. Trusted-server schemes depend on a trusted 
server for key agreement between nodes; which is not 
suitable for sensor networks because in an ad hoc 
network scenario one cannot generally assume any 
trusted infrastructure. Self-enforcing schemes depend on 
asymmetric cryptography; an example is an authenticated 
key agreement protocol using public-key certificates. 
However, as pointed out in [72], the limited computation 
and energy resources of sensor nodes often make it 
undesirable to use public-key algorithms. The third type 
of key agreement scheme is key pre-distribution, where 
key information is distributed to all sensor nodes prior to 
deployment. The third scheme is approved to be the only 
feasible one to bootstrap sensor network security 
transmission [76]. 

(2) Phase 2 principle (cluster-based routing 
forming): Although some key management schemes were 
proposed to generate paiwise keys [76] or global keys 
(key shared between base station and each sensor) [72], 
they ignored the specific architecture characteristics of 
sensor networks as follows:  
 The biggest concern in sensor networks is energy. 

Most energy is consumed in communication 
instead of local procession [72]. To save 
communication overhead, data aggregation in some 
immediate sensors are necessary. Thus each sensor 
should not only share a global key with the base 
station (sink) but also share “link” keys with the 
aggregation sensors. How to choose aggregation 
sensors in a large-scale and dynamic sensor 
network? How to generate “link” keys 
periodically? Current security schemes do not 
address these problems. 

 We argue that a practical security scheme should be 
based on an energy-efficient routing scheme. We 
thus propose a cluster-based routing architecture 
after key pre-distribution and sensor deployment. 
Our cluster-based scheme is different from current 
routing algorithms such as ZRP [78] and LEACH 
[77]. To save energy, we suggest a minimum 
spanning tree topology organization in each cluster. 
Between clusters we adopt con-centric cost-level 
architecture to find out a reliable data forwarding 
path. For our detail routing algorithm please refer 
to [79]. 

(3) Phase 3 principle (re-keying):  Many sensor 
networks have dynamic topology such as battlefield 
monitoring, traffic control and animal habitat study. The 
enemies may capture some sensors. New sensors can be 
added to an existing network for compensating the dead 

sensors that run out-of-power. Therefore periodically we 
need to update the keys. Most security schemes ignore 
the importance of re-keying scheme. We propose the 
updating procedure of two types of keys in sensor 
networks: cluster key and pairwise key. We also calculate 
the re-keying period according to sensors’ mobility 
feature. 

(4) Phase 4 principle (Hirarchical Authentication): 
One of the most important problems in sensor networks 
is “broadcast authentication” problem.  That is, if an 
attacker declares itself as a legal base station and 
broadcast false commands to the sensors, how do we 
identify such phony packets? In [72], a low-energy 
broadcast authentication scheme is proposed. However, it 
does not adapt to the following situation: if the lifetime 
of a sensor network is much larger than each 
authentication interval, we will have a long key chain and 
intensified key calculations.  

    
6.1 Phase 1: Key pre-distribution: 
    

The first step of our integrated security scheme is 
key pre-distribution. We already provided the reason of 
this phase in last section. 

Suppose we drop a bunch of sensors from the plane 
to a battlefield, how can we make sure any of two sensors 
can find a shared key to encrypt/decrypt their messages, 
i.e. they have a pairwise key?  Please notice we cannot 
use public key (Asymmetric approach) scheme to secure 
transmission since the limited memory of a sensor cannot 
even hold a public key that is typically a few thousand 
bytes [72]. Currently two schemes are proposed to 
address key pre-distribution problem in sensor networks: 
key-pool approach [73] and probabilistic approach [76]. 
We prefer the latter approach since it needs too much 
memory and calculation overhead of we build a key 
chain in each sensor and make sure any two sensors share 
a key at (at least) 50% probability. We also suggest the 
using of Blom scheme [75,80] to generate a temporary 
matrix when two sensors need to build a secure channel. 
Blom scheme just needs a ‘seed’ (it can be the sensor ID) 
pre-stored in each sensor. Each seed can generate a 
matrix over a finite field. If there is a common space 
between two matrixes, a shared key can be found out 
[80].  

 
6.2 Phase 2: self-organizing sensors to a cluster-
based topology and routing architecture    

 
After sensors are deployed randomly in an area, to 

reduce key generation overhead (a flat topology can lead 
an exponential increase of pairwise key generation 
frequency with the incrase of network density [68]), we 
choose some sensors to become cluster heads based on 
“Voronoi Tessellation theory” [79]. The choosing 
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probability decreases with the increase of sensor density 
(Fig.2). After some sensors declare themselves as cluster 
heads, they send ‘hello’ messages to the neighboring 
sensors to form clusters. Inside each cluster, we adopt 
Minimum Spanning Tree (MST) algorithm to maintain a 
connected intra-cluster topology. Detail MST algorithm 
is in [79]. 

Between different clusters, to find out low-energy 
secure path, we propose a con-centric topology forming 
architecture [79], each cluster head maintains a cost level 
that is determined by the hop number and required 
communication energy consumption between itself and 
base station. 

Figure 4 clearly shows that our cluster-based routing 
scheme can greatly save communication overhead 
compared to other sensor network routing schemes such 
as LEACH and ZRP. 
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6.3 Phase 3: Re-keying    
 
To adapt to the dynamic topology of sensor 

networks, we update keys (re-keying) periodically. The 
re-keying period is calculated based on the mobility 
factor [79] (see Fig.3). 

 In our re-keying scheme, we will update two keys: 
(1) Cluster keys which are shared between each cluster 
head and all its cluster members. Thus data aggregation 
security can be achieved through cluster keys; (2) 
Pairwise keys which are shared only between any two 
sensors themselves. Pairwise keys can be used to 
generate cluster keys. 

 
Figure 5. Re-keying (for pairwise keys) 

 
In each cluster, the cluster head broadcasts a ‘hello’ 

message including its ID and a ‘nonce’ (a sequence 
number used only once in the whole sensor network 
lifetime) to all the neighboring sensors. When a 
neighboring sensor receives this message, it feedbacks a 
Message Authenticated Code (MAC) encrypted by a 
pairwise key to the cluster head. Thus the cluster head 
can use a pseudo-random function to regenerate a new 
pairwise key between itself and this sensor (Fig.5). 

Once all the ‘pairwise keys’ in a cluster are updated, 
the new ‘cluster key’ can be transmitted to each cluster 
member through the corresponding pairwise key. 

 
6.4 Phase 4: Hierarchical Authentication    

   
The last phase of our integrated security scheme is a 

new broadcast authentication scheme that addresses the 
following problem: if the lifetime of a sensor network is 
much larger than the interval of a µTESLA [72], how can 
we reduce the pseudo-random calculation overhead and 
key chain length in the whole broadcast authentication 
procedure. We cannot just simply enlarge each 
authentication interval since it brings too much buffer 
space in each sensor. 

As shown in Fig.6, we adapt a hierarchical broadcast 
authentication scheme. First we divide the whole lifetime 
into big time frames. Each frame has a ‘frame key’ and a 
pseudo-random function. Inside each ‘frame’, we further 
divide it into sub-intervals. We use µTESLA in each 
‘frame’. The sub-intervals have corresponding 
authentication keys and a common pseudo-random 
function. The high-level keys can generate low-level 

λ

Fig. 2: cluster-head choosing probability ~ sensor 

     Fig. 3: re-keying period ~ speed 

Figure 4. Our cluster topology saves energy 
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keys.   
 

 
 
 

7. CONCLUSIONS 
 

Security is the linchpin of good sensor network 
design. This paper analyzed security challenges in 
wireless sensor networks and summarized key issues that 
should be solved for achieving the WSN security. It also 
gave an overview of the current state of solutions on 
three key issues including the prevention of Denial-of-
service detection, secure routing and key management 
service. We also summarized our integrated wireless 
security scheme that considered the specific routing 
characteristics of sensor networks: large-scale, dynamic 
topology and low-energy.   
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