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ABSTRACT

This study is a continuation of the paper from last year's
conference "Cyber Risks: Systematic Literature
Analysis". The work considered the process and risks of
digitalization. As a result, definitions of cyber risks and
cyber threats, cyber security and cyber resilience were
given, and differences between similar concepts were
considered. Also, as a result of the work, gaps in current
approaches to small and medium enterprise (SME)
cyber resilience were identified. To eliminate these
gaps, it is necessary to see the full picture, understand
which elements are included in the company's security
system from cyber threats and are also able to
strengthen its cyber resilience against threats and how it
is possible to minimize cyber risks. In this work, an
attempt will be made to build a conceptual model  of
cyber resilience of small and medium enterprises,
considering the elements of the model and their
interrelations and interdependencies.

Keywords: Cyber Resilience, Small and Medium
Enterprises (SMEs), Digitalization, Cyber Risks,
Cybersecurity, Digital Maturity, Industry 4.0.

1. INTRODUCTION

The digital transformation of business, which has come
everywhere with industrialization 4.0, and is commonly
referred to as digitalization, has brought numerous
benefits and opportunities for business. The benefits
include acceleration, scaling of business, simplification of
operational processes, and the ability to carry out work
processes with lower costs for personnel, meetings with
partners, market research and competitor analysis. On the
one hand, it may seem that better times are coming for
business with the emergence of new opportunities.
However, digitalization processes also have a downside.
The transition of business to the online environment has
brought with it a huge number of risks that many
entrepreneurs were not prepared for. Due to operational
routine, many entrepreneurs did not have the opportunity
to systematically switch to the online environment.
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Digitalization of business processes occurs chaotically
and only as a response to urgent need, and not as a
systematic approach to a soft transfer of all processes at
the same time with fewer losses. With the development of
the digital world, the shadow and criminal sphere of the
economy is developing just as rapidly, if not faster. To
commit crimes in the cyber environment, criminals need
to know not only the technical and legislative aspects of
doing business. They need to know the weak points of
their potential victims. And while an entrepreneur plans
and develops ways to earn and increase profits, in parallel
with this, the criminal prepares and waits for the moment
when the entrepreneur receives the profit to take it away.

To strengthen its resilience, it is not enough for an
entrepreneur to think only about the company's security.
It is impossible to protect yourself from a potential
criminal completely. The authors believe that it is
necessary to ask the question of what to do if a crime has
occurred, what losses are possible, and what to do next in
order not to lose your position after the losses [1;2].

The authors believe that this requires a systematic,
comprehensive approach, looking at the whole problem
from above from a bird's eye view. This paper will attempt
to consider all elements of the cyber resilience system in
small and medium-sized businesses.

Research Questions (RQs)

RQ1: What are the key elements of a conceptual model of
cyber resilience for SMEs?

RQ2: How do the relationships and interconnections
between these elements contribute to effective cyber risk
management?

Research Tasks (RTs)

RT1: Analyze existing literature on cyber resilience,
cybersecurity practices, and challenges for SMEs.

RT2: Develop a conceptual model for enhancing cyber
resilience in SMEs, focusing on key elements and their
interconnections.

This study's subject of research is the development and
application of conceptual model for cyber resilience in the
context of SMEs.

The object of this research is the cyber risks, cybersecurity
practices, digital maturity and resilience strategies
employed by SMEs to mitigate and manage digital threats.
As the study focuses on understanding the challenges,
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behaviors, and resilience strategies of SMEs, then SMEs
themselves are the object of research. The study examines
how SMEs interact with cyber risks, cybersecurity
measures, and resilience frameworks.

The goal of this research is to analyze existing literature
on cyber resilience, identify gaps and challenges in
current approaches, and propose a conceptual model
tailored to enhancing the cyber resilience of SMEs in an
evolving digital environment.

This study builds upon the previous paper presented at last
year's conference, titled "Cyber Risks: Systematic
Literature Analysis." That research explored the
definitions and nature of concepts such as cybersecurity,
cyber resilience, cyber risks, and cyber threats. This paper
takes the next step by delving deeper into understanding
the entire system of cyber resilience and the components
incorporated into its model [3].

2. METHODOLOGY

The primary data source for this study, as in the previous
research, was the Scopus database, renowned as the most
comprehensive repository for abstracts and citations of
peer-reviewed literature. Additionally, supplementary
sources, including select books categorized as "gray
literature" from the online libraries "O’Reilly" and
"Springer," were utilized to enhance the breadth of
information examined.

To provide a comprehensive overview of research in the
field, the study focused on a 20-year period (2004-2025)
when conducting searches in the Scopus database. Only
papers with open access were considered. The search
methodology consisted of several sequential steps, with
each subsequent step building upon the findings of the
previous one, gradually addressing the research questions.
Initial Search Step

The first and foundational step for all subsequent searches
was to use the term "cyber resilience" as a search string
among article titles, abstracts, keywords. It resulted: 1,491
documents. Additional search phrases were incorporated
at later stages to refine the results. The authors assumed
that individuals, including entrepreneurs, begin
prioritizing security when they possess assets that could
be at risk. Based on this assumption, the first keyword
used in conjunction with "cyber resilience" was "company
security," reflecting the company as the object of the
study. Search Result: 48 documents found.

Second Search Step

Building on the initial findings, the authors hypothesized
that the next stage in the cyber resilience model involves
addressing  "cyber risks" and ‘"cyber threats."
Consequently, the second search combined the keywords
"cyber resilience," "cyber risks," and "cyber threats."
Search Result: 211 documents found.

Third Search Step

Analyzing the literature on cyber risks and cyber threats
led to the realization that "cybersecurity”" was a critical
next element in the cyber resilience model. This stage
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involved searching for "cybersecurity" in combination
with "cyber resilience." Search Result: 553 documents
found

Fourth Search Step

The review of literature on cybersecurity highlighted the
importance of "incident response" as the following
element in the model. Thus, "operational resilience" was
incorporated into the search string alongside "cyber
resilience." Search Result: 177 documents found

Final Search Step

The last element explored in the model was "digital
maturity." This term was combined with "cyber
resilience" to conclude the search process. Search Result:
5 documents found.

In addition to the works retrieved from Scopus, books and
articles from the online libraries O'Reilly and Springer
were also consulted. Unlike Scopus, these libraries did not
impose filters based on the publication date. During each
search, the authors entered the phrase "cyber resilience"
along with the relevant second keyword or phrase, as
specified in the earlier search steps, simultaneously in the
search bar. Determining the exact numerical results of the
search proved challenging, as the authors prioritized
assessing how well the retrieved works addressed the
study's objectives and research questions. Not all of the
works found were cited; only those that provided answers
to the research questions were included. The full list of
sources can be found at the end of this study.

3. RESULTS

The reviewed publications focus on critical areas of
cybersecurity and resilience, risk assessment, and the
integration of emerging technologies. These studies
present models designed to enhance cybersecurity and
resilience across specific business sectors, including
healthcare, energy, transportation, agriculture, and supply
chains [4;5] While attention is often given to the unique
characteristics of these sectors, the findings from these
studies were utilized in this paper to develop a conceptual
model of cyber resilience [6].

Significant emphasis is placed on risk assessment and
mitigation strategies for critical infrastructures such as
power grids, airports, and smart cities. Additionally, the
studies explore the potential of emerging technologies,
such as the Internet of Things (IoT), artificial intelligence
(Al), and digital twin technologies, in combating cyber
threats [7;8].

Over the past year, there has been a notable increase in
publications focusing on preventive measures and risks
that contribute to cyber resilience and the adaptability of
small and medium-sized businesses to a high-risk cyber
environment. These studies emphasize not only
strengthening protection tools and responding to
cybercrimes that have already occurred but also fostering
proactive resilience.

Furthermore, the involvement of governments in
enhancing cyber resilience at the national level is
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increasingly highlighted. As cyber risks grow in
complexity and scope, their global nature poses
significant threats to national security [9].

In this paper, the authors abstract from the specific and
unique aspects of the business sectors considered in the
reviewed publications and aim to identify common
features across all studies. To construct a conceptual
model of cyber resilience, no distinction is made between
different critical infrastructures (e.g., power grids,
airports, healthcare systems) and other cybersecurity
issues, such as unauthorized access to company data
stored in the cloud.

The authors propose a conceptual model of cyber
resilience comprising five key elements: company
security, cyber risks and threats, cyber security, incident
response and recovery, and digital maturity [10;11].

The following section will examine the key elements that,
according to the authors, form a conceptual model of
cyber resilience applicable across various domains.

4. FINDINGS

In the previous work, the authors derived definitions of
cyber resilience, cybersecurity, cyber risks, and cyber
threats based on the publications reviewed. We
acknowledge the interconnection between cyber risks and
threats, as well as the role of cybersecurity. The definition
of cyber resilience was formulated as follows [12]:
Cyber resilience denotes a capacity to endure and recover
from cyber threats by integrating anticipation, support,
recovery, and adaptation measures within a dynamic
cyberspace. While cybersecurity primarily concentrates
on defending systems and minimizing data risks, cyber
resilience complements these efforts by preparing
organizations and individuals to effectively rebound from
cyber hazards and ensure system performance despite
adversities. This comprehensive approach includes
proactive threat response measures before, during, and
after incidents, aligning with planning, absorption,
recovery, and adaptation stages. Cyber resilience
encompasses technological aspects, interdisciplinary
research, public debates, and political discourse, thereby
safeguarding critical systems and infrastructures from
risks inherent in complex socio-technical environments.
Cyber Resilience refers to an organization's ability to
prepare for, respond to, and recover from cyber threats,
ensuring continuity of critical operations and minimizing
the impact of cyber incidents on its systems and
operations. It integrates the principles of cybersecurity,
operational resilience, and digital maturity to enable
organizations to maintain their mission-critical functions
despite the occurrence of disruptive cyber events [12;13].
From the definition, it is clear that the concept of cyber
resilience encompasses the interacting elements of cyber
risks and threats, cybersecurity, responses to incidents,
and recovery from cyberattacks. The authors assume that
the starting point of this model is the security element of
the company.
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The need for protection arises when an individual, group
of'individuals, enterprise, or state possesses assets that are
vulnerable to loss. Before the advent of digitalization, the
focus was predominantly on protecting material assets.
This study assumes that company security is a
fundamental element of the cyber resilience model.
Cyber resilience denotes a capacity to endure and recover
from cyber threats by integrating anticipation, support,
recovery, and adaptation measures within a dynamic
cyberspace. While cybersecurity primarily concentrates
on defending systems and minimizing data risks, cyber
resilience complements these efforts by preparing
organizations and individuals to effectively rebound from
cyber hazards and ensure system performance despite
adversities. This comprehensive approach includes
proactive threat response measures before, during, and
after incidents, aligning with planning, absorption,
recovery, and adaptation stages [7;14]. Cyber resilience
encompasses technological aspects, interdisciplinary
research, public debates, and political discourse, thereby
safeguarding critical systems and infrastructures from
risks inherent in complex socio-technical environments
[15].

4.1.1. Company security

Company security refers to the implementation of
measures designed to protect an organization’s assets,
including information, personnel, and physical
infrastructure, from threats such as unauthorized access,
disruption, or destruction [16]. These measures
encompass strategies like deterrence, avoidance,
prevention, detection, recovery, and correction, forming a
critical part of a comprehensive risk management
framework [6;17;18]. Key components include
confidentiality, integrity, and availability, with additional
attributes such as authenticity, accountability, non-
repudiation, usability, and reliability also playing
significant roles. In the context of Industry 4.0 and the
digitalization of business processes, traditional security
risks are now coupled with evolving cyber risks, requiring
organizations to adopt robust and adaptive security
strategies to ensure operational resilience and the
achievement of their critical objectives [1;19;20].

4.1.2. Cyber risks

Building on the concept of company security, cyber risks
and threats are critical dimensions in today's digitalized
business environment. Cyber risks refer to the potential
adverse impacts on organizational operations, assets,
individuals, or even the nation due to the loss of
confidentiality, integrity, or availability of information
systems. These risks encompass financial losses,
operational disruptions, and damage resulting from
failures in digital technologies used for informational or
operational functions [15;22].

In contrast, cyber threats represent the evolving dangers
posed by malicious activities in cyberspace, such as
cybercrime, cyberterrorism, and espionage. These threats
target individuals, organizations, and infrastructure,
exploiting vulnerabilities through unauthorized access,
destruction, disclosure, or denial of service [22;23].
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Unlike cyber risks, which focus on the likelihood and
consequences of adverse events, cyber threats emphasize
malicious activities and their potential to disrupt digital
assets and infrastructure.

Cyber risks and threats, such as data breaches, malware,
and insider vulnerabilities, highlight organizational
weaknesses and serve as a call to action [24]. These risks
necessitate proactive measures to prevent significant
damages like financial loss or operational disruption and
catalyze the development of a dynamic cybersecurity
strategy.

Cybersecurity emerges as the shield, consisting of
technologies, policies, and practices that address these
vulnerabilities and protect critical assets [6;25].

4.1.3. Cybersecurity

Cybersecurity refers to the measures and strategies
designed to protect digital assets, systems, and
infrastructure from a wide range of threats, including
cybercrime, cyberterrorism, and espionage [26;27]. It
involves both technical and non-technical approaches to
address risks arising from evolving technologies, human
actions, and societal factors [9;27].

At its core, cybersecurity aims to safeguard the
confidentiality, integrity, and availability of information
and systems by preventing, detecting, and responding to
cyber threats effectively. This includes protecting against
unauthorized access, use, disclosure, disruption, or
destruction of information.

Cybersecurity serves as the foundational shield against
cyber threats, focusing on proactive defenses such as
encryption, firewalls, access controls, and employee
training [28]. However, when preventive measures fail,
Incident Response and Recovery become critical [8;29].
4.1.4. Incident response and recovery as operational
resilience

Incident response involves detecting, analyzing, and
mitigating active cyber threats through containment and
remediation, while recovery focuses on restoring normal
operations, such as system restorations and data recovery,
to minimize downtime and impact. Together, these
processes ensure a swift return to business continuity [30].
Beyond incident-specific actions, operational resilience
emphasizes the broader capability of organizations to
adapt and sustain critical functions despite disruptions,
whether caused by cyberattacks, natural disasters, or
economic shocks [31]. Unlike reactive approaches like
incident response, operational resilience takes a proactive,
holistic view, integrating cybersecurity with robust
business continuity planning, supply chain management,
and workforce flexibility. This shift ensures long-term
sustainability, enabling SMEs to thrive even amidst
uncertainties [32]. Operational resilience transforms
recovery into a strategic advantage, ensuring businesses
can adapt, recover, and continue delivering essential
services under any circumstance.

Incident response and recovery involve a structured
process to identify, manage, and mitigate cybersecurity
incidents to restore normal operations efficiently.
Operational resilience, as defined by NIST, is the capacity
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of systems to resist, absorb, recover from, or adapt to
adverse events, ensuring that mission-critical functions
continue despite disruptions.

Operational resilience transforms recovery into a strategic
advantage, helping businesses maintain essential services
under any circumstance [5;33].

While operational resilience ensures that an organization
can withstand and recover from disruptions, digital
maturity focuses on optimizing advanced technologies
such as Al, cloud computing, and data analytics to drive
long-term performance, competitiveness, and
adaptability.

Digital maturity is the next step after operational
resilience because it empowers organizations to use
technology not just to survive disruptions but to actively
drive innovation and growth. By adopting technologies
like Al, automation, and data analytics, organizations can
enhance decision-making, improve customer experiences,
and adapt to changing market dynamics [33;34].

4.1.5. Digital Maturity

Digital maturity refers to an organization's ability to
effectively leverage digital technologies to drive value,
enhance operations, and foster business transformation. It
involves the integration of digital processes, culture, and
technologies to support innovation and optimize business
performance. It focuses on processes, monitoring and
control, technology adoption, and organizational
readiness to mitigate cyber risks and threats. Assessing
digital maturity enables organizations to identify areas for
improvement, align digital initiatives with business
objectives, and enhance overall performance [16;35]. In
the conceptual model of Cyber Resilience for SMEs,
digital maturity plays a key role in fostering sustainable
growth by ensuring organizations are not only resilient to
current challenges but are also adaptable to emerging
risks.

Digital Maturity refers to an organization’s ability to fully
integrate advanced technologies to enhance operations,
decision-making, and innovation [36]. However, with the
adoption of new digital tools and platforms comes an
increased exposure to cyber risks, threats, and
vulnerabilities. As a result, the concept of a continuous
feedback loop between Digital Maturity and Company
Security becomes critical.

Each time new technologies are integrated, security
policies, cyber defenses, and risk management strategies
must be updated to protect digital assets and ensure
operational integrity. This process includes strengthening
cybersecurity measures, conducting security audits, and
adapting to the changing digital landscape.

The feedback loop allows organizations to refine their
security strategies and tools to mitigate these risks [4;37].
Additionally, digital maturity requires aligning
technology use with security governance structures and
organizational goals, ensuring that security practices
adapt alongside the company's digital evolution. This loop
fosters agility, enabling SMEs to respond quickly to
emerging security challenges and maintain long-term
sustainability by protecting innovations while reaping the
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benefits of digital transformation [37;38].

As SMEs progress through digital maturity, they
continuously assess their security posture, strengthening
defenses and ensuring that their cybersecurity measures
keep pace with digital advancements. This ongoing cycle

ensures that the organization remains resilient and
competitive, safeguarding both current operations and
future growth, that the business remains agile, that it
maintains robust security standards, and that it can
respond to evolving digital threats effectively.
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Figure 1: The Continuous Loop of Cyber Resilience in SMEs (Created by Authors)

In this section, the authors have outlined the main elements
of the conceptual model of cyber resilience for SMEs, as
depicted in Figure 1. The figure illustrates how the five key
elements of the model are interconnected, with each
element building on the previous one and driving the next.
This creates a continuous, iterative process that ensures the
ongoing enhancement of the organization's cyber
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resilience. The model emphasizes that cyber resilience is
not a static achievement but a dynamic and evolving
framework that requires constant adaptation and
improvement to address emerging challenges and risks.

The elements discussed in the above are interconnected not
only in the sequential flow that generates each subsequent
element but also through more complex relationships [38].
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These interconnections create a dynamic, agile model,
allowing for stronger linkages between all components. In
this section, we will explore these additional, intricate
relationships within the conceptual model of SME cyber
resilience, emphasizing how they contribute to the overall
strength and flexibility of the model.

4.2.1. Company security ( Foundation)

Company Security - Cyber Risks

Company security plays a pivotal role in mitigating cyber
risks by proactively identifying and addressing internal
vulnerabilities. By reducing the attack surface—such as
weaknesses in software, hardware, or processes—it helps
prevent cyber threats from exploiting these vulnerabilities.
The identification of cyber risks triggers necessary updates
to security policies, tools, and infrastructure, reinforcing
the organization’s defenses [39;40]. These risk
identification and mitigation strategies form a feedback
loop, ensuring the security system continuously adapts to
evolving threats.

Company Security - Cybersecurity

Company Security provides the critical foundation for
implementing effective cybersecurity measures. A strong
internal security framework, which includes well-defined
policies such as access control and secure network
architecture, enables the organization to deploy essential
cybersecurity tools [40]. These tools—firewalls, antivirus
software, encryption protocols, and intrusion detection
systems—are vital to protect the organization’s digital
assets. A robust company security framework ensures that
these tools are effectively integrated and operational,
creating a secure digital environment in which all
cybersecurity measures function optimally [3;41;42].
Company Security - Operational Resilience

A well-established company security framework directly
supports Operational Resilience by ensuring that effective
incident response and recovery processes are in place. By
preventing or minimizing the severity of cyber incidents,
strong security measures reduce the impact on operations.
In the event of a disruption, the recovery process draws
from lessons learned during the incident, leading to
improvements in the security infrastructure. This cyclical
process of continuous improvement not only strengthens
the organization’s ability to recover but also enhances its
overall resilience against future disruptions [43;44].
Company Security - Digital Maturity

Company security is foundational to developing and
maintaining cyber maturity within the organization. By
establishing basic security controls, such as secure
networks and data encryption, the company lays the
groundwork for the integration of more advanced digital
technologies. As the organization matures digitally,
security policies, processes, and training programs evolve
to address new challenges [45]. Cyber maturity involves an
ongoing effort to upgrade security measures in line with
technological advances and emerging risks. This
continuous evolution ensures that the organization remains
capable of addressing current and future cybersecurity
needs as it integrates more sophisticated digital tools.
These interrelationships highlight the importance of
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company security as the cornerstone of the entire cyber
resilience framework. Company security not only acts as
the bedrock for addressing cyber risks and deploying
cybersecurity defenses, but it also supports the
organization's ability to maintain operational continuity
and evolve digitally.

4.2.2. Cyber risks (Catalyst)

Cyber Risks - Company Security

The awareness of cyber risks is a crucial catalyst for
identifying  vulnerabilities and gaps within an
organization’s foundational security. Recognizing these
risks, organizations can craft a strong security framework
that mitigates these threats. This awareness forms the
foundation for ensuring that security policies are tailored
to the specific needs and vulnerabilities exposed by
identified risks [45].

Cyber Risks - Cybersecurity

The identification and assessment of cyber risks directly
influence the design and implementation of cybersecurity
measures. Firewalls, intrusion detection systems, and data
encryption, are chosen and deployed based on the nature of
the identified risks [46]. These defenses form the first line
of protection against vulnerabilities and external threats.
Cyber risks, therefore, act as the key input in creating a
cybersecurity architecture that is specifically aligned with
the organization’s most pressing threats and weaknesses
[47].

Cyber Risks - Operational Resilience

Awareness of cyber risks plays a critical role in shaping the
organization’s approach to incident response and recovery.
By identifying potential risk scenarios and understanding
their possible impact, organizations can develop more
effective strategies for responding to and recovering from
cyber incidents [3;47;48]. The lessons learned from
recovery processes can help refine the organization’s risk
management framework. The ability to effectively manage
and respond to cyber incidents enhances the organization's
capacity to bounce back from disruption [49;50;51].
Cyber Risks - Digital Maturity

Cyber risks are a powerful force in driving the organization
towards greater digital maturity. By exposing weaknesses
in processes, technologies, and behaviors, these risks
challenge the organization to continuously evolve. Cyber
maturity enables the organization to better understand and
manage these risks through systematic threat modeling,
risk assessments, and strategic planning [51;52;53]. As the
organization matures, it becomes better equipped to
identify emerging risks and integrate advanced digital tools
and practices to mitigate them. In this way [56].

4.2.3. Cyber security (Shield)

Cybersecurity - Company Security

Company security provides the foundational infrastructure
and policies that cybersecurity is built upon. Secure access
controls, data encryption protocols, and employee
awareness programs form the essential components of the
internal security architecture. Cybersecurity then acts as a
protective layer, reinforcing these foundational security
measures by addressing external threats and
vulnerabilities. It ensures that the internal systems, which
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company security has established, are adequately defended
against potential cyberattacks and other digital threats that
could compromise the organization’s operations.
Cybersecurity - Cyber Risks

Cyber risks directly inform the configuration and focus of
cybersecurity defenses. By identifying specific threats and
vulnerabilities, cyber risks guide the deployment of
targeted cybersecurity measures. Cybersecurity then
mitigates these risks by proactively addressing
vulnerabilities and preventing breaches before they occur
[3;56] In this context, cybersecurity tools and strategies,
such as firewalls, intrusion detection systems, and
encryption, are deployed specifically to counteract the
identified risks, forming an essential shield that defends
against potential breaches [56;57].

Cybersecurity - Operational Resilience

Cybersecurity measures are essential in detecting,
preventing, and mitigating potential threats, which, in turn,
reduces the frequency and severity of cyber incidents.
When security breaches or disruptions do occur, the robust
defenses put in place by cybersecurity enable organizations
to focus on incident response and recovery rather than
emergency containment [4]. A strong cybersecurity
framework minimizes the impact of incidents by ensuring
that systems are protected and resilient, thus supporting an
effective recovery process and ensuring business
continuity [56;57].

Cybersecurity - Digital Maturity

Digital maturity plays a vital role in enhancing
cybersecurity by promoting the adoption of advanced
technologies and the improvement of organizational
processes. As organizations progress in their digital
maturity journey, they integrate better security practices
and tools, resulting in a more robust defense mechanism
[58]. Cybersecurity, in turn, strengthens digital maturity by
providing the necessary systems and tools that support a
structured and scalable approach to managing digital
threats. This mutual relationship between cybersecurity
and digital maturity ensures that the organization’s security
framework evolves to meet emerging threats and
challenges as the organization becomes more digitally
advanced.

4.2.4. Incident Response and Recovery (Operational
Resilience)

Incident Response and Recovery - Company Security
Cyber risks play a significant role in shaping the priorities
of Incident Response, ensuring that the organization is
prepared for the most relevant and impactful threats. By
identifying and understanding the risks, company security
helps define which incidents need to be prioritized during
the response phase. Incident Response works to reduce the
impact of these cyber risks by containing threats,
mitigating the damage, and facilitating a swift recovery
[49]. The strength of company security thus directly
influences the effectiveness of incident response efforts,
ensuring that the organization can recover quickly and
effectively from disruptions [48;56].

Incident Response and Recovery - Cyber Risks

Cyber risks drive the focus and priorities of incident
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response, ensuring that the organization is ready to address
the most pressing and likely threats. Incident response
reduces the impact of these risks by quickly identifying and
containing threats before they can cause significant
damage [51;52]. Furthermore, by continuously assessing
the evolving risk landscape, incident response can better
inform future risk management strategies, ensuring that
identified vulnerabilities are addressed and the
organization is prepared for future disruptions [53].
Incident Response and Recovery - Cybersecurity
Cybersecurity measures, such as firewalls, intrusion
detection systems, and antivirus software, play a crucial
role in the early detection and containment of threats,
enabling a faster and more effective incident response.
These cybersecurity tools form the first line of defense,
helping the organization identify potential incidents before
they escalate. At the same time, incident response provides
valuable feedback to cybersecurity, identifying
weaknesses in existing defense mechanisms [54]. This
feedback leads to continuous improvements in security
tools, systems, and technologies, enhancing the
organization’s ability to detect and respond to future
threats.

Incident Response and Recovery - Digital Maturity

Cyber maturity strengthens incident response by
introducing structured processes, advanced tools, and a
skilled workforce that is equipped to handle incidents
effectively. As organizations advance in their digital
maturity, they integrate more sophisticated incident
management processes, ensuring that they can respond to
and recover from incidents with greater efficiency [18;55].
Incident response and recovery also drive the development
of cyber maturity by providing insights after each incident
[31;56]. These insights lead to process optimization,
system improvements, and organizational learning,
reinforcing the organization’s ability to respond effectively
to future disruptions.

4.2.5. Digital Maturity (Growth)

Digital Maturity - Company Security

Cyber maturity plays a vital role in enhancing the design
and optimization of foundational security practices. A
mature organization continually revisits and updates its
internal security policies and infrastructure to stay aligned
with evolving risks, technological advancements, and
compliance standards [46;55]. As digital maturity
progresses, the organization is better equipped to anticipate
new challenges, making it more capable of refining and
strengthening its security framework to protect against
emerging threats and vulnerabilities. This ongoing
improvement helps establish a resilient security
infrastructure that evolves alongside the organization’s
digital transformation.

Digital Maturity - Cyber Risks

Cyber maturity represents an organization’s ability to
understand, adapt to, and manage cyber risks. As
organizations grow in maturity, their ability to identify and
analyze risks improves, fostering a proactive approach to
cybersecurity [57]. With advanced maturity, the
organization’s processes for performing threat modeling,
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conducting periodic risk assessments, and evaluating
potential impacts become more sophisticated and
comprehensive. This heightened capability enables the
organization to detect, evaluate, and mitigate risks more
effectively [58]. As the organization matures, its capacity
to understand and manage risks also strengthens, allowing
for a more strategic and informed approach to
cybersecurity.

Digital Maturity - Cybersecurity

At higher levels of Cyber Maturity, organizations are better
positioned to  implement advanced, integrated
cybersecurity tools and strategies. Mature organizations
leverage their growth to adopt proactive technologies, such
as Al-based threat detection, and refine cybersecurity
processes, such as real-time monitoring and automated
patch management. This increased sophistication enhances
the organization’s ability to respond to evolving threats and
better protect its digital assets. With greater maturity, the
organization can move beyond basic defenses to deploy
more intelligent, adaptive security measures that keep pace
with emerging challenges in the cyber threat landscape
[48;50].

Digital Maturity - Incident Response and Recovery

Cyber maturity directly influences the organization’s
approach to incident response and recovery by providing a
structured and strategic framework. The lessons learned
from each incident are invaluable for advancing cyber
maturity. Post-incident analyses help uncover gaps in
defenses, processes, or employee behavior, driving
improvements in training, tools, and response plans. As
organizations mature, they integrate these lessons into their
ongoing operations, optimizing their incident management
processes and strengthening their resilience. Each incident
serves as an opportunity for growth, enabling the
organization to refine its response strategies and enhance
overall operational readiness [36;37].

Cyber maturity acts as the growth engine for an
organization’s cybersecurity capabilities. As cyber
maturity progresses, so too does the organization’s ability
to adapt to new challenges and remain agile in the face of
evolving cyber threats [49].

5. DISCUSSION

The conceptual model of cyber resilience for SMEs, as
described in the preceding sections, provides a holistic and
interconnected framework for understanding the
interconnectedness of critical cybersecurity elements and
their role in fostering long-term organizational resilience
[5]. By emphasizing the continuous feedback loops
between company security, cyber risks, cybersecurity,
incident response and recovery, and cyber maturity, the
model provides SMEs with a dynamic and agile approach
to managing digital risks [3;41;59].

One of the key insights from the model is the recognition
that cyber resilience is not a static achievement but a
dynamic and ongoing process. As SMEs adopt new
technologies and integrate more advanced digital systems
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into their operations, the cyber resilience model
underscores the importance of continuous feedback loops
[1;48]. These loops connect various elements— company
security, cyber risks, cybersecurity, incident response and
recovery, and digital maturity—ensuring that as one
element progresses, the others evolve accordingly. This
interconnectedness provides SMEs with the agility needed
to adapt to new threats, risks, and opportunities.

Unlike larger organizations that may have dedicated
resources for each aspect of cybersecurity, SMEs often
face resource constraints that can make maintaining this
continuous loop more challenging. The ability to
continually update security policies, implement advanced
threat detection tools, and recover from incidents requires
an ongoing commitment to both technological upgrades
and employee training [34;42]. Despite these challenges,
the model emphasizes the importance of integrating these
practices into the broader business strategy to ensure that
cybersecurity is not an afterthought but an integral part of
the organization's long-term goals.

A critical takeaway from the model is the role of
cybersecurity in enabling digital transformation. As SMEs
evolve digitally, they increasingly rely on cloud services,
Al, and data analytics, among other technologies. While
these advancements offer significant benefits, they also
introduce new vulnerabilities and risks. The integration of
cybersecurity into the digital transformation process
allows SMEs to not only protect their digital assets but also
ensure that their innovation initiatives remain secure and
sustainable [35].

For instance, the adoption of Al-based threat detection
tools can enhance an SME’s ability to proactively monitor
its digital environment, identify emerging threats, and
respond quickly [8;25]. This proactive approach
strengthens the company’s competitive advantage and
helps avoid potential disruptions that could arise from
cyber incidents. In this way, cybersecurity does not just act
as a shield but also as a driver of growth and digital
maturity. It enables SMEs to confidently embrace new
technologies and innovation, knowing that they have a
resilient and adaptive security framework in place.

The concept of cyber maturity is particularly significant in
the context of SMEs [24;30]. As organizations mature
digitally, they inevitably face new challenges that test their
ability to respond to increasingly sophisticated threats.
Cyber maturity involves not only the adoption of advanced
technologies but also the continuous refinement of
processes and the development of organizational skills. For
SMEs, this means that cybersecurity becomes an ongoing
process, where each stage of maturity builds upon the
previous one, creating a cycle of improvement that
enhances overall resilience [39;51].

However, achieving cyber maturity requires more than just
technological upgrades. It necessitates a cultural shift
towards prioritizing security at all levels of the
organization. Senior management must recognize the value
of investing in cybersecurity and fostering a security-
conscious culture. Employees, from entry-level staff to
executives, must be trained to recognize potential threats

ISSN: 1690-4524



and understand the importance of adhering to security
protocols. This holistic approach to cyber resilience
ensures that all aspects of the organization are aligned in
their efforts to build and maintain a secure, adaptive
infrastructure.

One of the most valuable aspects of the cyber resilience
model is its emphasis on incident response and recovery.
In the face of inevitable breaches or disruptions, SMEs
must not only contain and recover from incidents but also
learn from them. Post-incident analysis allows
organizations to identify gaps in their defenses, improve
response strategies, and refine their security practices. The
lessons learned from incidents contribute directly to the
organization's growth, as they provide insights into the
weaknesses that need to be addressed in future security
measures.

This cyclical process of learning from incidents
strengthens the organization's overall resilience. SMEs are
not only recovering from threats but also reinforcing their
defenses to prevent future occurrences [32].

The offered model underscores the importance of being
proactive rather than reactive in addressing cybersecurity
challenges. In an increasingly complex digital landscape,
SMEs can no longer afford to adopt a “wait-and-see”
approach when it comes to security [33;48]. As cyber
threats evolve in sophistication and frequency, SMEs must
be prepared to anticipate risks, deploy preventive
measures, and continuously monitor their digital
environments.

A proactive approach involves regular risk assessments,
security audits, and vulnerability testing to identify
potential weaknesses before they are exploited by
malicious actors. Furthermore, SMEs must stay informed
about the latest cybersecurity trends, tools, and best
practices to ensure that their defenses are up to date. The
cyber resilience model highlights that this proactive stance,
coupled with the feedback loops discussed earlier, helps
SMEs stay ahead of emerging threats and maintain
operational continuity [44].

While the benefits of the cyber resilience model are clear,
SMEs face several challenges in implementing and
maintaining these practices. Limited resources, budget
constraints, and a lack of specialized expertise can hinder
their ability to fully integrate advanced cybersecurity
measures [6;22]. However, the model offers opportunities
for SMEs to scale their resilience efforts gradually. By
adopting a step-by-step approach, SMEs can begin with
foundational security practices, such as implementing
basic access controls and employee awareness training,
and then build upon these with more advanced
technologies and processes as their digital maturity grows.
Additionally, collaboration with external cybersecurity
experts, partnerships with industry associations, and
leveraging affordable cybersecurity solutions can help
SMEs overcome resource limitations and bolster their
defenses [4;23].

The model serves as a roadmap for SMEs to navigate the
complexities of digital transformation while safeguarding
their assets and operations.
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6. CONCLUSIONS

This study aimed to explore the key elements of a
conceptual model for cyber resilience in SMEs and
understand the interconnections between these elements
that contribute to effective cyber risk management. By
examining the relationships between company security,
cyber risks, cybersecurity, incident response and recovery,
and digital maturity, the research provides insights into
how SMEs can enhance their resilience against cyber
threats.

Through an analysis of existing literature and conceptual
frameworks, this study identified that cyber resilience in
SMEs is not a static, one-time achievement but rather a
dynamic, continuous process that requires constant
feedback and adaptation. The relationships between the
elements of the model highlight the interconnectedness of
security practices, risk management strategies, and the role
of incident response in strengthening overall resilience.
The model provides a foundational framework that SMEs
can use to enhance their cybersecurity posture and better
prepare for future digital challenges. With this, the research
questions have been answered.

The findings presented here will serve as a valuable
starting point for deeper investigations into how SMEs can
develop robust, adaptive, and sustainable cybersecurity
practices.

However, this study is not a comprehensive exploration of
the subject and serves as an initial step toward a deeper,
more detailed analysis of the factors influencing cyber
resilience in SMEs. There are several limitations to the
current research. Firstly, the model presented in this study
is conceptual and theoretical, meaning it requires further
empirical testing and validation in real-world SME
settings. Additionally, the scope of the study is limited to
secondary data analysis and existing frameworks, which
leaves room for future research to expand on the practical
application of the model.

Future research could explore the effectiveness of the
proposed model in various SME contexts, investigate the
role of organizational culture in fostering cyber resilience,
and evaluate the impact of specific cybersecurity tools and
practices on improving resilience. Furthermore, a
longitudinal approach could provide insights into how
cyber resilience evolves over time and the long-term
benefits of adopting a comprehensive resilience strategy.
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